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EXECUTIVE SUMMARY

SAP HANA®, short for “High-performance Analytic Appliance,” is a data platform built for running in-memory transactional and analytical
workloads. SAP HANA offers a faster and simplified architecture that consolidates both online analytic processing (OLAP) and online transaction
processing (OLTP) landscapes info a single database.

Today, SAP customers are looking fo SAP HANA to enable real-time data access, respond quickly fo business needs and market trends with
reduced administration. HPE Superdome Flex predefined appliance configuration offers a Single Rack (SR) or Multi Rack (MR) Solutions for SAP
HANA with HPE 3PAR All-Flash Storage and it is designed to support medium fo large Scale-up or Scale-out environments with the ability to
grow in future. The solution starts from 4 sockets and can be scaled up to 32 socket servers to host SAP HANA databases in the size of 1.5TB
up to 24.0TB.

In general, the backup related challenges faced by existing SAP HANA customers are:

» Need to backup large SAP HANA databases in a formal way and within a short period

» Customers struggling with slow backup

» Customers want to keep their backup costs under control

o Customers feel snapshot based backups are a management nightmare

« Customers want to have a reasonably low recovery time objective (RTO) and also zero recovery point objective (RPO) for an application in

case of a disaster

Efficient backup and restore are key to ensure that an organization can meet recovery time (RTO) and recovery point objectives (RPO). All
database backups generally involve backing up its data and log volumes. A database recovery mostly involves a restoration of the latest data file
backup and optionally apply log information generated after the last data backup. It is therefore critical o have a reasonably high frequency of
data file backups available. This ensures a minimum of log information to be applied fo roll forward to the desired HANA database status.

This Technical White Paper describes the integration of HPE Recovery Manager Central (RMC) with HPE Superdome Flex- based predefined
solutions for SAP HANA. This should be viewed as a complementary solution, highlighting recognizable benefits in addition fo standard SAP
HANA backup.

HPE Recovery Manager Central a complementary solution
Hewlett Packard Enterprise has developed the HPE Recovery Manager Central (RMC) tool as a software solution which integrates HPE 3PAR
StoreServ Storage with HPE StoreOnce as a backup appliance for integrated snapshot based backups of SAP HANA databases.

HPE Recovery Manager Central meets most of the customer expectations such as:

« No additional license required

» Reduced administrative efforts to backup and restore SAP HANA databases

» Reasonably low recovery time objective (RTO) and also zero recovery point objective (RPO)

» Avoids manual intervention during the backup and recovery phases

Document purpose: This document describes the implementation and configuration of Recovery Manager Central for backing up HPE
Superdome Flex Scale-up and Scale-out configurations for SAP HANA with the operating system choice of SUSE Linux® Enterprise Server
(SLES) or Red Hat® Enterprise Linux® (RHEL) using HPE 3PAR StoreServ Storage snapshots.

Target audience: This document is intended to assist chief information officers (ClOs), chief technology officers (CTOs), IT directors, data
center managers, SAP solution architects, SAP HANA database and basis administrators, IT professionals, and customers wishing to learn more
about HPE’s backup and recovery solution on HPE Superdome Flex for SAP HANA. This document assumes the reader has a basic
understanding of data center infrastructure technologies like servers, storage, networking, power, solution management, virtualization, Linux
operating systems, and HPE solutions for SAP HANA.

This Technical White Paper describes the solution testing performed in May 2020.

—


https://techhub.hpe.com/eginfolib/storage/docs/StoreOnceBackup/RMC6_0Help/index.html#doc_overview.html
https://techhub.hpe.com/eginfolib/storage/docs/StoreOnceBackup/RMC6_0Help/index.html#doc_overview.html
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INTRODUCTION

The configurations include hardware and software solutions that integrate HPE 3PAR StoreServ and HPE StoreOnce backup server with the
HPE Superdome Flex servers, configurations for large-sized businesses typically consist of multiple systems in each category such as Production
(PRD), Quality Assurance (QA), and Test & Development (DEV) systems.

As SAP landscapes are getting larger and complex, SAP HANA customers are looking for quick and seamless backup and restore solutions to
address their business needs with a reduced administration overhead and at the same time keeping backup costs under control.

HPE Recovery Manager Central is a complementary solution offered by Hewlett Packard Enterprise. It has seamless integration with HPE 3PAR
StoreServ, and efficiently makes use of HPE 3PAR Virtual Copy Software which creates a snapshot volume. A storage snapshot captures the
content of the SAP HANA DATA area at a particular point in time, which offers additional data protection. Snapshots have a negligible impact on
SAP HANA database performance and snapshot backups are much faster compared to complete data backup.

The key benefits include:

« Easy deployment with simple and infuitive GUI for database administrators

» RMC facilitates policy-driven copy data management

« Automatic, application-consistent snapshots

» Express Protect - additional protection for the existing snapshots

» Cloud Protect - allows you fo leverage public cloud for long ferm retention of backups

o Integration with RMC REST APIs

SOLUTION OVERVIEW

This solution describes the snapshot backups of SAP HANA databases using Recovery Manager Central for HPE 3PAR StoreServ Storage on
HPE Superdome Flex based Scale-up and Scale-out environments. The Technical White Paper tells about the integration of RMC with HPE
solutions for SAP HANA.

Central Management Server

HPE Superdome Flex solution for SAP HANA comes with a Central Management Server (CMS). This is an HPE ProLiant DL360 Server running
Microsoft® Windows 2019 and used to configure and manage the solution components such as LAN switches, SAN switches, server nodes, and
HPE 3PAR Storage.

NOTE
Central Management Server comes with 2x Intel® Xeon® 4208 processor / 12 x 16GB Memory, 6 x 1.2 TB HDD/ 1x HPE SN1100Q 16Gb 2p FC
HBA/ 1x HPE Ethernet 10Gb 2-port 530SFP+ Adapter installed with Windows Server edition.
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Figure 1 describes the solution overview for HPE Superdome Flex for SAP HANA.
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FIGURE 1. HPE Superdome Flex for SAP HANA Scale-up and Scale-out configurations with HPE 3PAR Storage solution overview

HPE Recovery Manager Central for SAP HANA

HPE Recovery Manager Central is a lightweight vAPP implementation that is deployed on Hyper-V as a virtual machine on CMS server. It is a
software that provides seamless and integrated data protection for business-critical SAP HANA databases that are deployed on HPE Superdome
Flex pre-defined configurations. It creates SAP application consistent data protection on the HPE storage arrays and extends further to backup
on external HPE StoreOnce.
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Figure 2 describes an HPE RMC solution for SAP HANA application environment.
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FIGURE 2. RMC solution for SAP HANA application environment
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Recovery Manager Central snapshot

Recovery Manager Central snapshot feature provides data protection for an SAP HANA database as it initiates a point-in-time copy of the data
volumes. When the snapshoft job is triggered, HPE RMC communicates with SAP HANA to determine the location of the data volumes. An HPE
3PAR snapshot on the related Virtual Volumes is created. HPE Recovery Manager Central creates SAP HANA application consistent snapshots

that are easy to restore in case of any failures.

DEFINITION

When a snapshot is first created, all of its data is mapped indirectly to the parent volume’s data. When a block is written to the parent, the original
block is copied from the parent to the snapshot data space, and the snapshot points to this data space instead. Similarly, when a block is written
in the snapshot, the data is written in the snapshot data space, and the snapshot points fo this data space. These snapshots are copy-on-write

(COW) snapshots.

Figure 3 represents Recovery Management Central snapshof.

Central Management Server
(CMS)
="
External VSP Switchl

1=
— Storage Mgmt

| |
L2,

External VSP Switch2
HANA Admin

~

SAP HANA DB Nodes

Fiber Channel Switch

:*4—
I
RMCVM on CMS and
Compute Nodes and
HPE 3PAR all should

be zoned
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HPE 3PAR StoreServ
snapshots Snapshots Snapshots
of DATA of DATA of IDATA
volumes volumes volumes

o
g
S’
SAP HANA VOL
J
I PRD
|_§»laY]
B ops



Technical White Paper Page 8

Recovery Manager Central Express Protect

HPE Recovery Manager Central extends the data protection capability for SAP HANA databases with the Express Protect feature. Express
Protect makes use of technologies in HPE 3PAR and HPE StoreOnce to create low-bandwidth backups of snapshot sets to HPE StoreOnce
Catalyst stores. For more detfails, refer to the HPE Recovery Manager Central for SAP HANA configuration and best practices guide under section
Express Protect Page 9.
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FIGURE 4. Recovery Manager Central Express Protect


https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00016092en_us
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Recovery Manager Central Restore process

KEY POINT
The SAP HANA database must be shut down and data and log volumes must be unmounted before initiating the recovery process in Scale-up
installation. In Scale-out, the data and log volumes need to be unmounted from each worker node.

To recover the SAP HANA database from any previous snapshots or Express Protect backup using the Recovery Manager Central GUI, select
from action fo restore the system. Once the restore is completed, the volumes can be remounted on the HANA host, and for the recovery

Start RMC

process switch to SAP HANA Cockpit.

Restore
Database

17 Select Snapshot |[«——
Y

Shutdown HANA

Unmount data
volumes

Promote DATA . Mount
Lun Volumes

Copy snapshot
vol to parent LUN

Parent Data Vol |

Y

Connect to
HPE 3PAR

HANA Cockpit Recovery
process
v
Check Snapshot Restore to parent vol

HPE 3PAR

on StdreOnce on Start HANA DB

N

Snapshot not B
available Stop h

FIGURE 5. Recovery Manager Central Snapshot Restore process data flow

Figure 5 explains the restore process followed by RMC for the SAP HANA database. At a high level, the restore process is to first look for a suitable
snapshot on the 3PAR storage and if unavailable on 3PAR, then to look for a snapshot-based backup on the StoreOnce. After restoring the
snapshots, the volumes are mounted, and the recovery process needs to be started on HANA Cockpit. Post recovery, the HANA database is started.

In most cases, the restore is done from the last successful backup. If multiple snapshots are stored on the 3PAR storage itself, then the restore can
be extremely fast. Recovery from snapshots is also fast because like backups, all that is happening in the background is re-aligning of the pointers
from new changed blocks to the older staftus of those blocks in the storage. This helps to ensure RTO is achievable. Multiple snapshot backup
enables close RPOs fo be met.

—
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NOTE

Refer to the White Paper “HPE Recovery Manager Central for SAP HANA configuration and best practices guide”. This document explains in
detail about the best practices for configuring such as adding SAP HANA hosts, SAP HANA database and also all the different scenarios
supported in snapshot backup and recovery solutions.

CONFIGURATION GUIDANCE

Prerequisites

Before starting any configuration setup with Recovery Manager Central, verify for the latest information on updated versions, limitations, and bug
fixes etc, from the below links.

Recovery Manager Central (RMO),
https://techhub.hpe.com/eginfolib/storage/docs/StoreOnceBackup/RMC6_OHelp/index.html#doc_overview.html.

HPE Solutions for SAP HANA SD Flex 3PAR 6.0 Configuration Guide

HPE Recovery Manager Central for SAP HANA configuration and best practices guide,
https://support.hpe.com/hpesc/public/docDisplay?docld=emr_na-a00016092en_us.

Central Management Server re-cabling
In a factory build, the Central Management Server has no connection to SAN switches. To bring CMS server intfo SAN zoning, re-cabling of HBA
ports is required. Optionally, add additional HBA card to CMS sever and bring into SAN zoning as shown in Figure 6.

NOTE
In scale-out environment, HPE 3PAR File Persona (A4) Storage provides NFS share and also provides 2.0TB of block storage to Cenftral
Management Server to host multiple virtual machines for larger configuration.

HPE Proliant DL 360

= ——
Central Management Server (CMS)

CMS HBA Ports
are connected to
HPE File Persona

O

”1

HPE File Persona Compute Nodes HPE 3PAR StoreServ

FIGURE 6. Factory build cabling to File Persona

—


https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00016092en_us
https://techhub.hpe.com/eginfolib/storage/docs/StoreOnceBackup/RMC6_0Help/index.html#doc_overview.html
https://hpe.sharepoint.com/teams/hanaappliance/Documentation/Forms/AllItems.aspx?id=%2Fteams%2Fhanaappliance%2FDocumentation%2FSAP%20HANA%20Solutions%20CLX%2FSD%20Flex%203PAR%206%2E0%2FHPE%20Solutions%20for%20SAP%20HANA%20SD%20Flex%203PAR%206%2E0%20Configuration%20Guide%2Epdf&viewid=6b7f4df5%2D97f9%2D4997%2Dace7%2D357f86712bb5&parent=%2Fteams%2Fhanaappliance%2FDocumentation%2FSAP%20HANA%20Solutions%20CLX%2FSD%20Flex%203PAR%206%2E0
https://support.hpe.com/hpesc/public/docDisplay?docId=emr_na-a00016092en_us
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NOTE

In Figure 6, HPE 3PAR File Persona is connected directly o Central Management Server whereas in Figure 7 HPE 3PAR File Persona is
connected via SAN to Central Management Server (CMS).

Shutdown all the virtual machines running on the Central Management Server (CMS) before cabling change.

HPE Proliant DL 360 HPE StoreOnce Backup

Central Management Server (CMS)

CMS HBA Ports are '
connected to Fiber
Channel switch

Fiber Channel Switch

3
|

HPE File Persona Compute Nodes HPE 3PAR StoreServ

FIGURE 7. Multi rack re-cabling CMS, A4 File persona, and HPE StoreOnce to SAN Switch ports

Under factory shipment, pre-defined configurations have scale-up and scale-out environments for HPE Superdome Flex Single Rack / Multi Rack

solutions. Both Single/Multi Rack scale-out setups will have HPE File Persona as shown in Figure 7, wherein both Single/Multi Rack scale-up does
not require the HPE File Persona.
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Figure 8 shows a Single rack re-cabling CMS to SAN Switch ports.

HPE Proliant DL 360 HPE StoreOnce Backup

Central Management Server (CMS)

CMS HBA Ports are
connected to Fiber
Channel switch

Fiber Channel Switch :)f)
~-)

Compute Nodes HPE 3PAR StoreServ

FIGURE 8. Single rack re-cabling CMS to SAN Switch ports

Configuration of virtual adapter on CMS
Perform the following steps to configure the adapter on CMS:

1. Configure virtual SAN adapter on Central Management Server Hyper-V once cabling is completed as shown in Figure 7 and 8.

PS C:\> Get-InitiatocPoct | Focmat-Table -Propecty NodeAddress,PoctAddress
NodeAddress PortAddress

51402ec001c89d61 51402ec001c89d60

51402ec001c89d63 51402ec001c89d62

PS C:\> New-VYMSan -Name ”VSAN1” -Note ”VSAN1 RMC” -NodeAddress ”51402ec001c89d61” -PortAddress
”51402ec001c89d60”

—
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PS C:\> New-VMSan -Name “VSANZ”

”51402ec001c89d62

-Note ”VSAN2 RMC”

-NodeAddress ”51402ec001c89d63”

-PortAddress

. Verify the initiators created in the CMS server that have logged in fo the switches.

S33-RG01-S2:FID128:

SwitchName:
SwitchType:
SwitchState:
SwitchMode:
SwitchRole:
SwitchDomain:
SwitchId:
SwitchWwn:
Zoning:
SwitchBeacon:
FC Routecr:

HIF Mode:
Allow XISL Use:
LS Attributes:

admin> switchshow
S33-RG01-S2

162.1

Online

Native

Subordinate

2

fffco?2
10:00:88:94:71:45:33:b0
ON (Config_SAN2)

OFF

OFF

OFF

OFF

[FID: 128, Base Switch: No, Default Switch: Yes, Ficon Switch: No, Addcess Mode 0]

Index Poct Address Media Speed  State Proto
0 0 020000 id N16 Online FC F-Port 20:02:00:02:ac:01:e8:42
1 1 020100 id N16 Online FC F-Port 21:02:00:02:ac:01:e8:42
2 2 020200 id N16 Online FC F-Port 22:02:00:02:ac:01:e8:42
S 3 020300 id N16 Online FC F-Port 23:02:00:02:ac:01:e8:42
4 4 020400  -- N32 No_Module  FC (Pocts on Demand license not assigned or cesecved yet
5 5 020500 -- N32 No_Module  FC (Pocts on Demand license not assigned or cesecved yet
6 6 020600 -- N32 No_Module  FC (Pocts on Demand license not assigned oc cesecved yet
7 7 020700  -- N32 No_Module  FC (Pocts on Demand license not assigned or cesecved yet
8 8 020800 id N16 Online FC F-Poct 51:40:2e:c0:01:c7:dc:cc
9 g 020900 id N16 Online FC F-Poct 51:40:2e:c0:01:c7:de:cc
10 10 020200  id N16 Online FC F-Poct 51:40:2e:c0:01:c7:dc:b4
11 11 020b00  id N16 Online FC F-Port 51:40:2e:c0:01:c7:de:7c
12 12 020c00 id N16 Online FC F-Port 51:40:2e:c0:01:c7:db:28
13 13 020400  id N16 Online FC F-Poct 51:40:2e:c0:01:c7:de:d0
14 14 020e00  id N16 Online FC F-Port 51:40:2e:c0:01:c7:e0:a0
15 15  020f00 id N16 Online FC F-Poct 51:40:2e:c0:01:c7:de:b4
16 16 021000  id N16 Online FC F-Port 20:02:00:02:ac:01:cb:ab
17 17 021100 id N16 Online FC F-Port 21:02:00:02:ac:01:cb:ab
18 18 021200  id N16 Online FC F-Port 22:02:00:02:ac:01:cb:ab
19 19 021300 id N16 Online FC F-Port 23:02:00:02:ac:01:cb:ab
20 20 021400  -- N32 No_Module  FC (Pocts on Demand license not assigned
21 21 021500 -- N32 No_Module FC (Pocts on Demand license not assigned HPE SPAR File
22 22 021A00 id N1f Online FC_F-Popct 21:01:00:02: ac: 01:pR-43 persona Ad

| 25 25 Uz1/00 1d N1b Unline rL F-Poet 1 N Poet + 1 NPLV public
24 24 021800  id N16 Online FC F-Port 20:02:00:02:ac:01:ba:42 [ CMS HBA
25 25 021800 id N16 Online FC F-Port 21:02:00:02:ac:01:ba:42 Port
26 26 021a00  id N16 Online FC F-Port 22:02:00:02:ac:01:ba:42
27 27 021b00  id N16 Online FC F-Port 23:02:00:02:ac:01:ba:42
28 28 021c00  id N16 Online FC F-Port 20:22:00:02:ac:01:ba:42
29 29 021400 id N16 Online FC F-Port 21:22:00:02:ac:01:ba:42
30 30 021e00 id N16 Online FC F-Port 22:22:00:02:ac:01:ba:42

E—
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3. Follow these steps to configure SAN zoning for Central Management Server. This will expose block storage from HPE 3PAR File Persona
(A4) and SAN Switch (S1).

admin:>alicreate "RG01_A4_NO_SO_P1”,”1,22”

admin:>alicreate ”RGO1_CMS_P1”,”1,23”

admin:>zonecceate --peeczone “Zone_RGO1_A4_NO_SO_P1” -prcincipal “RGO1_A4_NO_SO_P1”
admin:>zoneadd --peeczone ”Zone_RGO1_A4_NO_SO_P1” -membecs *RGO1_CMS_P1”
admin:>cfgadd “Config_SAN1”,”Zone_RGO1_A4_NO_SO_P1”

admin:>cfgsave

admin:>cfgenable “Config_SAN1”

SAN Switch (52)

admin:>alicreate "RG01_A4_NO_S0_P2”,”2,22”

admin:>alicreate “RGO1_CMS_P2”,”2,23”

admin:>zonecceate --peeczone “Zone_RGO1_A4_NO_SO_P2” -principal "RGO1_A4_NO_SO_P2”
admin:>zoneadd --peeczone ”Zone_RGO1_A4_NO_SO_P2” -membecs *RGO1_CMS_P2”
admin:>cfgadd “Config_SANZ2”,”Zone_RGO1_A4_NO_SO_P2”

admin:>cfgsave

admin:>cfgenable “Config_SANZ2”

NOTE
Zoning of RMC VM virtual SAN port is described in SAN Zone Configuration section.

Network configuration

The default networking does not allow the HPE Recovery Manager Central virtual machine to communicate with SAP HANA nodes which are on
the VLAN (example - vlan112). If the communication is not allowed, then SAP HANA nodes cannot register and manage to fake snapshots. To
allow this communication to happen, follow the procedure.

Update the L1/L2 LAN switch configuration file, HPE Solutions for SAP HANA SD Flex 3PAR
6.0\SD_Flex_3PAR_6.0_16x4S_BWoH_SO_DP_20200106_131911\Rack_Group_01\Rack_A\10_HPE_FlexFabric_5900AF_48G_4XG_2QSFP_Plu
Ss_IRF_L1L2.

Intecface Bridge-Aggregation20
desceiption Downlink RGO1 CMS Team?
port access vlan 112 (This is a cepresented value it may be different)
link-aggregation mode dynamic
PS C:\> New-VMSwitch -Name “Extecnal VSP Switch2” -NetAdaptecName “TeamNIC2” -AllowManagementOS:
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Figure 9 shows the two external VSP switches for RMC VM.
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FIGURE 9. Two external VSP switches for RMC VM

Deployment of Recovery Manager Central on Central Management Server Hyper-V
1. Login to the Central Management Server with administrator privileges to install RMC on Hyper-V.

2. Download RMC-Hyper-V-Installer.zip file from http://www.hpe.com/storage/rmc/swdepot or https://myenterpriselicense.hpe.com/.

Software (2)

HPE RMC MEDIA FOR MS HYPER V_ELECTRONIC D4U76-11021.ZIP (2.45 GB)

HPE_RMC_MEDIA_FOR_VMWARE ESXI| ELECTRONIC_D4U76-11022.ZIP (2.62 GB)

Document (1)

HPE_RECOVERY MANAGER CENTRAL 6.2.0 RELEASE NOTES_P00875-007.PDF
(108.30 KB)

FIGURE 10. RMC download


http://www.hpe.com/storage/rmc/swdepot
https://myenterpriselicense.hpe.com/
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3. Extract the ZIP file <Installationdirectory>.

NOTE
Installation directory is where the HPE_RMC-6.2.0-1937.1_Hyper-V_Installer.zip is downloaded and extracted.

: HPE_RMC_6.2.0-1937.1_Hyper-V_VHD.zip Compressed (zipped) Fol...
| ] HPE_RMC-6.2.0-1937.1.el7.noarch.rpm RPM File
HPE_RMC-6.2.0-1937.1_Hyper-\_|nstaller.zip Cornpressed (zipped) Fol...

FIGURE 11. Downloaded package

4. Copy HPE_RMC_6.2.0-1937.1_Hyper-V_VHD.zip info the installation directory.
5. Extract the HPE_RMC-6.2.0-1937.1_Hyper-V_Installer.zip.

| | iso3166.tab

| & RMC-Hyper-Y-Installer.ps1

[y Utility.ps1

| | zonetab

FIGURE 12. Exfract of HPE_RMC-6.2.0-1937.1_Hyper-V_Installer.zip

6. Run the PowerShell script. Set the environment for PowerShell to execute the scripf.

Open PowerShell

Cd <Installationdicectory>
Set-ExecutionPolicy UnRestricted or Bypass
.\ RMC-Hyper-V-Installer.psl

NOTE
For installation screenshots see Appendix A section in the document.

SAN zone configuration
This section provides information about SAN zone configuration between the RMC VM, HPE 3PAR StoreServ Storage, tfarget backup storage,
and HPE StoreOnce.

PS C:\> Get-VMFibreChannelHba -VMName RMC62GA

SanName : VSANI
WorldWideNodeNameSetA : CO03FFOO000FFFFOO

WorldWidePoctNameSetA : CO03FFBC68100000 |

WorldWideNodeNameSetB : CO03FFO000FFFFOO
WorldWidePoctNameSetB : CO03FF8C681D0001

IsTemplate : False

Name : Fibre Channel Adapter

Id : Microsoft:5CB21CFO-EFOC-48A0-BC54-19F648458659\837BE948-31D7-4E60-8509-6DED32E00747
VMId : 5cb21cf0-eflc-48a0-bch4-19£648458659

—
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VMName
VMSnapshotId
VMSnapshotName
CimSession
ComputerName
IsDeleted
VMCheckpointId
VMCheckpointName

SanName
WorldWideNodeNameSetA

Page 17

: RMC62GA
: 00000000-0000-0000-0000-000000000000

: CimSession:

: S33-RG01-CMS

: False

: 00000000-0000-0000-0000-000000000000

: VSANZ
: COO3FFOO00OFFFFOO

EODldWidePODtNameSetA :

CO03FFBCE8100002

WorldWideNodeNameSetB
WorldWidePortNameSetB
IsTemplate

Name

Id

VMId

VMName

VMSnapshotId
VMSnapshotName
CimSession
ComputerName
IsDeleted
VMCheckpointId
VMCheckpointName

: CO03FFOO0OFFFFOO

: CO03FF8C681D0003

: False

: Fibre Channel Adapter

: Miccosoft:5CB21CF0-EFOC-48A0-BC54-19F648458659\0C560416-4A1A-438C-963B-20DEDBBCIAAL
: bch21cf0-ef0c-48a0-bch4-19£648458659

: RMC62GA

: 00000000-0000-0000-0000-000000000000

: CimSession:

: S33-RG01-CMS

: False

: 00000000-0000-0000-0000-000000000000

Figure 13 shows the SAN Zoning between RMCVM, HPE 3PAR StoreServ, and HPE StoreOnce backup.
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SAP HANA DB Nodes

Central Management Server
— o (CMs)
I — I External VSP Switchl
— Storage Mgmt
I g |
| Wi |
External VSP Switch2
HANA Admin
A J
s N
A HPE 3PAR StoreServ
Snapshots Snapshots Snapshots
Fiber Ch | Switch of DATA of DATA OfIDATA
Iber Channel Switcl volumes volumes volumes
0 ol Q1
12G] [@]
o
RMCVM on CMS and
Compute Nodes and
HPE 3PAR all should
) be zoned SAP HANA VOL
| J
I PRD
. DEV
H oas

FIGURE 13. SAN Zoning between RMCVM, HPE 3PAR StoreServ and HPE StoreOnce backup
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SAN Switch (S2)

admin> zonecreate ecmc_vm_8400, c0:03:ff:8c:68:1d:00:02
admin> zoneadd Dmc,vm,84p0, 20:02:00:02:ac:01:80:fc |
admin> cfgadd Config_SANZ, cmc_vm_84UU

admin> cfgsave

admin> zoneshow cmc_vm_8400

This is HPE 3PAR StoreOnce backup server
connected via uplink port

c0:03:£f:8c:68:1d:00:00
20:02:00:02:ac:01:80:fc
51:40:2e:c0:01:c8:9d:62

SAN Switch (S1)

admin> zonecreate ecmc_vm_8400, c0:03:ff:8c:68:1d:00:00
admin> zoneadd cmc_vm_8400, 20:02:00:02:ac:01:80:fc
admin> cfgadd Config_SAN1, cmc_vm_8400

admin> cfgsave

admin> zoneshow cmc_vm_8400

c0:03:£f:8c:68:1d:00:02
20:02:00:02:ac:01:80:fc
51:40:2e:¢0:01:¢8:9d:60

HPE 3PAR StoreServ virtual copy license
A snapshot license (Virtual Copy) is required for each HPE 3PAR array.

HPE 3PAR StoreServ web services APl enablement

NOTE
HPE 3PAR StoreServ by default the “Web Service API” is disabled. This will not allow o register HPE 3PAR StoreServ to Recovery Manager
Central, hence enable “wsapi” service on every 3PAR.

Login to HPE 3PAR StoreServ.

S33-RG01-A1 cli% showwsapi
-Sepvice- -State -HTTP_State -HTTP_Poct -HTTPS_State -HTTPS_Port -Version- API_URL------------
Enabled Active Disabled 8008 Enabled 8080 1.6.3 https://xx.x.33.12:8080/api/vl

S33-RG01-A1 cli% startwsapi
The Web Services API Server will stact shoetly.

NTP server

Deploying an NTP server is highly recommended. The system time for the SAP HANA servers, HPE Recovery Manager Central VM, HPE 3PAR
StoreServ, HPE StoreOnce, and the server hosting SAP HANA Cockpit server must be synchronized to avoid any issues during backup and
recovery. It is best to configure an NTP server on the CMS Server.
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HPE Recovery Manager Central GUI
Once the installation is completed successfully, login to the RMC dashboard using the username and password given during the installation
https://<RMC_IP_address>.

NOTE
If you are unable to login with the given password during the Installation, that implies password standards are not met, then please login with
default username and password (Admin/admin) and set a new password.

HPE RMC-SH client installation on SAP HANA Nodes
Installation of RMC-SH client is mandatory requirement to register the SAP HANA nodes info Recovery Manager Central. Perform the following
steps:

1. Download the installation file, https://<RMC_IP_address>/files/rmsaphana/client/rmchana_installer.tar.gz.
2. Extract the emchana_installer.tar.gz file using tar command with -xvf command.

3. Run./cmchana_install.sh oo sh emchana_install.sh command in the current directory
Register HPE 3PAR storage system(s)

To register the HPE 3PAR StoreServ, login to Recovery Manager Central GUI https://<RMC_IP_address> and select the storage devices from the
main menu as shown in Figure 14. Enter the IP address of the systems to register the storage systems.

HPE Recovery Manager Central

GENERAL PROTECT CONFIGURE SUPPORT

Dashboard Exchange Databases  Copy Policies Getting Started ? “opy Repository
Activities Microsoft SQL Diagnostics

Schedules Oracle Databases Users and Groups Ticket

Settings SAP HANA Remote Appliances ||

Volumes Hypervisor Servers H

FIGURE 14. Recovery Manager Central storage devices
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Figure 15 shows registered storage devices in RMC.

HPE Recovery Manager Central
Storage Devices B sratuses
0 SSMRGOMA! et CopyRepository
Name i IFiHosi Mame  Type 508 st
E igurations

] HPOOPSBIRCAS Seorelnce -

Lrarpianiy o
] SE-RGO-A 3PAR Yaain

[HPE_SPAR 8200

Bl B I505] configuraions fousd

Licenses
Recent RMC Copies

FIGURE 15. Recovery Manager Central registered HPE 3PAR StoreServ

Register SAP HANA host(s) for the database to be protected

To register the SAP HANA hosts, login to Recovery Manager Central GUI https://<RMC_IP_address> and select SAP HANA from the main menu
as shown in Figure 16. Enter the IP address of the SAP HANA host systems fo register first and then register the SAP HANA database from the
listed menu.

HPE Recovery Manager Central

GENERAL PROTECT CONFIGURE SUPPORT

Dashboard Exchange Databases = Copy Policies Getting Started ? “opy Repository

Activities Microsoft SQL Diagnostics
Schedules Oracle Databases Users and Groups Ticket
Settings SAP HANA Remote Appliances ||

Volumes Hypervisor Servers H

FIGURE 16. Recovery Manager Centfral SAP HANA
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Figure 17 shows host registration page in RMC.

Register Host

IP Address or Host Name
Alias Optional
Username root

Authentication Type @ Password (O Secure Key

Password
RMC SAP HANA Client /hana/shared RMC Client should be
Location installed
Description Optional

FIGURE 17. Recovery Manager Central SAP HANA host registration

Register HPE StoreOnce systems for Express Protect
To backup the snapshots which are created on HPE 3PAR storage to store then for longer time, then we need to integrate HPE StoreOnce
backup server intfo RMC. Figure 18 shows how to register the HPE StoreOnce or any HPE Virtual Storage Appliance (VSA).

HPE Recovery Manager Central

Storage Devices All statuses
© HPOOF9602CAS  peralls Copy Repository
Mame i P/HostMame  Typs

Array CoEth Configurations

| & HPODFOSO2CAS I:l StoreOnce g i
cial Nusibss DOERBOICAS N CofthIP Service Set
ha HPE StareOnce VSA Software * 10433253 1 Yes

EALLS Y
false

FIGURE 18. Recovery Manager Central for HPE StoreOnce backup server

SUMMARY

This document should help in the simplified deployment of HPE Recovery Manager Central in HPE Superdome Flex solutions for SAP HANA. It
addresses the challenges of maintaining multiple snapshots and backups for a complex SAP HANA database portfolio of systems that are
running on HPE Superdome Flex Single Rack (SR)/Multi Rack (MR) server. This document should be used in conjunction with “HPE Recovery
Manager Central for SAP HANA configuration and best practices guide”.

—
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APPENDIX A: RECOVERY MANAGER CENTRAL INSTALLATION PROCEDURE

This section describes about the installation procedure of Recovery Manager Central on the window server along with screen shot for some of
the important steps and inputs to be given during the installation, the entire installation is done in PowerShell window.

\HPE_RMC-6.2.0-1937.1_Hyper-V_Installer> .\RMC-Hyper-V-Installer.psl_

FIGURE 19. Invoking Recovery Manager Central wizard

NOTE
These pictures are taken in the lab while working on the solution, hence these should be considered as representative screenshots and the
output could vary with different versions of application and browsers.

Provide the installation directory location with enough storage on it

Enter a new directory name where you want to create the VM Image (type 'x' to end): F:\Hyper-v_

FIGURE 20. Recovery Manager Central installation directory

Network Configuration for Interface: eth0

se IP configuration mode for Interface: ethD
can choose between DHCP and Static IP Configuration
| DHCP  [5] static [E] Exit [7] Help S

selected Static IP configuration

will need the following information: IP Address, k, Domain Name
ou want_to continue?
[?] Help ¥

c IP configuratio

Enter IP Address
Enter Subnet Mas

FIGURE 21. Input data for IP address and Subnet Mask

NOTE
Virtual switch selection should be based on the VLANs and corresponding IP address should be given.
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teh Configuration Tor Interface ethil

= e

External M
External M

Switch (type "x° to skip

FIGURE 22. Selection screen for networks

i igurat

Page 23

FIGURE 23. Installation process of Recovery Manager Central VM
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APPENDIX B: BLOG ON “SAP HANA BACKUP & RECOVERY AS-A-SERVICE WITH RMC AND HPE
STOREONCE”

https://community.hpe.com/t5/Around-the-Storage-Block/SAP-HANA-Backup-amp-Recovery-as-a-Service-with-RMC-and-StoreOnce/ba-
p/6878096#.XIdTcggzaUk.

SAP HANA Backup & Recovery as a Service with RMC and StoreOnce

| Plug-in: Innovative Data Protection % [l

¥
StorageExperis 07-15-2016 1120 AM

Tired of failing backups or crashing SAP HANA during backups? Worried about recovering your mission-critical database

fast enough? Here's how Backup and Recovery as a Service deployed with HPE Recovery Manager Ceniral (RMC) and
StoreOnce Plug-in delivers an innovative approach to SAP HAMNA data protection.

Woe all know about the typical data protection issues that
your organization encounters for each of your applications.
But lef's face it — SAP HANA backup and recovery has ifs
own unique challenges:

« Online backup and recovery process is heavily script-
based today and it's mostly a two-step process.

« Third-party online backup products supported with
Backirfrequire dedicated backup media servers,

involve complex backup scheduling.


https://community.hpe.com/t5/Around-the-Storage-Block/SAP-HANA-Backup-amp-Recovery-as-a-Service-with-RMC-and-StoreOnce/ba-p/6878096#.XldTcqgzaUk
https://community.hpe.com/t5/Around-the-Storage-Block/SAP-HANA-Backup-amp-Recovery-as-a-Service-with-RMC-and-StoreOnce/ba-p/6878096#.XldTcqgzaUk
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RESOURCES AND ADDITIONAL LINKS

HPE Reference Architectures, https://www.hpe.com/docs/reference-architecture

HPE Servers, hpe.com/servers

HPE Storage, hpe.com/storage

HPE Networking, hpe.com/networking

HPE GreenlLake Advisory and Professional Services, https://www.hpe.com/us/en/services/consulting.html

To help us improve our documents, please provide feedback at hpe.com/contact/feedback.

—

Hewlett Packard
Enterprise

© Copyright 2020 - 2025 Hewlett Packard Enterprise Development LP. The information contained herein is subject o change
without notice. The only warranties for Hewlett Packard Enterprise products and services are set forth in the express warranty
statements accompanying such products and services. Nothing herein should be construed as constituting an additional warranty.
Hewlett Packard Enterprise shall not be liable for technical or editorial errors or omissions contained herein.

This document may contain the following Hewlett Packard Enterprise or other software: XML, CLI statements, scripts, parameter
files. These are provided as a courtesy, free of charge, “AS-IS” by Hewlett Packard Enterprise (‘HPE”). Hewlett Packard Enterprise
shall have no obligation to maintain or support this software. Hewlett Packard Enterprise makes no express or implied warranty of
any kind regarding this software including any warranties of merchantability, fitness for a particular purpose, title or non-
infringement. Hewlett pack enterprise shall not be liable for any direct, indirect, special, incidental or consequential damages,
whether based on contract, tort or any other legal theory, in connection with or arising out of the furnishing, performance or use of
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Intel, Xeon are trademarks of Intel Corporation or its subsidiaries in the U.S. and/or other countries. Linux is the registered
frademark of Linus Torvalds in the US. and other countries. Red Hat and OpenShift are registered trademarks of Red Hat, Inc.in
the United States and other countries. Microsoft is a registered trademark of Microsoft Corporation in the United States and other
counfries.
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