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ransomware attacks

HPE Solutions with Cohesity

Ransomware threats are expected to proliferate this year and beyond

Targeted ransomware doubled Of organizations are likely fo
in the first 10 months of 20221 607%  embrace zero trust as a starting

point for security by 20252

$10.5 trillion
$8 riion Cybercrime costs are predicted Of global organizations are likely
to hit $8 trillion in 2023 and 459 B to beimpacted by a supply chain

$10.5 trillion by 20252 attack by 20254
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Conti ransomware specifically targets Intel® firmware.”

3 reasons why your legacy point products are ill-equipped to deal with
security threats

They require a complex patchwork to
manage secondary workflows, including
backups, disaster recovery, user/team shares,
archives, dev/test, and analytics.

Previous generation products
g S— do not integrate.

‘ Support can take days when ransomware

attacks or backup systems go down.

HPE Solutions with Cohesity can help you break through
these vulnerabilities

e Redefines data security and management with a highly

secure infrastructure comprising: /@

— HPE Trusted Supply Chain that installs Cohesity software YN T "
in HPE factory to deliver an appliance 0 D

— Silicon root of trust from HPE that profects firmware, \
even device firmware r\/ I

— Cohesity Data Cloud — a web-scale, cyber resilient, and — J

secure data management platform \ N__/
-_

» Safeguards data and apps, detects cyberthreats, provides
backup and manages data, and helps recover rapidly af
scale from attacks

— Offers a hybrid cloud-ready consumption experience with
HPE GreenLake as a service and Cohesity Cloud Services

- Provides a cloud consumption experience for lower
IT spend

— Allows you to do more with your data with a simple and
efficient platform

Leading the next era in data security and management with a
360-degree zero trust approach

Zero trust security — from silicon to cloud

e HPE Trusted Supply Chain e Encryption from application
o Cohesity installed and tested af  Cloud vaulting
factory e Cloud consumption experience
o 360-degree security approach® with HPE GreenlLake as-a-service
offering

Silicon/firmware Supply chain
([ J
e Silicon root of trust from HPE  Cohesity threat and anomaly detection
e HPEILO e Encryption, immuftability, and

« Platform certificates hyperscale-inspired fault tolerance

Detect, protect, and recover from ransomware and other cyber disasters

Protects backup data and makes data productive for detection
and vulnerability management
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Monitors data for threats with anomaly detection

Identifies anomalous behavior with user activity analytics
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Analyzes the impact of sensitive dafa exposure with data
classification
Ry :

Recovers without compromise at any scale; uniquely recovers
VMs, databases, and NAS data instantly — to any point in time
and location
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Offers a single data management platform for data protection of
workloads (hypervisors, containers, cloud, physical, databases, and
applications) with HPE GreenlLake and Cohesity Cloud Services
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Elevates cyber resilience with a secure supply chain through
Cohesity software installed on HPE servers
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Comes with silicon root of trust from HPE that protects over
4 million lines of firmware code with a unique digital fingerprint’

C e :
With Zerto, a Hewlett Packard Enterprise company, and Cohesity:

» Neuftralize threats. Stop attacks within seconds, with multiple
recovery options for affected data.

e Leverage leading hardware. Zerto and Cohesity run on
HPE advanced storage and compute platforms.®

« |dentify gaps. Monitor unusual activity and report on both
profected and unprofected apps.
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Shore'qp’your- def___eﬁses against ransomware attacks with HPE Solutions with

Cohesity:. Gain a/modern approach to cyber resilience for your hybrid and
_multicloud enyironments.
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Learn more at
HPE.com/solutions/Cohesity
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