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SafeConsole Quick Start Guide

Before consulting this Quick Start Guide

P ) SafeConsole Cloud Users

Ensure that you have received your initial setup email

SafeConsole On-Premise Users
Ensure that you have completed the SafeConsole On-Prem Installation Guide

There is a full SafeConsole manual available that includes a SafeConsole Introduction and
Basics section that allows for a good starting point in exploring the solution.

Step 1. Log on to SafeConsole as an administrator in your web browser
e SafeConsole Cloud Log in with your SafeConsole Administrator credentials in your
web browser as the license is pre-activated.
e SafeConsole On-Premise The SafeConsole server is available in your web browser
when you have completed the installation, then proceed to log on.

Login

Username

Password

Use Single Sign-On (SSO)

Forgot password
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Step 2. Confirm and save the Default Policy
Please follow the steps below to confirm and save the Default Policy:
1. Go to Manage > Policies under the main navigation menu.

2. Click the Modify Default Policy button. The Policy Editor opens.

(&) SAFECONSOLE’

= Policies (# Modify Default Policy I + Add New Path I Columns - [RgCa

o a8 Path Users ©  Drives ©  PortBlocker £ Policy

3. Select the version/devices you want to update policies for
and choose Windows or Mac from the top right.

Policy Editor Modify Default Policy /

v4.B.X vB.X DL3/DL3FE K300 SafeCrypt PortBlocker L] [ 3

Policy Editor Modify Default Policy
v4.B.x vé.x DL3/DL3FE K300 SafeCrypt PortBlocker L | [
& User Defauts

Pre-Selected Langua}\ English

Use this setting to specify a default language for all registered users. Users may change this setting on the
device if needed. Leave the "Systern Default*(English) if you do not wish to define a language.

The windows have explanations written in blue for added simplicity. It is recommended that
you go through each policy to confirm that all policies fit your organization's goals.

Please note that in addition to the Default Policy, each path (domain/group/OU/user/device)
listed or created can have its own custom policy, offering maximum flexibility.
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opTIONAL Step 3. Create custom policies
To create custom policies for specific users and devices:

1. Go to the Manage > Policies screen.

2. Click Add New Path to create a new group and assign custom policies.

3. To create a new custom policy, click the default drop-down button under Policy and
select Create New Custom Policy for the respective path.

4. This will open the Policy Editor for you to create your custom policy. Remember to
click Save when done in the Policy Editor.

() SAFECONSOLE’

# Policies. [# Modify Default Policy | + AddNewPath | Columns

Path Users = Drives = PortBlocker =) Policy

s 1 0 default~

& headoffice R g z + Creata New Cusiom Folcy #2 ‘
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Step 4. Confirm and set critical SafeConsole server settings
Go to Server Settings > General
Please review the following sections

e Registration and Password Reset
e Device Password Reset Settings

O Server Settings

Devices and SafeCrypt Drives PortBlocker

Require reg ion appt | fram Ad
Enforce Administrative approval for all new server registrations

2, Device Password Reset Settings
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Step 5. Connect your first device to SafeConsole

Select Help > Quick Connect Guide choose which version/ device you'd like to connect from
the top menu bar, and follow the guide to connect a drive.

@) SAFECONSOLE'

e

m} Quick Connect Guide Version 6.x Version 4.8.x PariBlocker Mass Deployment Legacy Devices

This guide is only for devices with client software versions 6.0 and higher

Step 1: Run the client application
DVD RW Drive (D:) Unlocker

Choose what to do with this disc.

Install or run program from your media

. Run Unlocker.exe
Published by DataLocker Inc

Other choices

E Open folder to view files
. Take no action

Connaction Token

htips://salesdemo.emphe IRy
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Step 7. Confirm device registration to SafeConsole

From the main navigation menu, select Manage > Devices. Your newly registered device
should be visible from this screen.

Note: Devices fetch new configurations and policies each time they are unlocked on a
machine that can reach SafeConsole.

From this screen, you can apply an Action (Mark as lost, Deny access, Reset password, Audit
mode, Disable, or Factory reset) to a device by clicking the “Action” drop-down button to the
right of the respective device. You may need to side-scroll using the blue double arrow.

(5 SAFECONSOLE'

Dashboard o v e
s Columns Options - [RACALER

#F Manage

B Device seals used: 207/998 i SafeCrypt seats used: 207/99%

Owner (=] Device B Serial Status =] Last Seen =] Action B

_IRW

DATALOCKER\bétatester? Sentry ONE DOOFFE23C7ECB24030000365 inuse ot ﬁ: 8 bours

© Mark as lost

@ Deny access

O & Reset password

@ Disable
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Step 8. Familiarize yourself with SafeConsole

From the main navigation menu, select Help > Support to access the full SafeConsole Manual.
The Request Customer Support button links to DataLocker’s knowledge base and support.

() SAFECONSOLE

Home > Support

@ Customer Support
REQUEST CUSTOMER SUPPORT
OPEN MANUAL

&
RELEASE NOTES

DOWNLOAD LATEST DEVICE UPDATES
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