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Regulatory and Legal
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Get Started

This user manual describes how you can use the device user interface (Ul) to configure
and operate the following NETGEAR switches:

Model XS508TM: S3600 Series 8-Port 10G/Multi-Gigabit Ethernet Smart Switch
with 2 SFP+ Ports

Model XS516TM: S3600 Series 16-Port 10G/Multi-Gigabit Ethernet Smart Switch
with 2 SFP+ Ports

The manual describes the software configuration procedures and explains the options
that are available within those procedures.

The chapter contains the following sections:

Available publications and online help

Switch management options and default management mode

Manage the switch by using the device Ul

About on-network and off-network access

Access the switch on-network and connected to the Internet

Access the switch off-network and not connected to the Internet

Credentials for the device Ul

Reqister the switch

Change the language of the device Ul
Change the management mode of the switch

Configure ports using the Device View

Access the NETGEAR support website

Access the user manual online

@ NOTE: For more information about the topics covered in this manual, visit the

support website at netgear.com/support.
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@ NOTE: Firmware updates with new features and bug fixes are made available
from time to time at netgear.com/support/download/. Some products can
regularly check the site and download new firmware, or you can check for and
download new firmware manually. If the features or behavior of your product
does not match what is described in this guide, you might need to update your
firmware.
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Available publications and online
help

You can download the following publications and more for your switch by visiting
netgear.com/support/download and entering your model number in the search box.

e Installation Guide
e User Manual (this manual)
e Lite CLI Reference Manual

When you are logged in to the device Ul, you can access documentation online by
selecting Help and clicking the link in the User Manual section.

In addition, context-sensitive online help is available in the device Ul

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting
netgear.com/support/product/insight.

Switch management options and
default management mode

If you prefer, you can use the switch as a plug-and-play device, so you do not need to
set up a custom configuration. Just connect power, connectto your network and to your
other devices, and you're done.

The switch provides administrative management options that let you configure, monitor,
and control the network. The device Ul is enabled by default, allowing you to configure
the switch and the network from a web browser. If you are an Insight Premium or Pro
subscriber, you can choose to manage the switch by using the NETGEAR Insight Cloud
Portal that is available from a web browser on your Windows-based computer, Mac, or
tablet, or from the NETGEAR Insight app on a smartphone or tablet.

The switch provides the following management options that let you discover the switch
on the network and configure, monitor, and control the switch:

o NETGEAR Insight Cloud Portal and Insight app: If you set the management mode
of the switch to NETGEAR Insight Mobile App and Insight Cloud Portal, you can use
the following applications to manage the switch remotely:
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o Insight Cloud Portal: As an Insight Premium or Insight Pro user, you can use the
Insight Cloud Portal to set up the switch in the network; perform remote setup;
configure, manage, and monitor the switch; analyze the switch and network
usage; receive push notifications from the switch; and, if necessary, troubleshoot
the switch and the network.

o Insight app: With the Insight app, you can discover the switch on the network
and add it to a network location. You can then set up the switch in the network,
and manage and monitor the switch remotely from your tablet or smartphone,
and receive push notifications from the switch. You can choose from four methods
to add the switch to the Insight app: You can scan your network for the switch,
scan the QR code of the switch, scan the barcode of the switch, or add the serial
number and MAC address of the switch.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting
netgear.com/support/product/insight.

To use the NETGEAR Insight Cloud Portal or NETGEAR Insight app management
method, you must change the method to NETGEAR Insight Mobile App and Insight
Cloud Portal. After you do so, you can also change the method back to Directly
Connect to Web Browser Interface and use the device Ul. For more information, see

Change the management mode of the switch on page 41.

o Device Ul: By default, the management mode of the switch is set to Directly Connect
to Web Browser Interface, which lets you access the device Ul. In this mode, you can
change all settings of the switch.

@ NOTE: If you plan to use NETGEAR Insight to manage the switch, we
recommend that you do not use the device Ul to change settings that are
Insight manageable. These settings are overwritten by the settings for the
Insight network location to which you assign the switch. We recommend that
you use the Insight Cloud Portal or Insight app to change Insight manageable
settings.

e Smart CLI: The smart command-line interface (CLI) is a text-based way to manage
and monitor the switch. You can access the CLI by using a direct serial connection,
or by using a remote logical connection with telnet or SSH. For more information
about the smart CLI, see the CLI manual. To find the CLI manual, visit
netgear.com/support/download and enter your model number in the search box.
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Manage the switch by using the
device Ul

This manual describes how to use the device Ul to manage and monitor the switch.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.

Device Ul buttons and user-defined fields

The following table shows the general buttons that are used on the pages in the device
Ul. (Some pages have unique buttons.)

Table 1. Device Ul buttons

Button Function

Apply Click the Apply button on a device Ul page to save configuration changes, which take effect
immediately and are retained when you reboot the switch.

Save Click the Save button in a device Ul pop-up window to save configuration changes, which
take effect immediately and are retained when you reboot the switch.

Add Click the Add button in a device Ul pop-up window to add and save a configuration, which
takes effect immediately and is retained when you reboot the switch.

Add New Click the Add New button to add a new item to the configuration.

Edit Click the Edit button to change a selected item.

Delete Click the Delete button to remove a selected item.

Refresh Click the Refresh button to update the page with the latest information from the switch.

Cancel Click the Cancel button to cancel your configuration changes on a device Ul page or pop-up
window.

Back Click the back button to return to the previous page or the main page for a feature.

Clear Click the Clear button to reset statistics on the page.

Logout Click the Logout button to end the device Ul session.

User-defined fields can contain alphanumeric and special characters except for the
following special characters (unless specifically noted for a feature on a device Ul page):
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Table 2. Invalid characters for user-defined fields

Invalid characters for user-defined fields

\ | / < > * ?

Interface naming conventions

The switch supports physical and logical interfaces. Interfaces are identified by their
type and the interface number. The physical ports are Multigig Ethernet interfaces and
10G and 1G fiber interfaces, which are numbered on the front panel. You configure the
logical interfaces.

The following table describes the naming convention for all interfaces available on the
switch.

Table 3. Naming conventions for interfaces

Interface Description Example

Physical interfaces Multigig Ethernetinterfaces, which support  xg1, xg2, xg3, and so on
10 Gbps, 5 Gbps, 2.5 Gbps, 1 Gbps, and
100 Mbps. The interface number is the port
number, which is a sequential number
starting from 1.

Fiber interfaces (SFP+), which support 10 Model XS508TM: xg9 and xg10

Gbps or 1 Gbps. Model XS516TM: xg17 and xg18
Link aggregation group (LAG) A LAG interface is a logical interface ch1 with LAG ID I1, ch2 with LAG ID
(channel) that aggregates two or more 12, ch3 with LAG ID I3, and so on

physical ports.

Routing VLAN interfaces This is an interface used for routing VLAN 1, VLAN 2, VLAN 3, and so on
functionality.

CPU management interface  This is the internal switch interface ¢/1 cl
responsible for the switch base MAC
address. This interface is not configurable
and is always listed in the MAC address
table.

Save your changes in the device Ul

When you click the Apply button in the device Ul, your changes are saved and are
retained when you restart the switch. Thatis, your changes are saved to both the running
configuration and the startup configuration of the switch.
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Context-sensitive help

When you log in to the switch, every page contains a link to the online help that contains
information to assist in configuring and managing the switch. The online help pages
are context sensitive. For example, if the IP Network Configuration page is open, the
help topic for that page displays if you click the link to the online help.

About on-network and off-network
access

You can access the switch either on-network or off-network:

e On-network and connected to the Internet: \When you use the device Ul, for easiest
access, we recommend that you cable the switch to a network that is connected to
the Internet and that includes a router or DHCP server that assigns IP addresses.
Power on the switch, and then use a computer thatis connected to the same network
as the switch to connect to the device Ul. We refer to this setup as on-network.

For more information, see Access the switch on-network and connected to the
Internet on page 25.

o Off-network and not connected to the Internet: You can also configure the switch
connected directly only to the computer that you are using to configure it. That is,
the switch is not connected to the network and the Internet. We refer to this setup
as off-network or offline. If your network does notinclude a DHCP server (or a router
that functions as a DHCP server), you must access the switch off-network.

For more information, see Access the switch off-network and not connected to the
Internet on page 32.

@ NOTE: We recommend that you register the switch to activate your warranty.
For more information, see Register the switch on page 35.
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Access the switch on-network and
connected to the Internet

The DHCP client on the switch is enabled by default, allowing a DHCP server or router
on the network to assign an IP address to the switch.

If the switch is on-network, connected to a DHCP server, and connected to the Internet,
you can use a Windows-based computer to access the device Ul. We also recommend
that you register the switch with NETGEAR to activate your warranty. For more information
about accessing the device Ul, see Use a Windows-based computer to access the switch
on-network and connected to the Internet on page 26.

If you use a Mac, or if you do not know the IP address of the switch, use one of the
following tools to discover the IP address of the switch on the network:

e NETGEAR Insight app: You can install the NETGEAR Insight app on an iOS or
Android mobile device and discover the IP address of the switch. See Use the
NETGEAR Insight app to discover the IP address of the switch on page 27.

e NETGEAR Switch Discovery Tool (NSDT): If you use a Mac or a Windows-based
computer, you can use the NSDT to discover the switch on your network. See Use

the NETGEAR Switch Discovery Tool to discover the switch when it is connected to
the Internet on page 28.

e Other tools: You can also get the IP address of the switch from the DHCP server in
the network or use an IP scanner utility. See Use other options to discover the switch
IP_ address on page 30.

When you know the IP address, you can configure and manage the switch in the following
ways:

o Device Ul: For configuration of all switch features, access the switch over the device
Ul. See Access the switch on-network when you know the switch IP address on page

31.

e NETGEAR Insight Cloud Portal and Insight app: You can change the management
mode of the switch so that you can use the NETGEAR Insight Cloud Portal and Insight
app to manage the switch remotely. For more information, see Change the
management mode of the switch on page 41.
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Use a Windows-based computer to access
the switch on-network and connected to the
Internet

For the following procedure, the network must provide Internet access.

To use a Windows-based computer to determine the switch IP address and access
the switch on-network and connected to the Internet:

1. Cable the switch to a network with a router or DHCP server that manages IP
addresses.

2. Power on the switch.
The DHCP server assigns the switch an IP address.
3. Connect your computer to the same network as the switch.
You can use a WiFi or wired network connection.
Open File Explorer.
Click the Network link.
If prompted, enable the Network Discovery feature.
Under Network Infrastructure, locate the switch model number.

Double-click XXmodel-YYYYYY, in which XXmodel is the model number of your
switch and YYYYYY represents the last six digits of the switch MAC address.

© N o b

The page that displays depends on whether your browser is connected to the Internet,
whether the switch is connected to the Internet, and whether you registered the
switch.

9. Enter your credentials, which depend on the page that displays:

e Registration options page displays: If you did not yet activate your warranty,
a page with the following options displays:

o Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.

o Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,
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see Reqister the switch with your NETGEAR account and get a reqistration
key for offline access on page 36.

o Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.

o Device Admin Password page displays: If you previously registered the switch
with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

o Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

o Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device Ul. (In such a situation, the Insight network password replaces
the switch device admin password.)

For information about the credentials, see Credentials for the device Ul on page
34.

10. If you enter a password, click the Login button.

11. If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Use the NETGEAR Insight app to discover
the IP address of the switch

If the switch is connected to a WiFi router or access point, and the switch is connected
to the Internet, the NETGEAR Insight app lets you discover the switch in your network.

Using the NETGEAR Insight app to discover the IP address of the switch in your network
is not the same as managing the switch with the Insight app or the Insight Cloud Portal.
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@ NOTE: The default management mode of the switch is the device Ul. If you want
to use the Insight Cloud Portal or the Insight app to manage the switch, you first
must change the management mode (see Change the management mode to

NETGEAR Insight Mobile App and Insight Cloud Portal on page 42). After you
do so, you can manage the switch with Insight and add the switch to an Insight

network location.

To use the NETGEAR Insight app to discover the IP address of the switch in your
network when the switch is connected to the Internet:

1. On your iOS or Android mobile device, go to the app store, search for NETGEAR
Insight, download the latest version of the app, and install the app.

2. Connect your mobile device to the WiFi network of the WiFi router or access point
to which the switch is connected.

3. Open the NETGEAR Insight app.

4. Ifyoudid notsetup a NETGEAR account, tap Create NETGEAR Account and follow
the onscreen instructions.

5. Enter the email address and password for your account and tap LOG IN.

After you log in to your account, the IP address of the switch displays in the device
list.

6. Write down the IP address for future use.

You can use this IP address to access the switch directly from a web browser. For
information about how to do this, see Access the switch on-network when vou know
the switch IP address on page 31.

Use the NETGEAR Switch Discovery Tool to
discover the switch when it is connected to
the Internet

For easiest access, we recommend that you cable the switch to a network with a router
or DHCP server that assigns IP addresses, power on the switch, and then use a computer
that is connected to the same network as the switch.

The NETGEAR Switch Discovery Tool (NSDT) lets you discover the switch in your network
and access the device Ul of the switch from a Mac or a Windows-based computer.

To install the NSDT and discover the IP address of the switch in your network when
the switch is connected to the Internet:

1. Download the Switch Discovery Tool by visiting
netgear.com/support/product/netgear-switch-discovery-tool.

Get Started 28 User Manual


https://www.netgear.com/support/product/netgear-switch-discovery-tool.aspx

S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

Depending on the computer that you are using, download either the Mac version
or the version for a Windows-based computer.

. Temporarily disable the firewall, Internet security, antivirus programs, or all of these
on the computer that you use to configure the switch.

. Unzip the NSDT files, and click or double-click the .exe file (for example,
NSDT-1.2.103.exe) to install the program on your computer.

You might see the tool icon appear on your Mac dock or Windows desktop.

4. Reenable the security services on your computer.

. Power on the switch.
The DHCP server assigns the switch an IP address.
. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection. The computer and the switch must be on
the same Layer 2 network.

. Open the Switch Discovery Tool.

To open the program, double-click the NETGEAR Switch Discovery Tool icon on
your desktop.

The initial page displays a menu and a button.

. From the Choose a connection menu, select the network for this switch.
. Click the Start Searching button.

The NSDT displays the IP addresses of the switches that it discovers.

10. Click the ADMIN PAGE button next to your switch.

The page that displays depends on whether you registered the switch.

11. Enter your credentials, which depend on the page that displays:

» Registration options page displays: If you did not yet activate your warranty,

a page with the following options displays:

o Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.
o Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,

see Register the switch with your NETGEAR account and get a registration
key for offline access on page 36.

o Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
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switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.
o Device Admin Password page displays: If you previously registered the switch

with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

o Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

o Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device Ul. (In such a situation, the Insight network password replaces
the switch device admin password.)

For information about the credentials, see Credentials for the device Ul on page
34.

12.1f you enter a password, click the Login button.

13.If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Use other options to discover the switch IP
address

If the switch is on-network, you can use one of the following options to determine the
switch IP address:

o Access the DHCP server: You can access the DHCP server (or router that functions
as a DHCP server) in your network and view the IP address that is assigned to the
switch. For more information, see the documentation for your DHCP server (or router).

e IP scanner utility: IP scanner utilities are available free of charge on the Internet.
An IP scanner utility lets you discover the IP address that is assigned to the switch.

For information about how to access the device Ul of the switch, see Access the switch
on-network when you know the switch IP address on page 31.
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Access the switch on-network when you
know the switch IP address

If the switch is on-network and you know the switch IP address, you can access the device
ul.

For the following procedure, the network must provide Internet access.

To access the switch on-network when you know the switch IP address:

1. Launch a web browser

2. Inthe address field of your web browser, enter the IP address of the switch.

The page that displays depends on whether your browser is connected to the Internet,
whether the switch is connected to the Internet, and whether you registered the
switch.

3. Enter your credentials, which depend on the page that displays:

e Registration options page displays: If you did not yet activate your warranty,

a page with the following options displays:

o Register to Activate Your Warranty: To activate your warranty, click the >
button, and follow the directions onscreen to register the switch with your
email address and password. After you activate your warranty, you are no
longer prompted to register the switch.

If you do not have a NETGEAR account, you can create one.

o Enter Registration Key: If you obtained a registration key, enter it in the
Registration Key field, and click the Submit button. For more information,
see Register the switch with your NETGEAR account and get a registration
key for offline access on page 36.

o Skip Registration & Access the Ul: To access the device Ul without activating
your warranty, click the > button, and log in. You do not need to register the
switch to activate your warranty, but if you do not activate your warranty within
30 days of purchase, your warranty entitlement might be affected.

If you do not activate your warranty, the registration options page continues
to display when you log in.

e Device Admin Password page displays: If you previously registered the switch
with NETGEAR to activate your warranty, the Device Admin Password page
displays. Enter one of the following credentials:

o Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the default
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device admin password, the Change Default Password page displays, requiring
you to customize the device admin password for greater security.

o Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the
switch to an Insight network location, enter the Insight network password to
access the device UL (In such a situation, the Insight network password replaces
the switch device admin password.)

For information about the credentials, see Credentials for the device Ul on page
34.

4. If you enter a password, click the Login button.

If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Access the switch off-network and
not connected to the Internet

The default IP address of the switch is 192.168.0.239. The IP address of the computer
that you use to access the switch off-network must be in the same subnet as the default
IP address of the switch.

To access the switch off-network and enter the registration key before you log in
to the device Ul:

1.

Change the IP settings of your computer to be in the same subnet as the IP settings
of the switch.

If the DHCP client of the switch is enabled and you remove the switch from the
network with the DHCP server, the IP address reverts to the default IP address of
192.168.0.239 with a subnet of 255.255.255.0. If you already disabled the DHCP
client and assigned a static IP address to the switch, change the IP settings of your
computer to be in the same subnet as the static IP address.

For more information about changing the IP settings on your computer, see one of
the following knowledge base articles at the NETGEAR website:

e Windows-based computer: See the following article: kb.netgear.com/27476

e Mac: See the following article, which is written for an access point butis also valid
for a switch: kb.netgear.com/000037250

2. Connect your computer to the switch using an Ethernet cable.

3. Power on the switch by connecting its power cord.
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4. Open a web browser, and enter http://192.168.0.239.

This is the default IP address of the switch. If you already disabled the DHCP client
and assigned a static IP address to the switch, enter the static IP address of the switch.

The registration options page displays.
5. Do one of the following:

e Enter a registration key: If you obtained a registration key, type or paste the
key in the Registration Key field, and click the Submit button.

For more information, see Register the switch with your NETGEAR account and
get a registration key for offline access on page 36.

e Do notregister at this time and access the device Ul: Do the following:

a. Inthe Skip Registration & Access the Ul section, click the > button, and log
in.

The Device Admin Password page displays.
b. Enter one of the following credentials:

o Device admin password: Enter the device admin password. The default
device admin password is password. The first time that you enter the
default device admin password, the Change Default Password page
displays, requiring you to customize the device admin password for greater
security.

o Insight network password: If you previously logged in to the device Ul,
you changed the management mode to NETGEAR Insight, and you added
the switch to an Insight network location, enter the Insight network
password to access the device UL (In such a situation, the Insight network
password replaces the switch device admin password.)

c. Click the Login button.

6. If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

7. After you complete the configuration of the switch, reconfigure the computer that
you used for this process to its original TCP/IP settings.

You can now connect your switch to your network using an Ethernet cable and use
the switch on-network.
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Credentials for the device Ul

The information in this section applies to accessing the switch device Ul in either
management mode. That s, it does not apply to accessing the NETGEAR Insight Cloud
Portal and Insight app.

To access the device Ul, use one of the following credentials:

¢ You registered the switch on-network and online: Use your NETGEAR account
credentials.

You can register the switch on-network and online to activate your warranty by
entering your NETGEAR account credentials (see Register and access the switch
on-network with your NETGEAR account on page 35). If you do not have a NETGEAR
account, you can create one.

Alternatively, you can obtain a registration key and enter the key when the switch is
off-network or offline so that you are no longer prompted to activate your warranty

(see Register the switch with your NETGEAR account and get a registration key for
offline access on page 36 and Access the switch off-network and enter the registration
key before you log in on page 38).

e You set a unique password: Use your device admin password.
You can access the device Ul with your device admin password.

The firsttime that you access the device Ul, enter the default device admin password
(password), after which you are required to customize the password for greater
security. Subsequent times that you log in to the device Ul, use your customized
device admin password.

e You already added the switch to a NETGEAR Insight network location: Use the
Insight network location password.

NETGEAR Insight can affect how you access the switch device Ul. After you add the
switch to an Insight network location and change the management mode of the
switch so that you can use the NETGEAR Insight Cloud Portal and Insight app to
manage the switch remotely (see Change the management mode of the switch on
page 41), the Insight network location password replaces the switch device admin
password. To access the device Ul, you must enter the Insight network location
password.

Even if you temporarily change the management mode of the switch back to Direct
Connect Web Browser Interface, for example to change settings that are not
Insight-manageable or for debugging purposes, you must enter the Insight network
location password.

Forinformation about how the Insight network password functions and for knowledge
base articles about NETGEAR Insight, visit netgear.com/support/product/insight.

The following table lists the essential credential options for access to the device Ul.
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Table 4. Credentials for access to the device Ul

Management mode in the Added to an Insight Credentials Device Ul menu
device Ul network
Default mode: Direct Connect  No Device admin Full device Ul menu
Web Browser Interface (Local password
LAN Only)
Yes' Insight network
password
NETGEAR Insight Mobile App  No Device admin Limited device Ul menu. (Not
and Insight Cloud Portal password managed through NETGEAR
(Cloud/Remote) Insight.)
Yes Insight network Limited device Ul menu.
password (Managed through NETGEAR
Insight.)

1. This situation occurs if you temporarily change the management mode of the switch from NETGEAR Insight Mobile

App and Insight Cloud Portal back to Direct Connect Web Browser Interface.

Register the switch

You can register the switch online or offline to activate your warranty, after which you
are no longer prompted to activate your warranty when you log in:

e Online registration for on-network access: If your switch is on-network or connected
to the Internet, you can register the switch with your NETGEAR account credentials
and activate your warranty. During the registration process, the switch contacts a
NETGEAR server. For more information, see Reqister and access the switch
on-network with your NETGEAR account on page 35.

e Registration for off-network access: You can register your switch from any device
thatis connected to the Internet and get a registration key. If the switch is off-network
or not connected to the Internet, you can enter the registration key. After you do so,
the Register to activate your warranty page no longer displays when you log in. For
more information, see Reqister the switch with your NETGEAR account and get a
registration key for offline access on page 36.

Register and access the switch on-network
with your NETGEAR account

For initial registration and access with your NETGEAR account, the switch must be
connected to the Internet so that it can communicate with a NETGEAR server.
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If you do not have a free NETGEAR account, you can create one during the registration
process.

To register and access the switch on-network over the device Ul with your NETGEAR
account:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and enter
the registration key before you log in on page 38.

The registration options page displays.

3. Inthe Register to Activate Your Warrant section, click the > button and follow the
directions onscreen to register the switch with your email address and password
and activate the warranty.

You are only prompted to do this once to confirm registration of your switch.

If you did not yet create a NETGEAR account, click the Create account link, follow
the directions onscreen to create an account, and register the switch with your email
address and password.

Forinformation about the credentials, see Credentials for the device Ul on page 34.

4. If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

Register the switch with your NETGEAR
account and get a registration key for oftline
access

@ NOTE: If you register your switch with your NETGEAR account and then access
the switch connected to the Internet, you do not need a registration key because
the Device Admin Password page displays. That is, you are no longer prompted
to activate your warranty.

After you register your switch with your NETGEAR account, you can get a registration
key, access the switch offline or not connected to the Internet, and either before or after
you log in to the device Ul, enter the registration key. After you enter the registration
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key, you are no longer prompted to activate your warranty. Instead, the Device Admin
Password page displays.

You can visit my.netgear.com, log in to your NETGEAR account, register the switch using
its serial number, and get a registration key. NETGEAR Insight Premium or Pro subscribers
can use the Insight Cloud Portal or Insight app to get a registration key. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.
To register the switch with your NETGEAR account and get a registration key:

1. From a computer or mobile device that is connected to the Internet, go to
my.netgear.com.
2. Loginto your NETGEAR account.

If you do not have a free NETGEAR account, you can create one.
The Your Registered Products page displays.
3. Click the REGISTER NEW PRODUCT button.
4. Inthe SERIAL NUMBER field, type the serial number of your switch.
The serial number is 13 digits long. It is printed on the switch label.
5. From the PURCHASE DATE menus, select the date that you purchased the switch.
6. Click the REGISTER button.
Your switch is registered to your NETGEAR account.
A confirmation email is sent to your NETGEAR account email address.

7. Onthe YOUR REGISTERED PRODUCTS page, click VIEW PRODUCT button for the
switch that you just registered.

The Registration Key field displays the registration key for your switch. You can use
this key to access the switch offline.

Access the switch with a registration key

After you get a registration key, you can access the switch either off-network or
on-network and enter the registration key. For more information, see one of the following
sections:

e Access the switch off-network and enter the registration keyv before you log in on
page 38

e Accessthe switch on-network and enter the registration key after you log in on page
39

After you enter the registration key, you are no longer prompted to activate your warranty
when you log in. Instead, the Device Admin Password page displays.
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Access the switch off-network and enter the registration key
before you log in

For information about getting a registration key, see Register the switch with your
NETGEAR account and get a registration key for offline access on page 36.

The default IP address of the switch is 192.168.0.239. The IP address of the computer
that you use to access the switch off-network must be in the same subnet as the default
IP address of the switch.

To access the switch off-network and enter the registration key before you log in
to the device Ul:

1.

Change the IP settings of your computer to be in the same subnet as the IP settings
of the switch.

If the DHCP client of the switch is enabled and you remove the switch from the
network with the DHCP server, the IP address reverts to the default IP address of
192.168.0.239 with a subnet of 255.255.255.0. If you already disabled the DHCP
client and assigned a static IP address to the switch, change the IP settings of your
computer to be in the same subnet as the static IP address.

For more information about changing the IP settings on your computer, see one of
the following knowledge base articles at the NETGEAR website:

e Windows-based computer: See the following article: kb.netgear.com/27476

e Mac: See the following article, which is written for an access point butis also valid
for a switch: kb.netgear.com/000037250

2. Connect your computer to the switch using an Ethernet cable.

3. Power on the switch by connecting its power cord.
4. Open a web browser, and enter http://192.168.0.239.

This is the default IP address of the switch. If you already disabled the DHCP client
and assigned a static IP address to the switch, enter the static IP address of the switch.

The registration options page displays.
Type or paste the key

6. Click the Submit button.

If the Change Default Password page displays, specify and confirm a new device
admin password, click the Submit button, and log in again with your new password.

The Dashboard page displays. You can now configure the switch.

After you complete the configuration of the switch, reconfigure the computer that
you used for this process to its original TCP/IP settings.

You can now connect your switch to your network using an Ethernet cable and use
the switch on-network.
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Access the switch on-network and enter the registration key
after you log in

For information about getting a registration key, see Register the switch with your
NETGEAR account and get a registration key for offline access on page 36.

To access the switch on-network and enter the registration key after you log in to
the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and enter

the registration key before you log in on page 38.

The registration options page displays.

In the Skip Registration & Access the Ul section, click the > button, and log in.
The Device Admin Password page displays.

Enter one of the following passwords:

e Device admin password: Enter the device admin password. The default device
admin password is password. The first time that you enter the default device
admin password, the Change Default Password page displays, requiring you to
customize the device admin password.

e Insight network password: If you previously logged in to the device Ul, you
changed the management mode to NETGEAR Insight, and you added the switch
to an Insight network location, enter the Insight network password to access the
device Ul. (In such a situation, the Insight network password replaces the switch
device admin password.)

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Maintenance > Registration Key.

The Registration Key page displays.

In the field, type or paste the registration key.

8. Click the Submit button.

The registration takes effect on the switch and you are no longer prompted to activate
your warranty when you log in.
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After successful registration, the Maintenance > Registration Key menu option
and Registration Key page are hidden in the device Ul.

Change the language of the device
Ul

You can set the language of the device Ul to a specific one.

To change the language of the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

At the top right of the page, to the left of the Logout button, click the language
button.

The Select Language pop-up menu displays.

6. Select the radio button for a language.

7. Click the Apply button.

You are logged out. The language of the device Ul is set to the language that you
selected.

To continue configuring the switch, log in again.
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Change the management mode of
the switch

By default, the management mode on the switch is Directly Connect to Web Browser

Interface (which is the same as the device Ul). You can also change the management
mode to NETGEAR Insight Mobile App and Insight Cloud Portal.

About changing the management mode

The following applies to changing the management mode:
e Changing to the NETGEAR Insight Mobile App and Insight Cloud Portal mode:

o The first time that you enable this mode, the switch is reset to its factory default
settings so that you can create the switch configuration and network topology
using the Insight Cloud Portal or the Insight app. For more information, see

Change the management mode to NETGEAR Insight Mobile App and Insight
Cloud Portal on page 42.

o If you previously added the switch to a network location on the Insight Cloud
Portal or the Insight app, all Insight-manageable device settings are returned to
the last configuration saved on the cloud server, including the switch device
admin password (that is, the password is reset to the Insight network location
password).

o Ifyouusethe Insight Cloud Portal or the Insight app, you can temporarily change
the management mode of the switch back to Directly Connect to Web Browser
Interface. You can then access the device Ul for settings that are not
Insight-manageable, for complex tasks such as integrating with an existing network
of devices that are not managed through Insight, and for debugging purposes.
When you are done, you can change the management mode back to NETGEAR
Insight Mobile App and Insight Cloud Portal.

e Changing back to Directly Connect to Web Browser Interface mode:

After you change the management mode, back up your configuration. Then, reset
the switch to factory defaults. Finally, restore your configuration and reboot the

switch. For more information, see Change the management mode back to Directly
Connect to Web-browser Interface on page 43.

After you change the management mode, the follow occurs:
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o The NETGEAR Insight Mobile App and Insight Cloud Portal management mode
is disabled and the current Insight-manageable device settings are saved to the
cloud server.

o Any changes that you make using the Directly Connect to Web Browser Interface
management mode are not saved to the cloud server.

o All configuration menus and options are available in the device Ul.

Change the management mode to
NETGEAR Insight Mobile App and Insight
Cloud Portal

To change the management mode of the switch to NETGEAR Insight Mobile App
and Insight Cloud Portal:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > System Information.
The System Information page displays.

6. Inthe Management Mode section, select the NETGEAR Insight Mobile App and
Insight Cloud Portal radio button.
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A confirmation pop-up window displays.
7. Click the OK button.
The System Information page display again.
8. Click the Apply button.
An alert pop-up window displays.
9. Click the OK button.
The pop-up window closes. The following occurs:

e The first time that you enable this mode, the switch is reset to its factory default
settings.

e The switch connects to the cloud server.

e If you previously added the switch to a network on the Insight Cloud Portal or
Insight app, all Insight-manageable device settings are returned to the last
configuration saved on the cloud server, including the device admin password
(that is, the password is reset to the Insight network password).

You can now manage the switch using the Insight Cloud Portal or Insight app.

For information about how you can manage and monitor the switch with the Insight
Cloud Portal and Insight app, visit netgear.com/business/services/insight. The Insight
Cloud Portal and Insight app have embedded help and are documented in multiple
knowledge base articles that you can access by visiting

netgear.com/support/product/insight.

Change the management mode back to
Directly Connect to Web-browser Interface

After you change the management mode back to Directly Connect to Web-browser
Interface, back up your configuration. Then, reset the switch to factory defaults. Finally,
restore your configuration and reboot the switch. These steps are described in the
following procedure.

To change the management mode of the switch to back to Directly Connect to
Web-browser Interface:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > System Information.

The System Information page displays.

In the Management Mode section, select the Directly Connect to Web Browser
Interface radio button.

A confirmation pop-up window displays.

Click the OK button.

The System Information page display again.

Click the Apply button.

An alert pop-up window displays.

Click the OK button.

The pop-up window closes, and the Device Admin Password page displays.
Any current Insight-manageable device settings are saved to the cloud server.
Log in again.

The Dashboard page displays. The full device Ul is available.

The following step uses an HTTP session to back up the configuration. For information

about using a TFTP session, see Export a file from the switch to a TFTP server on
page 534.

Back up the configuration by doing the following:

a. Select Maintenance > Export > HTTP File Export.
The HTTP File Export page displays.

b. From the File Type menu, select Text Configuration.

c. Click the Apply button.
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A pop-up window displays.
d. Navigate to a location on your computer and save the file.

The file transfer begins. The page displays information about the file transfer
progress.

12. Reset the switch to factory default settings by doing the following:
a. Select Maintenance > Reset.
The Reset page displays.
b. Select the Factory Reset button.

This option resets the switch to its factory default settings but does not change
its registration status with NETGEAR.

An Alert pop-up window displays.
The configuration is reset to the factory default settings.
c. Click the OK button to close the window.

After the switch is reset to factory default settings, the DHCP client on the switch
is enabled. Your device admin password is reset to the default password
(password). This process takes about 135 seconds.

The Device Admin Password page displays.

In the unlikely situation that the Device Ul page does not display and you cannot
log in, see Access the switch on-network and connected to the Internet on page
25 or Access the switch off-network and not connected to the Internet on page

32.

d. Enter the device admin password.

The default device admin password is password. The first time that you enter
the default device admin password, the Change Default Password page displays,
requiring you to customize the device admin password.

The Dashboard page displays.

The following step uses an HTTP session to restore the configuration. For
information about using a TFTP session, see Download a file from a TFTP server
to the switch on page 542.

13. Restore the configuration that you saved in Step 11 by doing the following:
a. Select Maintenance > Update > HTTP Firmware/File Update.
The HTTP Firmware/File Update page displays.
b. From the File Type menu, select Text Configuration.

c. Click the Browse button and locate and select configuration file that you saved
in Step 11.
d. Click the Apply button.
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The file transfer begins. The page displays information about the progress of the
file transfer. The switch applies the configuration automatically.

14. Reboot the switch by doing the following:
a. Select Maintenance > Reset.
The Reset page displays.
b. Click the Reboot Now button.
An Alert pop-up window displays.
The switch reboots.
c. Click the OK button to close the window.
When the reboot is finished, the Device Admin Password page displays.
15.Log in again.

The Dashboard page displays. You can now configure the switch using all options
in the device UL

Configure ports using the Device
View

The Device View in the device Ul displays the ports on the switch. This graphic tool
provides an alternate way to navigate to port configuration and monitoring options.

To configure ports using the Device View:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

(If you are already logged into the device Ul, select Dashboard.)
The Dashboard page displays. The Device View pane shows the ports of the switch.

To display a port menu that shows the configuration and monitoring options, click
a port.

A pop-up menu displays.
Select a menu item.

The associated page displays, allowing you to configure or monitor the port.

Access the NETGEAR support
website

From the device Ul, you can access the NETGEAR support website at
netgear.com/support.
To access the NETGEAR support website from the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
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For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Help.

The Online Help page displays.

In the Support section, click the link.
The NETGEAR support website opens.

Access the user manual online

The user manual (the manual that you are now reading) is available from the NETGEAR
download center at netgear.com/support/download/.
To access the user manual online from the device Ul:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.
Select Help.
The Online Help page displays.

In the User Manual section, click the link.
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The NETGEAR Download Center website opens.
7. Enter the model number of the switch and select the model from the menu.

The page displays the documentation that is available for your model, including the
user manual.
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Configure Switch System Settings

This chapter covers the following topics:
e Dashboard

e Display information about switch hardware components and firmware

e |P network settings for management access

e Time and NTP settings

¢ Domain Name System

e Manage switch discovery protocols
e |IDPandLLDP-MED settings for the switch

e Simple Network Management Protocol

e Configure HTTP and HTTPS access settings

e Browser security message with HTTPS access

e SSH management access
e Configure inbound Telnet settings
e DHCP server

e DHCP relay
e DHCP Laver 2 relay

e DHCP snooping
e DHCPv6 server

e DHCPv6 relay
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Dashboard

The information that is displayed on the dashboard is mostly self-explanatory.

Display port utilization and port connections

The Dashboard displays port utilization and port connections.

To display port utilization and port connections:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

The following table describes information about port utilization.

Field Description

Disconnected The total number of ports that are not connected

Connected The total number of connected ports

Available The total number of available ports, including ports that are not connected to a

device and excluding SFP and SFP+ fiber ports in which no SFP transceiver module
is inserted

For more information about ports, see Configure the port settings on page 216.
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The following table describes information about the port connections in the Device

View section.

Field
Connected

Disconnected

Available
1G SFP Fiber Port

Blocked

10G SFP+ Fiber Port

Link Disabled

Description
The port is connected to a device that is powered up.

The port is not connected to a device or it is connected to a device that is not
powered up.

The port is not connected to a device but is available.

The portis a 1G SFP fiber port that can accept an SFP transceiver module.

The port is blocked. That is, STP blocked the port to prevent a loop. For more
information, see Configure the port settings on page 216 and Loop protection on
page 432.

The portisa 10G SFP+ fiber port that can accept an SFP or SFP+ transceiver module.

The port is administratively down. For more information, see Configure the port
settings on page 216.

For information about how you can use the Device View to configure the ports and the
switch, see Configure ports using the Device View on page 46.

Display VLAN membership

The Dashboard displays information about VLAN membership on the switch.

To display information about VLAN membership:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Configure Switch System
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For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

The VLAN Membership section displays the number of member interfaces for each
configured VLAN. If you did not configure any custom VLANSs, the section displays only
the following preconfigured VLANSs: default, Auto-WiFi, Auto-Camera, Auto-VolP, and
Auto-Video.

For more information about VLANs, see Manage VLANs on page 162.

Display switch device details

The Dashboard displays switch device details.
To display switch device details:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

The following table describes the information that displays in the Device Details section,
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Field Description

Name The system name that you configured, if any. For more information, see Configure
and display general switch system information and NETGEAR Insight Cloud
application information on page 54.

Serial Number The serial number of the switch. This field is fixed.

Model The model number of the switch. This field is fixed.

MAC Address The MAC address of the switch. This field is fixed.

Uptime The period in days, hours, minutes, and seconds since the switch was last started.
VLAN in use The VLAN that is being used as the management VLAN. For more information, see

Change the management VLAN on page 62.

IP Address The management IP address at which you can access the device Ul. For more
information, see [P network settings for management access on page 61.

Date & Time The current date and time. For more information, see Time and NTP settings on
page 68.

Firmware Version The active main firmware version of the switch (see Manage software images on
page 548).

Display information about switch
nardware components and
firmware

You can display information about switch hardware components such as power supplies,
temperature sensors, and fans, and information about the boot version and software
version on the switch.

Configure and display general switch system
information and NETGEAR Insight Cloud
application information

You can configure the switch system name, location, and contact and display general
switch information.
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If you set the management mode of the switch at least once to NETGEAR Insight Mobile
App and Insight Cloud Portal, the NETGEAR Insight Cloud application information
displays on the page.

To configure and display general system information and NETGEAR Insight Cloud
application information:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > System Information.

The System Information page displays.

Optionally, configure the following fields:

e System Name: Type a name to identify this switch.
e System Location: Type the location for this switch.
e System Contact: Type the name of a contact person for this switch.

For each field, you can use up to 255 alphanumeric characters.

. Click the Apply button.

Your settings are saved.

The following table describes the NETGEAR Insight Cloud application information on
the page.
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Table 5. NETGEAR Insight Cloud application information

Field Description
App Name The application name
App Status The application status, which can be one of the following:

e Operational: The cloud server is reachable, the switch is registered
with the cloud, and the switch is added to a user account.

e Timeout: The cloud server is not reachable.

¢ Device notregistered: The cloud server is reachable, but the switch
is not registered with cloud.

¢ Waiting for cloud sign-on: The cloud server is reachable, and the
device is registered with the cloud.

o Device not added in account: The cloud server is reachable and the
switch is registered with the cloud, but the switch is not yet added to
a user account.

o Disabled: The Cloud mode is disabled.

Version The version of the application, which is set by the NETGEAR Insight agent

The following table describes the system information on the page.

Table 6. System information

Field Description

Product Name The product and model name of the switch

System Up Time The time in days, hours, and minutes since the switch was restarted
Base MAC Address Universally assigned network address

Date & Time The current date and time, including the time zone

Serial Number The serial number of the switch

System Object OID The base object ID for the enterprise MIB of the switch

Display the power supply information

You can view information about the power supplies.
To display the power supply information:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.
Select System > Management > System Information.

The System Information page displays.

The following table describes the view-only power supply information.

Table 7. Power supply information

Field Description

Power supply The ID number, which is always 1

Description The description is always PS-1

Type The type is always Fixed

Operational The status of the power supply in the switch is always Operational. (If the

power supply failed, you would not be able to access the device Ul.)

Display the boot and software version

You can display the boot and software (firmware) versions that are running on the switch.

To display the boot and software versions:

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > System Information.

The System Information page displays.

The following table describes the version information.

Table 8. Version information

Field Description
Model Name The model number of the switch
Boot Version The version of the boot code that is in the flash memory to load the

software into the memory

Software Version The release, version, and maintenance number of the software that is
running on the switch. For example, if the release is 1, the version is 2.0,
and the maintenance number is 3.5, the formatis 1.2.0.3.5.

Display the temperature sensor information

You can view the current temperature of different system sensors using the Temperature
Status table.

To display the temperature sensor information:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > System Information.

The System Information page displays.
6. To refresh the page, click the Refresh button.

The following table describes the view-only Temperature Status information.

Table 9. Temperature Status information

Field Description

Sensor The ID of the sensor

Description The description of the sensor (System or MAC)

Temp (C) The current temperature of the sensor in Celsius

State Indicates if the sensor is operating normally

Max Temp (C) The maximum temperature in Celsius that the sensor detected

Display the status of the fans

The fans remove the heat generated by the power, CPU, and other chipsets, and allow
the chipsets work normally.

To display the status of the fans:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > System Information.
The System Information page displays.

The following table describes the fan information.

Table 10. Fan information

Field Description

FAN The ID of the fan

Description The description of the fan, such as Fan-1
Type The type of fan is always Fixed

Speed The speed of the fan

Duty Level (%) The duty level of the fan in percentage
State The status of the fan:

e Operational: The fan is running normally.
o Failure: The fan failed.

e Stop: The fan stopped because the switch temperature is low. The fan
will start if the switch temperature rises.
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IP network settings for management
access

You can configure network information for the device Ul, which is the logical interface
used for in-band connectivity with the switch through any of the switch’s front-panel
ports. The settings associated with the device Ul do not affect the configuration of the
front panel ports through which traffic is switched or routed.

Configure the IPv4 management interface

You can restrict IPv4 management to one specific interface. You can use any of the
interfaces as an IPv4 management interface.

To configure an IPv4 management interface:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > IP Network > IP Network Configuration.

The IP Network Configuration page displays.

6. Select a radio button for the configuration of the switch management interface:
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e Static IP Address: You must manually configure the IP address, subnet mask,
and default gateway. Enter this information in the fields below the radio buttons.

e Dynamic IP Address (BOOT): The switch must obtain the IP address through a
BootP server.

e Dynamic IP Address (DHCP): The switch must obtain the IP address through a
DHCP server. This is the default setting.

7. If you selected the Static IP Address radio button, configure the following network
information:

e IP Address: The IP address of the network interface. Each part of the IP address

must start with a number otherthan zero. For example, IP addresses 001.100.192.6
and 192.001.10.3 are not valid.

e Subnet Mask: The IP subnet mask for the interface.
o Default Gateway: The default gateway for the IP interface.
8. Click the Apply button.

Your settings are saved.

Change the management VLAN

The management VLAN is used to establish an IP connection to the switch from a
computer that is connected to a port in the same VLAN. By default, the management
VLAN ID is 1, which allows an IP connection to be established through any port. If this
configuration works well for your network, you do not need to change the management
VLAN.

If you change the management VLAN, you can make an IP connection only through a
port that is a member of the management VLAN. Also, the port VLAN ID (PVID) of the
port that you use to connect to the management VLAN must be the same as the
management VLAN ID.

@ NOTE: Make sure that the VLAN that must be the management VLAN exists.
Also make sure that the PVID of at least one port in the VLAN is the same as the
management VLAN ID. For information about creating VLANs and configuring
the PVID for a port, see Add a VLAN on page 164 and Change the port VLAN ID

(PVID) settings on page 170.

The following applies to the management VLAN:
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Only one management VLAN can be active at a time.

If you change the management VLAN, connectivity through the existing management
VLAN is lost.

You might need to reconnect the computer that you use to access the switch to
another port that is a member of the new management VLAN.

To change the management VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network

and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page

displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > Management > IP Network > IP Network Configuration.

The IP Network Configuration page displays.

6. Inthe Management VLAN field, type the new management VLAN ID of the switch.
You cantype an ID in the range of 1 to 4093, but make sure that the new management
VLAN exists.

A After you click the Apply button, your connection might be lost
and you might need to reconnect your computer to another port that is a
member of the new management VLAN.

7. Click the Apply button.

Your settings are saved.
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Configure an IPv6 management interface
through autoconfiguration or a DHCPvé6
server

You can restrict IPvé6 management to one specific interface. You can use any of the
interfaces as an IPvé management interface and configure the IPvé address through
autoconfiguration or a DHCPvé6 server.

To configure an IPv6 management interface through autoconfiguration ora DHCPvé
server:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > IP Network > IPv6 Network Configuration.
The IPv6 Network Configuration page displays.

6. Click the Allow IPv6 Network toggle to enable management of the switch over
IPvé:

o Thetoggleis gray and positioned to the left: Management over IPvé is disabled.

e The toggle is purple and positioned to the right: Management over IPv6 is
enabled. This is the default setting.
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7. Click the IPv6 Address Auto Configuration Mode toggle to allow the switch to
autoconfigure its IPv6 address:

o The toggle is gray and positioned to the left: IPv6 address autoconfiguration
is disabled. This is the default setting.

e Thetoggleis purple and positioned to the right: IPv6 address autoconfiguration
is enabled.

When this mode is enabled, the network interface can acquire an IPv6 address
through IPv6 Neighbor Discovery Protocol (NDP) and through the use of router
advertisement messages. When this mode is disabled, the network interface does
not use the native IPv6 address auto-configuration features to acquire an IPvé address.
Use auto-configuration only if you do not use a DHCPvé server.

8. To enable the DHCPvé6 client mode, which allows the switch to receive an IPvé address
from a DHCPvé server in your network, select the DHCPv6 radio button.

If the DHCPv6 client mode is enabled, the network interface attempts to acquire
network information from a DHCPvé server. By default, the None radio button is
selected, and the DHCPvé6 client mode is disabled.

9. If you enable the DHCPv6 client mode, in the IPv6 Gateway field, type the IPvé
address of the IPvé gateway.

The gateway address must be in IPvé global or link-local address format.
10. Click the Apply button.

Your settings are saved.

Manage a static IPv6 address for the IPv6
management interface

You can add a static IPvé address that is specific to the IPvé management interface. You
can also change an existing IPv6 address or remove an IPv6 address that you no longer
need for the IPv6 management interface.

When you add a static IPv6 address, you need to configure an IPvé6 prefix and prefix
length, and you need to enable or disable the Extended Unique Identifier (EUI).

IPv6 addresses are denoted by eight groups of hexadecimal quartets that are separated
by colons. You can reduce any four-digit group of zeros within an IPv6 address to a
single zero or omit it. The following errors invalidate an IPv6 address:

e More than eight groups of hexadecimal quartets
e More than four hexadecimal characters in a quartet

e More than two colons in a row
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To add, change, or remove an IPv6 address for the IPv6 management interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:

e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > IP Network > IPv6 Network Configuration.
The IPv6 Network Configuration page displays.

To add an IPv6 address, in the IPv6 Management Interface Configuration section,
do the following:

a. Click the Add New button.

The Add IPvé6 Network Interface Configuration pop-up window displays.
b. In the IPv6 Prefix/Prefix Length field, type the IPvé address.
c. From the EUlI64 menu, select to enable or disable the EUI:

e True: The IPv6 management interface uses its MAC address to generate a
unique 64-bit interface ID.

e False: The EUIl is not used.
d. Click the Save button.

Your settings saved.

7. To change an IPvé6 address, do the following:

a. Selectthe check box for the IPv6 address.
b. Click the Edit button.
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The Edit IPv6 Network Interface Configuration pop-up window displays.
c. Change the settings as needed.
d. Click the Save button.

Your settings saved.

8. To remove an IPvé address, do the following:

a. Selectthe check box for the IPv6 address.
b. Click the Delete button.

Your settings saved and the IPv6 address is removed.

Display IPv6 network interface neighbors

You can display the IPv6 neighbors to which the IPvé network interface is connected in
the network.

To display the IPv6 network interface neighbors:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Management > IP Network > IPvé Network Neighbor.
The IPv6 Network Neighbor page displays.
6. To refresh the page, click the Refresh button.
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The IPv6 Network Interface Neighbor table displays the following view-only fields.

Table 11. IPv6 network interface neighbor information

Field Description

IPvé6 Address The IPvé address of the neighboring device

MAC Address The MAC address of the neighboring device

isRtr Indicates if the neighboring device is a router (True) or not (False)
Neighbor State The state of the neighboring device:

¢ Reachable: The switch can reach the neighboring device.

¢ Stale: Information about the neighboring device is scheduled to be
deleted.

¢ Delay: The switch did not receive information from the neighboring
device during the delay period.

e Probe: The switch is attempting to probe for the neighboring device.

o Unknown: The status is not known.

Last Update The lasttime that the information for the neighboring device was updated

Time and NTP settings

The switch supports the Network Time Protocol (NTP), which is a protocol for
synchronizing the clocks of networked computer systems, primarily when data transfer
is handled through the Internet.

You can also set the clock source of the switch as local, which lets you set the time
manually.

Configure the time settings with NTP and
configure the global NTP settings

To configure the time by using NTP and configure the global NTP settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > Time > Time Configuration.

The Time Configuration page displays.

The Date and Time fields display the current date and time that are detected by the
switch.

6. Inthe Time Zone Name field, specify a time zone.

In the Offset Hours and Offset Minutes fields, you can optionally specify the number
of hours and number of minutes that the time zone is different from the Coordinated
Universal Time (UTC). The time zone can affect the display of the current system
time.

@ NOTE: When you use a public NTP time server, the time data that is received
from the server is based on the UTC, which is the same as Greenwich Mean
Time (GMT). This might not be the time zone in which the switch is located
but the time zone in which you want the switch to operate.

7. Inthe Offset Hours field, specify the number of hours that the time zone is different
from UTC.

The range is from -12 to 14. The default is 0.

8. In the Offset Minutes field, specify the number of minutes that the time zone is
different from UTC.

The range is from 0 to 59. The defaultis 0.

9. Click the NTP Authentication Mode toggle to enable or disable NTP packet
authentication on the switch:
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o The toggle is gray and positioned to the left: An NTP packet from an NTP
server is not authenticated.

e The toggle is purple and positioned to the right: An NTP packet from an NTP
server is authenticated. The authentication is based on SHA256. If the packet
cannot be authenticated, it is dropped, and the switch cannot synchronize its
time with the NTP server that sent the packet. By default, this mode is enabled.

10. Click the NTP Broadcast Client Mode toggle to enable or disable the switch from
broadcasting NTP requests to an NTP server:

o The toggle is gray and positioned to the left: The switch does not broadcasts
NTP requests to an NTP server.

e The toggle is purple and positioned to the right: The switch broadcasts NTP
requests to an NTP server. By default, this mode is enabled.

@ NOTE: Broadcasting an NTP request can still be useful if there is no public
NTP server configured on the switch because it allows the switch to
synchronize its time with an NTP server that is accessible in the network,
as opposed to an external time server, such a public time server.

11.In the Broadcast Delay field, specify the estimated round-trip delay in microseconds
between the NTP client and the NTP broadcast server.

The range is from 1 to 999999. The default is 3000.

The delay is the period that is lost between the outgoing request and the incoming
response because of network traffic and routing. The switch adds the delay that you
specify to the time that it receives from the NTP server so that the switch can calculate
the actual time.

12. From the Source Interface menu, select the outbound interface.

The NTP client uses the source IP address of this interface to broadcast NTP queries.
By default, no source interface is configured.

13. Click the Apply button.

Your settings are saved.

Set the time manually

If you remove all NTP servers and disable NTP, you can set the time manually.
To remove all NTP servers and disable NTP and set the time manually:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > Time > NTP Server Configuration.
The NTP Server Configuration page displays.

6. Select the check boxes for all NTP servers.

The default NTP servers are also removed after you click the
Delete button. If you want to be able to restore the default NTP servers, write
down their settings so that you can add them manually. Otherwise, to restore
the default NTP servers, you must reset the switch to factory default settings.

7. Click the Delete button.
Your settings are saved. The servers are removed.

8. Select System > Management > Time > Time Configuration.
The Time Configuration page displays.

9. Click the NTP Authentication Mode toggle so that the toggle is gray and positioned
to the left.

NTP packet authentication is disabled on the switch.

10. Click the NTP Broadcast Client Mode toggle so that the toggle is gray and
positioned to the left.

The switch does not broadcasts NTP requests to an NTP server.

11. Click the Apply button.
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Your settings are saved.

The Date and Time fields are unmasked.
12. In the Date field, type the current date in months, days, and years (MM/DD/YYYY).
13. In the Time field, type the current time in hours, minutes, and seconds (HH/MM/SS).
14.In the Time Zone Name field, type the name or acronym of the time zone.

In the Offset Hours and Offset Minutes fields, you can also specify the number of
hours and number of minutes that the time zone differs from the Coordinated
Universal Time (UTC). The time zone can affect the display of the current system
time, for which the default is UTC.

e Offset Hours: Set the number of hours that the time zone differs from the UTC.
The range is from -12 to 13 hours. The defaultis 0 hours

o Offset Minutes: Set the number of minutes that the time zone differs from the
UTC.

The range is from 0 to 59 minutes. The default is 0 minutes.
15. Click the Apply button.

Your settings are saved.

Display the global NTP status and packet
information

You can display the global NTP status and packet information.
To display the global NTP status and packet information:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select System > Management > Time > Time Configuration.

The Time Configuration page displays.

To refresh the page, click the Refresh button.

The NTP Global Status section displays the following view-only fields.

Table 12. NTP global status information

Field
Version

Supported Mode

Server IP Address

Address Type
Server Stratum
Reference Clock ID
Server Mode

NTP Server Name
NTP Server Version
NTP System Type
NTP In Packets
NTP Out Packets

NTP Old Version Packets

NTP Potocol Error Packets

Description
The NTP version that the client supports

The NTP modes that the client supports. Multiple modes can be supported by
a client.

The IP address of the time server for the last received valid packet. If no message
was received from any server, an empty string is shown.

The address type of the time server address for the last received valid packet
The claimed stratum of the time server for the last received valid packet

The reference clock identifier of the time server for the last received valid packet
The mode of the time server for the last received valid packet

The name of the NTP server

The version of the NTP software application

The operating system platform information of the NTP system

The number of NTP messages that the switch received

The number of NTP messages that the switch sent

The number of NTP messages for an unsupported NTP version that the switch
received

The number of NTP messages with an NTP protocol error that the switch received
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Configure NTP servers

NTP assures accurate time synchronization for the network device clock, up to the
millisecond. Time synchronization is performed by a network NTP server. The switch
operates as an NTP client only and does not provide time services to other devices.

Time sources are established by stratums. Stratums define the accuracy of the reference
clock. The higher the stratum (zero is the highest), the more accurate the clock. The
switch receives time from stratum 1 or stratum 0 devices because the switch itself is a
stratum 2 device.

The following are examples of stratums:
e Stratum O: A real-time clock is used as the time source, for example, a GPS system.

e Stratum 1: A server thatis directly linked to a stratum O time source is used. Stratum
1 time servers provide primary network time standards.

e Stratum 2: The time source is distanced from the stratum 1 server over a network
path. For example, a stratum 2 server receives the time over a network link, through
NTP, from a stratum 1 server.

Information received from NTP servers is evaluated based on the time level and server
type.
NTP time definitions are assessed and determined by the following time levels:

e T1: Time that the original request was sent by the client.

e T2: Time that the original request was received by the server.
e T3: Time that the server sent a reply.

e T4: Time that the client received the server's reply.

T1 through T4 are used to determine the server time.

The switch can poll unicast server types for the server time. The switch polls for unicast
information to detect a server for which the IP address is known. NTP servers that you
configure on the switch are the only ones that are polled for synchronization information.
Thisis the preferred method for synchronizing device time because itis the most secure
method.

The switch retrieves synchronization information either by actively requesting information
or at every poll interval.

Add an NTP server

The switch is preconfigured with public NTP servers but you can also add custom NTP
servers.
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To add an NTP server:

1.

10.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > Time > NTP Server Configuration.

The NTP Server Configuration page displays.

Click the Add New button.

The Add NTP Server Configuration pop-up window displays.

. From the Server Type menu, select the type of NTP address to enter in the address

field.

The address can be an IPv4 address, IPv6 address, or host name (DNS). The default
is DNS.

In the Address field, specify the IP address or the host name of the NTP server.

This is an IP address or a text string of up to 64 characters, containing the encoded
unicast IP address or host name of an NTP server. Unicast NTP requests are sent to
this address. If this address is a DNS host name, the host name is resolved into an
IP address each time an NTP request is sent to it.

In the Version field, specify the NTP version that is supported by the switch.
The range is from 1 to 4. The default is 4.

In the Minimum Poll Interval field, specify the shortest polling interval in powers
of two seconds.
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The range is from 4 to 17. The default is 6.

In the Maximum Poll Interval field, specify the longest polling interval in powers
of two seconds.

The range is from 4 to 17. The defaultis 10.

From the Prefer menu, select Yes to assign the NTP server as the preferred NTP
server.

A preferred server reduces the number of times that the switch must change between
different NTP servers. The default is No, which means that an NTP server is not a
preferred server.

From the Burst menu, select Yes to let the switch send a series of packets instead
of a single packet within each synchronization interval.

If you select No, a single packet is sent, which might cause slower synchronization.
The defaultis Yes.

14. From the Iburst menu, select Yes to let the switch send a series of packets instead

15.

of a single packet within the initial synchronization interval.

If you select No, a single packet is sent, which might cause slower initial
synchronization. The default is Yes.

Click the Save button.

Your settings are saved.

The NTP Server Status table displays the following information.

Table 13. NTP server status information

Field Description

Application Name The application name, IP address, or host name for the NTP server

Reference ID The reference ID for the NTP association

Server Type The type of address (IPv4 or IPv6) for the association

Address The IPv4 or IPv6 address for the association

Offset The offset time for the association.

Stratum The stratum version for the association

Jitter The jitter in milliseconds for the association

Delay The network delay in milliseconds for the association

Dispersion The root dispersion (error factor) for the association.

NTP In Packets The number of NTP messages that the switch received for the association
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Table 13. NTP server status information (Continued)

Field Description

NTP Out Packets The number of NTP messages that the switch sent for the association

NTP Protocol Error Packets The number of NTP messages with an NTP protocol error that the switch received

for the association

Change the settings for an existing NTP server

You can change the setting for an existing preconfigured or custom NTP server.

To change the settings for an existing NTP server:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > Time > NTP Server Configuration.

The NTP Server Configuration page displays.

6. Select the check box for the NTP server.

7. Click the Edit button.
The Edit NTP Server Configuration pop-up window displays.
8. Change the settings as needed.
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For more information about the settings, see Add an NTP server on page 74.

9. Click the Save button.

Your settings are saved.

Remove an NTP server

You can remove an NTP server that you no longer need.
To remove an NTP server:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Management > Time > NTP Server Configuration.
The NTP Server Configuration page displays.
6. Select the check box for the NTP server.
7. Click the Delete button.

Your settings are saved. The server is removed.

Configure daylight saving time settings

You can configure settings for summer time, which is also known as daylight saving
time. Used in some countries around the world, summer time is the practice of
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temporarily advancing clocks during the summer months. Typically clocks are adjusted
forward one or more hours near the start of spring and are adjusted backward in autumn.

To configure the daylight saving time settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Management > Time > Daylight Saving Configuration.

The Daylight Saving Configuration page displays.

Select one of the following Daylight Saving (DST) radio buttons:

o Disable: Disables daylight saving time. This is the default setting.

e Recurring: Daylight saving time occurs at the same time every year. You must
manually configure the start and end times and dates for the time shift.

Configure the settings that are described in Step 7.

e Recurring EU: The system clock uses the standard recurring summer time settings
used in countries in the European Union. With this option, the rest of the
applicable fields on the page are automatically populated and you cannot change
them.

Configure the settings that are described in Step 8.

e Recurring USA: The system clock uses the standard recurring daylight saving
time settings used in the United States. With this option, the rest of the applicable
fields on the page are automatically populated and you cannot change them.
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Configure the settings that are described in Step 8.

e Nonrecurring: Daylight saving time settings are in effect only between the start
date and end date of the specified year. With this option, the summer time settings
do not repeat on an annual basis.

Configure the settings that are described in Step 9.

7. If you select the Recurring radio button, configure the fields that are shown in the
following table.

Field Description

Begins At These fields are used to configure the start values of the day and time.
e Week: Configure the start week.
o Day: Configure the start day.
e Month: Configure the start month.
e Hours: Configure the start hours.

e Minutes: Configure the start minutes.

Ends At These fields are used to configure the end values of day and time.
e Week: Configure the end week.
e Day: Configure the end day.
e Month: Configure the end month.
e Hours: Configure the end hours.

e Minutes: Configure the end minutes.

Offset Configure the recurring offset in minutes. The valid range is from 1 to 1440
minutes.
Zone Configure the time zone.

8. If you select the Recurring EU or Recurring USA radio button, configure the fields
that are shown in the following table.

Field Description
Offset Configure recurring offset in minutes. The range is from 1 to 1440 minutes.
Zone Configure the time zone.

9. If you select the Nonrecurring radio button, configure the fields that are shown in
the following table.
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Field

Begins At

Ends At

Offset

Zone

Description

These fields are used to configure the start values of the date and time.
e Month: Configure the start month.

e Date: Configure the start date.

e Year: Configure the start year.

e Hours: Configure the start hours.

e Minutes: Configure the start minutes.

These fields are used to configure the end values of date and time.
e Month: Configure the end start date.

e Date: Configure the end date.

e Year: Configure the end year.

e Hours: Configure the end hours.

e Minutes: Configure the end minutes.

Configure the non-recurring offset in minutes. The range is from 1 to 11440
minutes.

Configure the time zone.

10. Click the Apply button.

Your settings are saved.

Display the daylight saving time status

You can display information about the daylight saving time settings and whether the
time shift is currently in effect.

To view the daylight saving time status:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > Time > Daylight Saving Configuration.

The Daylight Saving Configuration page displays.
6. To refresh the page, click the Refresh button.
The following table displays the view-only daylight saving (DST) status information.

Table 14. Daylight saving status information

Field Description

Daylight Saving (DST) Status ~ The configured daylight saving mode: Disable, Recurring, Recurring EU,
Recurring USA, or Nonrecurring

Begins At The date and time when daylight saving time begins

Ends At The date and time when daylight saving time ends

Offset (in Minutes) The offset time in minutes

Zone The zone acronym. The zone is not displayed when daylight saving time is
disabled.

Daylight Saving (DST) in Effect  Displays whether daylight saving time is in effect

Domain Name System

You can configure information about Domain Name System (DNS) servers that the
network uses and how the switch operates as a DNS client.

Configure the global DNS settings and add
a DNS server

You can configure the global DNS settings and add up to eight DNS servers.
To configure the global DNS settings and add a DNS server:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > DNS > DNS Configuration.
The DNS Configuration page displays.
6. Click the DNS Status toggle to enable the switch to reach a DNS server:

o The toggle is gray and positioned to the left: DNS is disabled and the switch
cannot reach a DNS server.

e Thetoggleis purple and positioned to the right: DNS is enabled and the switch
can reach a DNS server. This is the default setting.

7. Inthe DNS Default Name field, enter the name that must be included in DNS queries.

When the switch looks up on an unqualified host name, this field provides the domain
name. For example, if the default domain name is netgear.com and you enter test,
then test is changed to test.netgear.com to resolve the name). The maximum length
of the name is 255 characters.

8. Click the Apply button.
Your settings are saved.
9. To add a DNS server to which the switch sends DNS queries, do the following in the

DNS Server Configuration section:

a. Click the Add New button.
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The Add DNS Server Configuration pop-up window displays.
b. Inthe DNS Server field, type an IPv4 or IPv6 address.
c. Click the Save button.

Your settings are saved and the DNS server is added

The server is added to the table. You can specify up to eight DNS servers. The
precedence is set in the order that you add the servers.

The following table displays the view-only DNS server information.

Table 15. DNS server configuration information

Field Description

ID

The sequence number of the DNS server.

Preference The preference of the DNS server. The preference is determined by

the order in which you add the servers.

Remove a DNS server

You can remove a DNS server that you no longer need.

To remove a DNS server:
1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
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The Dashboard page displays.
Select System > Management > DNS > DNS Configuration.
The DNS Configuration page displays.

6. Inthe DNS Server Configuration table, select the check box for the DNS server.
7. Click the Delete button.

Your settings are saved and the DNS server is removed.

Map host names to DNS server IP addresses
and display dynamic host mappings

You can manually map host names to DNS server IP addresses and view dynamic host
mappings.

Add an entry to the static DNS host mapping table

You can add an entry to the static DNS host mapping table.

To add an entry to the static DNS host mapping table:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
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Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.

Click the Add New button.

The Add DNS Host Configuration pop-up window displays.

In the Host Name field, type the static host name.

The maximum length of the name is 255 characters.

In the IPv4/IPv6 Address field, enter the IPv4 or IPv6 address that is associated with
the host name.

Click the Save button.
Your settings are saved and the entry is added to the DNS Host Configuration table.

Change an entry in the static DNS host mapping table

You can change the IP address for an existing entry in the static DNS host mapping
table.

To change the IP address for an entry in the static DNS host mapping table:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.
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6. Select the check box for the entry.

Click the Edit button.
The Edit Host Configuration pop-up window displays
Change the IPv4 or IPv6 address.

. Click the Save button.

Your settings are saved.

Remove an entry from the static DNS host mapping table

If you no longer need an entry in the static DNS host mapping table, you remove the
entry from the table.

To remove an entry from the static DNS host mapping table:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select System > Management > DNS > Host Configuration.
The Host Configuration page displays.

6. Select the check box next to the entry.

7. Click the Delete button.
Your settings are saved and the entry is removed.
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Display dynamic DHCP snooping bindings

You can display the dynamic DHCP snooping bindings.

To display the dynamic DHCP snooping bindings:

1.

6.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

The Dynamic Binding Configuration section shows information about the DHCP
bindings that were learned on each interface on which DHCP snooping is enabled.

To refresh the page, click the Refresh button.

The following table describes the view-only fields in the Dynamic Binding Configuration
section.

Table 16. Dynamic binding configuration information

Field Description
Interface The interface on which the DHCP client message was received
MAC Address The MAC address associated with the DHCP client that sent the message. This is
the key to the binding database.
VLAN ID The VLAN ID of the client interface
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Table 16. Dynamic binding configuration information (Continued)

Field Description
IP Address The IP address assigned to the client by the DHCP server
Lease Time The remaining IP address lease time for the client

Manage switch discovery protocols

The switch supports the following discovery protocols that allow the switch to be
discovered in your network:

UPnP / SSDP: By default, Universal Plug and Play (UPnP) and Simple Service Discovery
Protocol (SSDP) are enabled on the switch. UPnP and SSDP allow the switch to be
discovered in your network, for example on Windows-based computers and mobile

devices on which the NETGEAR Insight app is installed. For greater security, you can
disable UPnP and SSDP.

Bonjour: A Mac that supports Bonjour can discover the switch in the network so that
you can find the switch IP address and log in to the device Ul of the switch. By default,
Bonjour is enabled. For greater security, you can disable Bonjour.

NSDP: A NETGEAR device or application that supports NETGEAR Switch Discovery
Protocol (NSDP) can discover the switch in the network so that you can find the switch
IP address and log in to the device Ul of the switch. NSDP is enabled by default. For
greater security, you can disable NSDP.

To manage switch discovery protocols:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Management > Switch Discovery.

The Switch Discovery page displays.

6. Inthe UPnP/SSDP Configuration section, click the Allow Discovery toggle to enable
or disable UPnP and SSDP:

o The toggle is gray and positioned to the left: UPnP and SSDP are disabled.

e Thetoggleis purple and positioned to the right: UPnP and SSDP are enabled.
This is the default setting.

7. Inthe Bonjour Configuration section, click the Allow Discovery toggle to enable or
disable Bonjour:

o The toggle is gray and positioned to the left: Bonjour is disabled.

o The toggle is purple and positioned to the right: Bonjour is enabled. This is
the default setting.

8. In the NSDP Configuration section, click the Allow Discovery toggle to enable or
disable NSDP:

o The toggle is gray and positioned to the left: NSDP is disabled.

e The toggle is purple and positioned to the right: NSDP is enabled. This is the
default setting.

LLDP and LLDP-MED settings tor
the switch

This section describes the global Link Layer Discovery Protocol (LLDP) and LLDP-Media
Endpoint Discovery (LLDP-MED) settings for the switch. For information about the LLDP
and LLDP-MED settings for interfaces, see LLDP and LLDP-MED settings for interfaces
on page 210.

LLDP, which is defined in IEEE 802.1AB, lets devices on a LAN advertise major capabilities
and physical descriptions. You can view this information to identify the system topology
and detect problematic configurations in the LAN.
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LLDP is a one-way protocol without request and response sequences. Information is
advertised by devices that are configured to transmit LLDP and is received and processed
by devices that are configured to receive LLDP.

LLDP-MED is an enhancement to LLDP with the following features:

Autodiscovery of LAN policies (such as VLAN, Layer 2 priority, and DiffServ settings),
enabling plug and play networking.

Device location discovery for creation of location databases.
Extended and automated power management of Power over Ethernet endpoints.

Inventory management, enabling you to track your network devices and determine
their characteristics (manufacturer, software and hardware versions, and serial or
asset number).

Configure the LLDP and LLDP-MED settings

You can configure the LLDP and LDDP-MED settings that are globally applied to the
switch.

To configure the LLDP and LDDP-MED settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > LLDP > LLDP Configuration.
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The LLDP Configuration page displays.

In the TLV Advertised Interval field, enter the interval in seconds at which the switch
transmits LLDP frames.

The range is from 5 to 32768 secs. The default is 30 seconds.

In the Hold Multiplier field, enter the multiplier for the value that you enter in the
TLV Advertised Interval field, which determines the time-to-live (TTL) for LLDP
notifications.

The range is from 2 to 10 secs. The default value is 4.

As an example, if the value that you enter in the TLV Advertised Interval field is 30
and the value that you enter in the Hold Multiplier field is 4, the TTL for LLDP
notifications is 120 seconds.

In the Reinitialization Delay field, enter the delay before reinitialization starts.
The range is from 1 to 10 secs. The default is 2 seconds.

In the Transmit Delay field, enter the interval in seconds at which notifications are
transmitted.

The range is from 5 to 3600 secs. The default is 5 seconds.

In the Fast Start Duration field of the LLDP-MED Configuration section, enter the
number of LLDP packets that are transmitted per second when LLDP-MED Fast Start
is initialized.

Fast Start is initialized when a new endpoint device links with the switch. The range
is from 1 to 10 packets per second. Default is 3 packets per second.

Click the Apply button.

Your settings are saved.

Display the LLDP-MED network policy for an
interface

You can display the LLDP-MED policy information for an interface.
For information about configuring LLDP and LLDP-MED for interfaces, see LLDP and

LLDP-MED settings for interfaces on page 210.

To display the LLDP-MED policy information for an interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > LLDP > LLDP-MED Network Policy.

The LLDP-MED Network Policy page displays.

From the Interface menu, select the interface.

The page adjusts.

To refresh the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 17. LLDP-MED network policy information

Field Description

Network Policy Number The network policy number, if any is transmitted

Application The application type that is transmitted. The type can be one of the
following:

e unknown

e voice signaling

e guest voice

e guest voice signaling
e soft phone voice

e videoconferencing
e streaming video

e video signaling

Each application type that is transmitted includes the VLAN ID, VLAN
type, user priority, and DSCP.

VLAN ID The VLAN ID that is transmitted
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Table 17. LLDP-MED network policy information (Continued)

Field Description

VLAN Type The VLAN type that is transmitted (tagged or untagged)
User Priority The user priority that is transmitted

DSCP The DSCP that is transmitted

Display the LLDP local device information

You can display LLDP local device information, which is information that the switch itself,
or an interface of the switch, advertises.

For information about configuring LLDP and LLDP-MED for interfaces, see LLDP and
LLDP-MED settings for interfaces on page 210.

To display LLDP local device information:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > LLDP > Local Information.
The Local Information page displays.

6. To refresh the page, click the Refresh button.
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The following table describes the view-only fields on the page.

Table 18. LLDP local device information

Field
Device Information

Chassis ID Subtype

Chassis ID

System Name
System Description
System Capabilities
Port Information
Interface

Port ID Subtype
Port ID

Port Description

Advertisement

Description

The switch identifier is the MAC address of the switch (see the following

field)

The MAC address of the switch

The system name, if any, of the switch

The description of the switch

The capabilities of the switch, which is Bridge, Router by default

The number of the physical interface

The port ID subtype

The port ID

The configured description of the port, if any

The LLDP information that is being advertised by the port

7. To display detailed information for an interface, click the interface, which is a link.

The Port Information pop-up window displays.

The following table describes the view-only fields in the pop-up window.

Table 19. Detailed LLDP local device information

Field
Port Details

Address SubType

Address

Interface SubType

Interface Number
MAC/PHY Details
Autonegotiation Supported
Autonegotiation Enabled

Autonegotiation Advertised
Capabilities

Description

The managed address subtype of the local device. For example, MAC

or IPv4.

The managed address of the local device

The port subtype (for the managed address) of the local device

The port number (for the managed address) of the local device

Displays if the local device supports autonegotiation (True or False)

Displays if autonegotiation is enabled on the local device (True or False)

The number of autonegotiation capabilities
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Table 19. Detailed LLDP local device information (Continued)

Field

Operational MAU Type

Network Policies

Application Type

VLAN ID

VLAN Type

User Priority

MED Details
Capabilities Supported
Current Capabilities

Device Class

Description

The Medium Attachment Unit (MAU) type. The MAU performs physical
layer functions, including digital data conversion from the Ethernet
interface collision detection and bit injection into the network. For
example, 100BASE-TX full duplex mode.

The application type of the local device, which can be one of the
following:

e unknown

e voice signaling

e guest voice

e guest voice signaling
e soft phone voice

e videoconferencing
e streaming video

e video signaling

Each application type that is received includes the VLAN ID, VLAN
type, user priority, and DSCP value. An interface can receive one or
many such application types.

This information is displayed only if a network policy TLV is received.
The VLAN ID of the local device
The type of VLAN of the local device

The user priority of the local device

The system capabilities that are supported on the local device
The system capabilities that are enabled on the local device

The device class that is advertised by the local device.

The device class can be Generic, Media, Communication, or Network
Connectivity.

Display the LLDP neighbor information

LLDP neighbor information is the information that LLDP detects in the network. A
neighbor is also referred to as a remote device.

To display the LLDP neighbor information:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > LLDP > Neighbors Information.
The Neighbors Information page displays.
6. To refresh the page, click the Refresh button.
The following table describes the view-only fields on the page.

Table 20. LLDP neighbor information

Field Description

MSAP Entry The detected Media Service Access Point (MSAP) entry of the neighbor

Local Port The number of the physical interface on the switch that receives the
information

Chassis ID Subtype The chassis ID subtype of the neighbor, for example, MAC address

Chassis ID The chassis ID of the neighbor, for example, the MAC address of the
device

Port ID Subtype The type of the port identifier on the neighbor (Local or MAC address)

Port ID The number of the Ethernet adapter or the MAC address of the port on

the neighbor
System Name The system name, if any, of the neighbor

7. To display detailed information for an MSAP entry, click the entry, which is a link.
The Neighbor Information pop-up window displays.
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The following table describes the view-only fields in the pop-up window.

Table 21. Detailed LLDP neighbor information

Field
Port Details

Local Port

MSAP Entry
Basic Details
Chassis ID Subtype

Chassis ID

Port ID Subtype

Port ID

Port Description

System Name

System Description

System Capabilities

Managed Address

Address SubType

Address

Interface SubType

Interface Number
MAC/PHY Details
Autonegotiation Supported
Autonegotiation Enabled

Autonegotiation Advertised
Capabilities

Description

The local switch port that detects the neighbor information that is
displayed

The number of the MSAP entry for which information is displayed

The chassis ID subtype of the neighbor, for example, MAC address

The chassis ID of the neighbor, for example, the MAC address of the
device

The type of the port identifier on the neighbor (Local or MAC address)

The number of the Ethernet adapter or the MAC address of the port on
the neighbor

The LLDP description of the port on the neighbor. This information can
include manufacturer, product name, hardware version, and software
version.

The system name, if any, of the neighbor.

The LLDP description of the neighbor. This information can include the
system hardware type and version, operating system, and network

software.

The system capabilities that are supported on the neighbor and its
primary function. For example, "Bridge, WLAN access point.”

The managed address subtype of the neighbor. For example, MAC or
IPv4.

The managed address of the neighbor
The port subtype (for the managed address) of the neighbor

The port number (for the managed address) of the neighbor

Displays if the neighbor supports autonegotiation (True or False)
Displays if autonegotiation is enabled on the neighbor (True or False)

The autonegotiation capabilities. For example, T000BASE-T half duplex
mode, T00BASE-TX full duplex mode.

Configure Switch System
Settings

98 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

Table 21. Detailed LLDP neighbor information (Continued)

Field

Operational MAU Type

MED Details
Capabilities Supported
Current Capabilities

Device Class

PoE Device Type
PoE Power Source
PoE Power Priority
PoE Power Value
Hardware Revision
Firmware Revision
Software Revision
Serial Number
Model Name
Asset ID

Location Information

Civic

Coordinates

ECS ELIN

Unknown

Description
The Medium Attachment Unit (MAU) type. The MAU performs physical
layer functions, including digital data conversion from the Ethernet

interface collision detection and bit injection into the network. For
example, 100BASE-TX full duplex mode.

The system capabilities that are supported on the neighbor
The system capabilities that are enabled on the neighbor

The device class that is advertised by the neighbor.

The device class can be Generic, Media, Communication, or Network
Connectivity.

The type of PoE device that the neighbor is. For example, Powered.
The type of power source of the neighbor

The power priority on the neighbor

The power in watts that the neighbor advertises that it can transmit
The hardware version of the neighbor

The firmware version of the neighbor

The software version of the neighbor

The serial number of the neighbor

The model name of the neighbor

The asset ID of the neighbor

The neighbor’s civic or street address location. For example, 123 45th
StE.

The neighbor’s location map coordinates (latitude, longitude, and
altitude)

The neighbor’'s Emergency Call Service (ECS) Emergency Location
|dentification Number (ELIN)

The neighbor’s unknown location information.
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Simple Network Management
Protocol

You can configure SNMP settings for SNMPv1, SNMPv2, and SNMPv3. The switch
supports the configuration of SNMP groups and users that can manage traps that the
SNMP agent generates.

The switch uses both standard public MIBs for standard functionality and private MIBs
that support additional switch functionality.

Manage SNMPv1 and SNMPv2 communities

By default, no SNMP communities exist. The communities that you define can access
the switch using SNMPv1 and SNMPv2. Only those communities with read/write level
access can be used to change the configuration using SNMP.

Add an SNMPv1 and SNMPv2 community

You can add an SNMPv1 and SNMPv2 community, which grants both SNMPv1 and
SNMPv2 access.

To add an SNMPv1 and SNMPv2 community:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
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For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > Community Configuration.

The Community Configuration page displays.

Click the Add New button.

The Add Community Configuration pop-up window displays.

In the Management Station IP field, type the IP address of the SNMP management
station, also referred to as the SNMP client.

In the Management Station IP Mask field, type the IP subnet mask of the SNMP
management station.

The client IP address and client IP mask together denote a range of IP addresses
from which SNMP clients can use the community to access the switch.

If either the client IP address or client IP mask is 0.0.0.0, access is allowed from any
IP address. Otherwise, every client’s IP address is ANDed with the mask, as is the
client IP address. If the values are equal, access is allowed.

Forexample, if the client IP address and client IP mask are 192.168.1.0/255.255.255.0,
any client with an IP address in the range from 192.168.1.0 to 192.168.1.255

(inclusive)is allowed access. To allow access from only one station, use a management
station IP mask value of 255.255.255.255, and use that computer’s IP address as the
client address.

In the Community String field, type the name for the community.
The name can be up to 16 characters.

From the Access Mode menu, select the access level for the community, which is
either Read/Write or Read Only.

e ReadOnly: The community can only ready information.
e ReadWrite: The community can both read and write (save) information.
Click the Save button.

Your settings are saved and the community is added.

Change an existing SNMPv1 and SNMPv2 community

You can change an existing SNMPv1 and SNMPv2 community.

To change an existing SNMPv1 and SNMPv2 community:

1.

Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > Protocols > SNMP > Community Configuration.
The Community Configuration page displays.

6. Select the check box for the community.

7. Click the Edit button.
The Edit Community Configuration pop-up window displays.

8. Change the settings as needed.

For more information about the settings, see Add an SNMPv1 and SNMPv2
community on page 100.
9. Click the Save button.

Your settings are saved.

Delete an SNMPv1 and SNMPv2 community

You can delete an SNMPv1 and SNMPv2 community that you no longer need.
To delete an SNMPv1 and SNMPv2 community:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > Protocols > SNMP > Community Configuration.
The Community Configuration page displays.

6. Select the check box for the community.

7. Click the Delete button.

Your settings are saved and the community is deleted.

Manage the SNMPv1 and SNMPV2 trap
settings

For each SNMP community, you can specify the source interface that must be used on
the switch, the community name, the associated IP address, and other settings.

Add an SNMPv1 or SNMPV2 trap configuration for a host

You can add a trap configuration for a host, enabling the host to receive SNMPv1 or
SNMPV2 traps.

To add an SNMPv1 or SNMPv2 trap configuration for a host:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > Protocols > SNMP > Trap Configuration.
The Trap Configuration page displays.

6. Click the Add New button.
The Add Trap Configuration pop-up window displays.

7. In the Recipients IP field, enter the IP address of the device (that is, the host) that
must receive the traps.

8. From the Version menu, select the SNMP version that is used by the host:
e SNMPv1: The switch uses SNMPv1 to send traps to the receiver. This the default
setting.
e SNMPv2: The switch uses SNMPv2 to send traps to the receiver.

9. Inthe Community String field, type the name of the SNMP community thatincludes
the host.

For information about communities, see Add an SNMPv1 and SNMPv2 community
on page 100.

10. Click the Save button.

Your settings are saved and the trap configuration is added.
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Change an SNMPv1 or SNMPV2 trap configuration for a
host

You can change an existing SNMPv1 or SNMPv2 trap configuration for a host.

To change an SNMPv1 or and SNMPv2 trap configuration for a host:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > Trap Configuration.

The Trap Configuration page displays.

6. Select the check box for the trap configuration.

7. Click the Edit button.
The Edit Trap Configuration pop-up window displays.
8. Change the settings as needed.
For more information about the settings, see Add an SNMPv1 or SNMPv2 trap
configuration for a host on page 103.
9. Click the Save button.
Your settings are saved.
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Delete an SNMPv1 or SNMPv2 trap configuration for a host

You can delete an SNMPv1 or SNMPV2 trap configuration that you no longer need for
a host.

To delete an SNMPv1 or SNMPv2 trap configuration for a host:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Protocols > SNMP > Trap Configuration.
The Trap Configuration page displays.
6. Select the check box for the trap configuration.
7. Click the Delete button.

Your settings are saved and the trap configuration is deleted.

Configure SNMPv1 and SNMPV2 trap flags

You can enable or disable specific traps. When the condition that is identified by an
active trap occurs on the switch, a trap message is sent to any enabled SNMP trap
receivers (also referred to as hosts), and a message is written to the trap log.

To configure the trap flags:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > Protocols > SNMP > Trap Flags.
The Trap Flags page displays.

By default, all of the following trap flags are enabled, and their associated toggles
are purple and positioned to the right:

o Authentication: When enabled, SNMP traps are sent when events involving
authentication occur, such as when a user attempts to access the device Ul but
does not provide a valid user name and password.

e Link Up/Down: When enabled, SNMP traps are sent when the administrative or
operational state of a physical or logical interface link changes.

e Spanning Tree: When enabled, SNMP traps are sent when various spanning tree
events occur.

e Fan Failure: When enabled, SNMP traps are sent when a fan fails.
6. To disable atrap flag, click the associated toggle.

The toggle is gray and positioned to the left.
7. Click the Apply button.

Your settings are saved.
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Display the supported MIBs

To display the MIBs that are supported by the switch:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > Protocols > SNMP > Supported MiBs.
The Supported MIBs page displays.
The Name field displays the RFC number, if applicable, and the name of the MIB.
The Description field displays the RFC title or MIB description.

@ NOTE: A Request for Comments (RFC) is a document from the Internet
Engineering Task Force (IETF).

Manage SNMPv3 users

You can manage SNMPv3 user accounts and set up authentication and encryption.

Add an SNMPv3 user account

You can add an SMPv3 user account.
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To add an SNMPv3 user account:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Protocols > SNMP > SNMP V3 User Configuration.
The User Configuration page for SNMPv3 displays.
6. Click the Add New button.
The Add User Configuration pop-up window displays.
7. Inthe User Name field, type a name for the user account.

8. From the Access Mode menu, select Read Only or Read/Write to specify the
SNMPv3 access privileges for the user account.

9. Because the Authentication Protocol SHA-512 radio button is selected by default,
in the Authentication Key field, type a password (key).

The password can be from 8 to 12 characters.
10. Select an Encryption Protocol radio button:
e None: The information is not encrypted. This is the default setting.

e AES-128: The AES-128 encryption protocol is used, and you must set an
encryption password for SNMPv3 access (see the following step).

11. lf you select the AES-128 radio button, type a password (key) in the Encryption Key
field.
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The password can be from 8 to 12 characters.

12. Click the Save button.

Your settings are saved. The SNMPv3 user account is added.

Change an SNMPv3 user account

You can change an existing SMPv3 user account.

To change an existing SNMPv3 user account:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > SNMP V3 User Configuration.

The User Configuration page for SNMPv3 displays.

6. Select the check box for the user name.
7. Click the Edit button.

The Edit User Configuration pop-up window displays.

8. Change the settings as needed.
For more information about the settings, see Add an SNMPv3 user account on page
108.

9. Click the Save button.
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Your settings are saved.

Delete an SNMPv3 user account

You can delete an SMPv3 user account that you no longer need.

To delete an SNMPv3 user account:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.
Select System > Protocols > SNMP > SNMP V3 User Configuration.
The User Configuration page for SNMPv3 displays.

6. Select the check box for the user name.

7. Click the Delete button.

Your settings are saved and the SNMPv3 user account is deleted.

Manage the SNMPv3 trap configuration

For each SNMPv3 user, you can set up a trap configuration that specifes the protocol,
IP addresss or domain name, and security level.
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Add an SNMPv3 trap configuration for a user

You can add an SNMPv3 trap configuration for a user, enabling the user to receive
SNMPv3 traps.

To add an SNMPv3 trap configuration for a user:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > SNMP V3 Trap Configuration.

The Trap Configuration page for SNMPv3 displays.

Click the Add New button.

The Add Trap Configuration pop-up window displays.

7. Inthe User Name field, type the name of the user that must receive the traps.

8. From the Protocol menu, select IPv4, IPv6, or DNS for the type of address at which

the user can be reached.

Depending on your selection from the Protocol menu. in the Address field, type
the IPv4 or IPv6 address or the domain name at which the user can be reached.

10. From the Security Level menu, select the level of security for the user communication:
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e Auth Priv: The user must use the assigned user name and authentication, and
must use encryption.

e Auth No Priv: The user must use the assigned user name and authentication,
but encryption is not required.

11. Click the Save button.

Your settings are saved and the trap configuration is added.

Change an SNMPv3 trap configuration for a user

You can change an existing SNMPv1 or SNMPV2 trap configuration for a host.

To change an SNMPv1 or and SNMPv2 trap configuration for a host:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > SNMP V3 Trap Configuration.

The Trap Configuration page for SNMPv3 displays.

6. Select the check box for the trap configuration.

7. Click the Edit button.
The Edit Trap Configuration pop-up window displays.
8. Change the settings as needed.
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For more information about the settings, see Add an SNMPv3 trap configuration for
a user on page 112.

9. Click the Save button.

Your settings are saved.

Delete an SNMPv3 trap configuration for a user

You can delete an SNMPv3 trap configuration that you no longer need for a user.

To delete an SNMPv3 trap configuration for a user:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > Protocols > SNMP > SNMP V3 Trap Configuration.

The Trap Configuration page for SNMPv3 displays.

6. Select the check box for the trap configuration.
7. Click the Delete button.

Your settings are saved and the trap configuration is deleted.
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Configure HTTP and HTTPS access
settings

You can configure the HTTP and secure HTTP (HTTPS) access settings on the switch. If
you access the switch device Ul, HTTP is the default access method.

You can also allow HTTPS access, which enables the transmission of HTTP over an

encrypted Secure Sockets Layer (SSL) connection. When you manage the switch over
the device Ul, HTTPS can help ensure that communication between the management
system and the switch is protected from eavesdroppers and man-in-the-middle attacks.

To configure the HTTP and HTTPS access settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Protocols > HTTP.

The HTTP page displays.
6. Click the Allow HTTP toggle to enable or disable HTTP access:

o The toggle is gray and positioned to the left: You cannot access the switch
device Ul from an HTTP session over a web browser.

e The toggle is purple and positioned to the right: You can access the switch
device Ul from an HTTP session over a web browser. This is the default setting.
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7. Click the Allow HTTPS toggle to enable or disable HTTPS access:

e The toggle is gray and positioned to the left: You cannot access the switch
device Ul from an HTTPS session over a web browser. This is the default setting.

e The toggle is purple and positioned to the right: You can access the switch
device Ul from an HTTPS session over a web browser.

8. Inthe HTTPS Port field, type the HTTPS port number.

The range is from 1025 to 65535. The default port number is 443,
9. Inthe HTTP Port field, type the HTTP port number.

The range is from 1025 to 65535. The default port number is 80.

10. In the HTTP Session Soft Timeout field, type the number of minutes an HTTP session
can be idle before a time-out occurs.

The range is from 0 to 60 minutes. The defaultis 15 minutes.
11.In the HTTP Session Hard Timeout field, type the hard time-out for HTTP sessions.

This time-out is unaffected by the activity level of the session. The range is from 0 to
168 hours. The default is 24 hours.

12. In the Maximum Number of HTTP Sessions field, type the maximum number of
HTTP sessions that are allowed simultaneously.

The range is from 1 to 4. The default is 4.
13. Click the Apply button.

Your settings are saved.

Browser security message with
HTTPS access

After you enable HTTPS access (see Configure HTTP and HTTPS access settings on page
115) and you attempt to access the device Ul, your browser might display a security
warning because of the self-signed certificate on the switch. This is expected behavior.
You can proceed, or add an exception for the security warning.

To proceed with a security warning or add an exception for a security warning:

e Google Chrome: Click the ADVANCED link. Then, click the Proceed to x.x.x.x
(unsafe) link, in which x.x.x.x represents the domain name or IP address of the device.

e Apple Safari: Click the Show Details button. Then, click the visit this website link.
If a warning pop-up window displays, click the Visit Website button. If another
pop-up window displays to let you confirm changes to your certificate trust settings,
enter your Mac user name and password and click the Update Setting button.
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e Mozilla Firefox: Click the ADVANCED button. Then, click the Add Exception button.
In the pop-up window that displays, click the Confirm Security Exception button.

e Microsoft Edge: Select Details > Go on to the webpage.

e Microsoft Internet Explorer: Click the Continue to this website (not
recommended) link.

SSH management access

You can display and modify the Secure Shell (SSH) server settings on the switch. SSH is
a network protocol that enables access to the CLI management interface by using an

SSH client on a remote administrative device. SSH is a more secure access method than
Telnet because it encrypts communication between the administrative system and the
device. You can download or generate SSH host keys for secure CLI-based management.

Configure the SSH access settings

You can configure the Secure Shell (SSH) access settings. By default, the switch uses
SSH version 2.

To configure the SSH access settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

Configure Switch System 117 User Manual
Settings



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

The Dashboard page displays.
5. Select System > Protocols > SSH.
The SSH page displays.
6. Click the Allow SSH toggle to enable or disable SSH access:

o The toggle is gray and positioned to the left: You cannot access the switch
from an SSH session. This is the default setting.

e The toggle is purple and positioned to the right: You can access the switch
from an SSH session.

7. Inthe SSH Port field, type the SSH port number.
The range is from 1025 to 65535. The default port number is 22.

8. In the SSH Session Timeout field, type the number of minutes an SSH session can
be idle before a time-out occurs.

The range is from 0 to 60 minutes. The defaultis 5 minutes. If you enter O, the session
does not time out.

9. Inthe Maximum Number of SSH Sessions field, type the maximum number of SSH
sessions that are allowed simultaneously.

The range is from 1 to 4. The default is 4.
10. Click the Apply button.

Your settings are saved.

Manage RSA, DSA, and ECDSA keys for SSH
access

You can manage Rivest-Shamir-Adelman (RSA) and various versions of Digital Signature
Algorithm (DSA) keys for SSH access to the switch.

Generate an RSA, DSA, or ECDSA key

The switch supports the following keys that are used for SSH access:
e RSA: Rivest-Shamir-Adleman (RSA), which is an algorithm that is widely supported.

e DSA: Digital Signature Algorithm (DSA), which is a secure algorithm for authentication
but not for encryption.

o ECDSA: Elliptic Curve Digital Signature Algorithm (ECDSA), which is a newer and
very secure algorithm that is not yet widely supported.
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@ NOTE: To generate an SSH key file, SSH must be disabled (see Configure the

SSH access settings on page 117).

To generate an RSA, DSA, or ECDSA key:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select System > Protocols > SSH.

The SSH page displays.

The Keys Present field displays whether a certificate is present on the switch.

Do one of the following:

e RSA key: In the RSA Keys Management section, select the Generate RSA Keys
radio button.

o DSAkey: In the DSA Keys Management section, select the Generate DSA Keys
radio button.

o ECDSAkey: Inthe ECDSA Keys Management section, select the Generate ECDSA
Keys radio button.

Click the Apply button.

The switch generates a key. The Key Generation In Progress field shows progress
information.

The following table describes the view-only fields on the page.
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Table 22. Host Key Status information

Field Description

Keys Present Displays which keys are present on the switch (if any): RSA, DSA, ECDSA,
or None.

Key Generation In Progress Displays which key is being generated (if any): RSA, DSA, ECDSA, or
None.

Transfer an existing SSH key from a computer to the switch

You can transfer an SSH-2 RSA key Privacy Enhanced Mail (PEM) file from a computer
to the switch. The file must be in the correct format.

@ NOTE: To download an SSH key file to the switch, SSH must be disabled (see

Configure the SSH access settings on page 117).

To transfer an SSH key to the switch:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Protocols > SSH.
The SSH page displays.
In the Host Key Update section, the only option from the File Type menu is SSH-2
RSA Key PEM File for an SSH-2 Rivest-Shamir-Adelman (RSA) key file (PEM Encoded).
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6. Click the Browse button and locate and select the file that you want to download
to the switch.

7. Click the Apply button.

The file transfer starts. A status message displays during the transfer and upon
successful completion of the transfer.

Delete an RSA, DSA, or ECDSA key

@ NOTE: To delete an SSH key file, SSH must be disabled (see Configure the SSH
access settings on page 117).

To delete an RSA, DSA, or ECDSA key:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > Protocols > SSH.

The SSH page displays.

The Keys Present field displays Yes.

6. Do one of the following:
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e RSA key: In the RSA Keys Management section, select the Delete RSA Keys
radio button.

o DSA key: In the DSA Keys Management section, select the Delete DSA Keys
radio button.

e ECDSA key: In the ECDSA Keys Management section, select the Delete ECDSA
Keys radio button.

Click the Apply button.

The key is removed.

Configure inbound Telnet settings

If you enable the inbound Telnet session capability, an authorized user can establish a
Telnet session to the switch.

To configure the inbound Telnet settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > Protocols > Telnet.
The Telnet page displays.
6. Click the Allow Telnet toggle to enable or disable Telnet access:
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o The toggle is gray and positioned to the left: You cannot access the switch
from a Telnet session. This is the default setting.

e The toggle is purple and positioned to the right: You can access the switch
from a Telnet session

7. Click the Apply button.

Your settings are saved.

DHCP server

You can configure settings for an IPv4 DHCP server, DHCP pools, and DHCP bindings.
You can also view DHCP statistics.

Enable the DHCP server and configure the
Bootp mode

The switch supports a single IPv4 DHCP server for which you can configure multiple
address pools.

To enable the DHCP server and configure the Bootp mode:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
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4. Click the Login button.
The Dashboard page displays.

5. Select System > DHCP Services > DHCP Server > DHCP Server Configuration.
The DHCP Server Configuration page displays.

6. Click the DHCP Server toggle to enable or disable the DHCP server:

o The toggle is gray and positioned to the left: The DHCP server is disabled.
This is the default setting.

e The toggle is purple and positioned to the right: The DHCP server is enabled

7. Click the BootP Automatic Mode toggle to enable or disable the BootP mode for
dynamic pools:

e The toggle is gray and positioned to the left: The BootP mode is disabled.
This is the default setting.

e Thetoggle is purple and positioned to the right: The Bootp mode is enabled.

8. Inthe Ping Packet Count field, type the number of packets that the server sends to
a pool address to check for duplication as part of a ping operation.

The value can be 0 or from 2 to 10. Setting the value to 0 disables the function. The
default is 2.

9. Click the Apply button.

Your settings are saved.

Exclude IP addresses for the DHCP server

You can exclude a single IP address or a range of IP addresses. The DHCP server cannot
assign an IP address from an excluded range, even if the range is part of a DHCP pool
of addresses from which the DHCP server assigns addresses to clients.

To exclude a single IP address or a range of IP addresses for the DHCP server:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > DHCP Services > DHCP Server > DHCP Server Configuration.
The DHCP Server Configuration page displays.
6. Click the Add New button.
The Add Excluded Address pop-up window displays.

7. Inthe IP Range From field, type the lowest address in the range or a single address
to be excluded.

8. Inthe IP Range To field, do one of the following:

e Exclude a single IP address: Type the same IP address that you typed in the IP
Range From field.

e Exclude a range of IP addresses: Type the highest address in the range.
9. Click the Save button.

Your settings are saved.

Manage DHCP pools

You can set up and manage different types of pools of IP addresses that the DHCP
server can assign.

Add a DHCP pool or DHCP binding

You can add multiple pools from which the DHCP server can assign IP addresses to
clients. You can also add multiple DHCP bindings.

To add a DHCP pool or a DHCP binding:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select System > DHCP Services > DHCP Server > DHCP Pools.
The DHCP Pools page displays.
6. Click the Add New button.
The Add DHCP Pool Configuration pop-up window displays.
7. Inthe Pool Name field, type a name for the new pool.
The name can be up to 32 characters in length.
8. From the Binding Type menu, select the type of binding for the pool:
e Unallocated: No further configurations are required. Continue with the next step.
e Dynamic Type: Configure the following settings:
o Network Address. The subnet IP address for the dynamic DHCP pool.
o Network Mask: The network mask for the dynamic DHCP pool.
e Manual Type: Configure the following settings:
o Hardware Address: The hardware MAC address of the DHCP client.
o Client Identifier: The client ID of the DHCP client.
o ClientIP Address: The IP address for the manual binding of the DHCP client.
o Client Subnet: The subnet mask for the manual binding of the DHCP client.

o Client Name: A name for the client.
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9. From the Lease Time menu, select how the binding is leased:
o Specified Duration: Configure the following settings:

o Day: The number of days of the lease period. The range is from 0 to 59. The
defaultis 1.

o Hours: The number of hours of the lease period. The range is from 0 to 23.

o Minutes: The number of minutes of the lease period. The range is from 0 to
59.

e Infinity: For a dynamic binding, infinite is a lease period of 60 days. For manually
added binding, the lease period is indefinite. No further configurations are
required. Continue with the next step.

10. To configure default router addresses, click the Default Router link, and add up to
eight IP addresses for default routers, in order of preference.

A default router can function as a DHCP server. If you do not add a default router,
the switch functions as the DHCP server.

11. To configure DNS server addresses, click the DNS Server link, and add up to eight
IP addresses for DNS servers, in order of preference.

12.In the Next Server Address field, enter the IP address of the next server that must
be used in the boot process for a DHCP client.

13. From the NetBIOS Type menu, select one of the following NetBIOS node types for
DHCP clients:

e b-node: Broadcast node type

e p-node: Peer-to-peer node type
e m-node: Mixed node type

e h-node: Hybrid node type

14. To configure NetBIOS name server addresses, click the NetBIOS Name Server link,
and add up to eight IP addresses for NetBIOS name servers, in order of preference.

15. In the Domain Name field, enter the domain name that must be used in the boot
process for a DHCP client.

The domain name can be up to 255 characters in length.

16. In the Bootfile field, enter the name of the default boot image that must be used in
the boot process for a DHCP client.

The bootfile name can be up to 127 characters in length.

17. To configure NTP servers, click the NTP Server link, and type up to two IP addresses
for NTP servers that must be used in the boot process for a DHCP client.

18. Click the Save button.

Your settings are saved.
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Change a DHCP pool

You can change an existing DHCP pool.

To change a DHCP pool:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Server > DHCP Pools.

The DHCP Pools page displays.

6. Select the check box for the pool name.

Click the Edit button.
The Edit DHCP Pool Configuration pop-up window displays.
Change the settings as needed.

For more information about the settings, see Add a DHCP pool or DHCP binding
on page 125.

Click the Save button.

Your settings are saved.

Remove a DHCP pool or DHCP binding

You can remove a DHCP pool or DHCP binding that you no longer need.
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To remove a DHCP pool or DHCP binding:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > DHCP Services > DHCP Server > DHCP Pools.
The DHCP Pools page displays.
6. Select the check box for the pool name.
7. Click the Delete button.

Your settings are saved. The pool is removed.

Display or clear the DHCP server bindings

To display the DHCP server bindings or clear a DHCP server binding:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
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The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Server > DHCP Binding.

The DHCP Binding page displays. The table displays information about the DHCP
server bindings.

To clear a binding, select the check box for the binding, and click the Clear button.
To refresh the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 23. DHCP bindings information

Field Description

IP Address The client’s IP address

Pool Name The pool to which the client’s IP address belongs

Binding Type The type of binding for the client (Unallocated, Dynamic, or Manual)
MAC Address The client’s hardware MAC address

Lease Time Left The remaining lease time in days, hours and minutes (dd:hh:mm format)

Display DHCP server statistics

To display the DHCP server statistics:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > DHCP Services > DHCP Server > DHCP IPV4 Server Statistics.

The DHCP IPv4 Server Statistics page displays.

To clear the statistics, click the Clear button.

To refresh the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 24. DHCP server statistics information

Field Description

DHCP Discover Received The number of DHCP Discover messages received by the DHCP server.
DHCP Request Received The number of DHCP Request messages received by the DHCP server.
DHCP Decline Received The number of DHCP Decline messages received by the DHCP server.
DHCP Release Received The number of DHCP Release messages received by the DHCP server.
DHCP Inform Received The number of DHCP Inform messages received by the DHCP server.
DHCP Offer Transmitted The number of DHCP Offer messages sent by the DHCP server.

DHCP ACK Transmitted The number of DHCP ACK messages sent by the DHCP server.

DHCP NACK Transmitted The number of DHCP NACK messages sent by the DHCP server.

DHCP relay

The switch can function as a Layer 3 device in which it relays messages between DHCP
clients and DHCP servers that are located in a different IP subnet. We refer to the switch
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as a Layer 3 DHCP relay, or simply a DHCP relay, as opposed to a L2 DHCP relay, which
is a different function (see DHCP Layer 2 relay on page 136).

Configure the global DHCP relay server
settings

You can configure the global DHCP relay server settings.

To configure the global DHCP relay server settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > DHCP Services > DHCP Relay > DHCP Relay.
The DHCP Relay page displays.
6. Click the DHCP Relay toggle to enable or disable the DHCP relay:
e The toggle is gray and positioned to the left: The DHCP relay is disabled for
the switch. This is the default setting.
e The toggle is purple and positioned to the right: The DHCP relay is enabled
for the switch.
7. Click the Circuit ID toggle to enable or disable the circuit ID mode for the DHCP
relay:
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o Thetoggle is gray and positioned to the left: The circuit ID suboption of DHCP
Option-82 is disabled for the switch.

e The toggle is purple and positioned to the right: The circuit ID suboption of
DHCP Option-82 is enabled for the switch. This is the default setting.

8. Click the Apply button.

Your settings are saved.

Add the DHCP relay function to an existing
routing VLAN

You can add the DHCP relay function to an existing routing VLAN that is connected to
a DHCP server that is located in a different IP subnet. This routing VLAN can function
as a DHCP relay. You can add the DHCP relay function to more than one routing VLAN.

To add the DHCP relay function to an existing routing VLAN:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > DHCP Services > DHCP Relay > DHCP Relay.

The DHCP Relay page displays.
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In the DHCP Relay VLAN Interfaces section, select the check box for the routing
VLAN.

Click the Edit button.
The Edit DHCP Relay VLAN Interfaces pop-up window displays.

From the Server Override Mode menu, select to enable to disable the server
override mode:

e Disable: Option 82 Suboption 5 and Option 82 Suboption 11 are not added to
a DHCP packet that is received from a DHCP client. This is the default setting.

e Enable: Option 82 Suboption 5 and Option 82 Suboption 11 are added to a
DHCP packet that is received from a DHCP client.

From the Source Interface menu, select the routing VLAN that must function as the
source interface to get the agent IP address.

By default, no source interface is selected.

The DHCP relay configuration of the source interface takes precedence over the
global DHCP relay configuration.

10. Click the Save button.

Your settings are saved.

Remove the DHCP relay function from a
routing VLAN

You can remove the DHCP relay function from a routing VLAN. The routing VLAN itself
is not removed.

To remove the DHCP relay function from a routing VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select System > DHCP Services > DHCP Relay > DHCP Relay.
The DHCP Relay page displays.

In the DHCP Relay VLAN Interfaces section, select the check box for the routing
VLAN.

Click the Edit button.
The Edit DHCP Relay VLAN Interfaces pop-up window displays.

From the Source Interface menu, select None.

9. Click the Save button.

Your settings are saved.

Display the DHCP relay statistics

You can display the DHCP relay statistics.

To display the DHCP relay statistics:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
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For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select System > DHCP Services > DHCP Relay > DHCP Relay Statistics.

The DHCP Relay Statistics page displays.

6. To clear the statistics, click the Clear button.
7. To refresh the information on the page, click the Refresh button.
The following table describes the view-only fields on the page.

Table 25. DHCP relay statistics information

Field Description
DHCP Relay Transmitted The number of DHCP messages that the relay sent.
DHCP Relay Received The number of DHCP messages that the relay received.

DHCP Layer 2 relay

If you enable and configure a DHCP relay agent on the switch, some Layer 2 (L2) devices
do not need to connect to a DHCP server on the physical network. A relay agent
automatically populates the gateway IP address (giaddr) field and adds the Relay Agent
Information option to DHCP messages. A DHCP server uses this option for IP addresses
and other assignment policies. ADHCP relay agent is usually an IP routing-aware device,
which is also referred to as a Layer 3 relay agent. In some network configurations, L2
devices must append the Relay Agent Information option because they are closer to
the end hosts.

An L2 device can operate as a bridge only for a network and might not include an IPv4
address on the network. If an L2 device lacks an IPv4 source address, the device cannot
relay packets directly to a DHCP server that is located on another network. In that
situation, the L2 device can append the Relay Agent Information option and broadcast
the DHCP message.

Configure the global DHCP L2 relay settings

To configure the global DHCP L2 relay settings:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > DHCP Services > DHCP L2 Relay > DHCP L2 Relay Global
Configuration.

The DHCP L2 Relay Global Configuration page displays.
6. Click the Admin Mode toggle:

e The toggle is gray and positioned to the left: DHCP L2 Relay is globally
disabled. This is the default setting.

e The toggle is purple and positioned to the right: DHCP L2 Relay is globally
enabled.

7. Click the Apply button.

Your settings are saved.

Configure the DHCP L2 relay VLAN settings

You can enable or disable the DHCP L2 relay VLAN settings and circuit ID suboption of
DHCP Option-82, and set a remote ID string.

To configure the DHCP L2 relay VLAN settings:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP L2 Relay > DHCP L2 Relay Global
Configuration.

The DHCP L2 Relay Global Configuration page displays.
The following steps refer to the DHCP L2 Relay VLAN Configuration section.

6. Select the check box for the VLAN.
7. Click the Edit button.

The Edit DHCP L2 Relay VLAN Configuration pop-up window displays.

8. From the Admin Mode menu, select the DHCP L2 relay mode for the VLAN:
o Disabled: DHCP L2 relay is disabled for the VLAN.
o Enabled: DHCP L2 relay is enabled for the VLAN. This is the default setting.
9. From the Circuit ID Mode menu, select the circuit ID option for the VLAN:
o Disabled: The circuit ID suboption of DHCP Option-82 is disabled for the VLAN.
This is the default setting.
o Enabled: The circuit ID suboption of DHCP Option-82 is enabled for the VLAN.
10.In the Remote ID String field, type the remote ID.
The remote ID applies if the circuit ID suboption is enabled.
11. Click the Save button.
Your settings are saved.
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Configure a DHCP L2 relay interface

You can enable a DHCP L2 relay on an interface.

To configure DHCP L2 relay interface:

1. Connect your computer to the same network as the switch.
You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.
2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > DHCP Services > DHCP L2 Relay > DHCP L2 Relay Interface
Configuration.
The DHCP L2 Relay Interface Configuration page displays.
6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).
7. Select one or more interfaces by taking one of the following actions:
e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.
e To configure multiple interfaces with the same settings, select the check box
associated with each interface.
e To configure all interfaces with the same settings, select the check box in the
heading row.
8. Click the Edit button.
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The Edit DHCP L2 Relay Configuration pop-up window displays.
9. From the Admin Mode menu, select the DHCP L2 relay mode for the interface:
o Disabled: DHCP L2 relay is disabled for the interface.
e Enabled: DHCP L2 relay is enabled for the interface. This is the default setting.

10. From the 82 Option Trust Mode menu, select to enable or disable the interface as
a trusted interface for the Relay Agent Information option (Option 82):

o Disabled: The interface is not a trusted interface. This is the default setting.
e Enabled: The interface is a trusted interface
11. Click the Save button.

Your settings are saved.

Display or clear the DHCP L2 relay interface
statistics

To display or clear the DHCP L2 relay interface statistics:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
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5. Select System > DHCP Services > DHCP L2 Relay > DHCP L2 Relay Interface
Statistics.

The DHCP L2 Relay Interface Statistics page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. To clear the statistics, click the Clear button.
8. To refresh the information on the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 26. DHCP L2 relay interface statistics information

Field Description
Interface The interface from which the DHCP message is received

Untrusted Server Messages With  The number of DHCP messages with Option 82 received from an untrusted
Opt82 server

Untrusted Client Messages With  The number of DHCP messages with Option 82 received from an untrusted
Opt82 client

Trusted Server Messages Without  The number of DHCP messages without Option 82 received from a trusted
Opt82 server

Trusted Client Messages Without  The number of DHCP messages without Option 82 received from a trusted
Opt82 client

DHCP snooping

DHCP snooping is a feature that provides security by filtering untrusted DHCP messages
and by building and maintaining a DHCP snooping binding table. An untrusted message
is a message that is received from outside the network or firewall and that can cause
traffic attacks within your network. The DHCP snooping binding table contains the MAC
address, IP address, lease time, binding type, VLAN number, and interface information
that correspond to the local untrusted interfaces of a switch. An untrusted interface is
an interface thatis configured to receive messages from outside the network or firewall.
Atrusted interface is an interface thatis configured to receive messages only from within

the network.

DHCP snooping acts like a firewall between untrusted hosts and DHCP servers. It also
provides a way to differentiate between untrusted interfaces connected to the end user
and trusted interfaces connected to the DHCP server or another switch.
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Enable DHCP snooping for the switch

You can globally enable DHCP snooping for the switch.

To globally enable DHCP snooping for the switch:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select System > DHCP Services > DHCP Snooping > Global Configuration.
The Global Configuration page displays.
6. Click the DHCP Snooping Mode toggle:
o The toggle is gray and positioned to the left: The DHCP Snooping Mode is
globally disabled. This is the default setting.
e The toggle is purple and positioned to the right: The DHCP Snooping Mode
is globally enabled.
7. Click the MAC Address Validation toggle:
o The toggle is gray and positioned to the left: MAC address validation is
disabled.
o The toggle is purple and positioned to the right: MAC address validation is
enabled. This is the default setting.
When MAC address validation is enabled, the switch checks packets that are
received on an untrusted interface to verify that the MAC address and the DHCP
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client hardware address match. If the addresses do not match, the switch drops
the packet.

8. Click the Apply button.

Your settings are saved.

Enable DHCP snooping for a VLAN

To enable DHCP snooping for a VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Snooping > Global Configuration.
The Global Configuration page displays.

The following steps refer to the VLAN Configuration section.

6. Select the check box for the VLAN.
7. Click the Edit button.

The Edit VLAN Configuration pop-up window displays.

8. From the DHCP Snooping Mode menu, select the DHCP snooping mode for the
VLAN:
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o Disable: DHCP snooping is disabled for the VLAN. This is the default setting.
e Enable: DHCP snooping is enabled for the VLAN.

9. Click the Save button.

Your settings are saved.

Configure DHCP snooping interface settings

You can display and configure each port as a trusted or untrusted port. Any DHCP
responses received on a trusted port are forwarded. If a portis configured as untrusted,
any DHCP (or BootP) responses received on that port are discarded.

To configure DHCP snooping interface settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight

app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
The Dashboard page displays.

5. Select System > DHCP Services > DHCP Snooping > Interface Configuration.
The Interface Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:
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e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

8. Click the Edit button.
The Edit DHCP Snooping Interface Configuration pop-up window displays.
9. From the Trust Mode menu, select the trust mode:

o Disabled: The interface is considered to be untrusted and could potentially be
used to launch a network attack. This is the default setting.

DHCP server messages are checked against the bindings database. On untrusted
ports, DHCP snooping enforces the following security rules:

o DHCP packets from a DHCP server are dropped.

o DHCP messages are dropped ifthe MAC address is in the snooping database
but the binding's interface is different from the interface where the message
was received.

o DHCP packets are dropped if the source MAC address does not match the
client hardware address and if MAC address validation is globally enabled.

e Enabled: The interface is considered to be trusted and forwards DHCP server
messages without validation.

10. From the Invalid Packets menu, select the packet logging mode:

o Disabled: DHCP snooping does not generate log messages. This is the default
setting.

e Enabled: DHCP snooping generates a log message when an invalid packet is
received and dropped by the interface.

11.In the Rate Limit (pps) field, type the rate limit value for DHCP snooping purposes.

If the incoming rate of DHCP packets per second exceeds the configured burst
interval per second, the port shuts down. If the rate limitis None (which is the default),
the burst interval is also not applicable, and rate limiting is disabled.

12.In the Burst Interval (secs) field, type the burst interval in seconds for rate limiting
on the interface.

If the rate limit is N/A, the burst interval is not applicable.
13. Click the Save button.

Your settings are saved.
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Add a static DHCP snooping binding

You can add a static binding to the DHCP snooping bindings database.

To add a static DHCP snooping binding:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

In the Static Binding Configuration section, click the Add New button.

The Add Static Binding Configuration pop-up window displays.

From the Interface menu, select the interface.

8. Inthe MAC Address field, type the MAC address for the binding to be added.

10.

11

This is the key to the binding database.
From the VLAN ID menu, select the ID of the VLAN.
In the IP Address field, type the IP address for the binding to be added.

. Click the Save button.

Your settings are saved. The DHCP snooping binding entry is added to the database.
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Change a static DHCP snooping binding

You can change an existing static DHCP snooping.

To change a static DHCP snooping binding:

1. Connect your computer to the same network as the switch.
You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight

app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
The Dashboard page displays.

5. Select System > DHCP Services > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

6. Inthe Static Binding Configuration section, select the check box for the interface
binding configuration.

7. Click the Edit button.
The Edit Static Binding Configuration pop-up window displays.

8. Change the settings as needed.
For more information about the settings, see Add a static DHCP snooping binding
on page 146.

9. Click the Save button.
Your settings are saved.
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Remove a static DHCP snooping binding

You can remove a static binding from the DHCP snooping bindings database.

To remove a static DHCP snooping binding:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select System > DHCP Services > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

6. Inthe Static Binding Configuration table, select the check box for the static binding.

Click the Delete button.
The DHCP snooping binding entry is removed from the database.

Display dynamic DHCP snooping bindings

You can display the dynamic DHCP snooping bindings.

To display the dynamic DHCP snooping bindings:

1.

Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network

and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.
Select System > DHCP Services > DHCP Snooping > Binding Configuration.
The Binding Configuration page displays.

The Dynamic Binding Configuration section shows information about the DHCP
bindings that were learned on each interface on which DHCP snooping is enabled.

To refresh the page, click the Refresh button.

The following table describes the view-only fields in the Dynamic Binding Configuration
section.

Table 27. Dynamic binding configuration information

Field Description
Interface The interface on which the DHCP client message was received
MAC Address The MAC address associated with the DHCP client that sent the message. This is
the key to the binding database.
VLAN ID The VLAN ID of the client interface
IP Address The IP address assigned to the client by the DHCP server
Lease Time The remaining IP address lease time for the client
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Configure DHCP snooping persistent
settings

You can configure the persistent location of the DHCP snooping bindings database.
The bindings database can be stored locally on the switch or on a remote device in the
network. The switch must be able to reach the IP address of the remote device to send
bindings to a remote database.

To configure DHCP snooping persistent settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP Snooping > Persistent Configuration.

The Persistent Configuration page displays.

Select where the DHCP snooping bindings database is located.

e Local: The binding table is stored locally on the switch.

e Remote: The binding table is stored on a remote TFTP server.
If the database is stored on a remote server, specify the following information:
o Remote IP Address: Type the IP address of the TFTP server.

o Remote File Name: Type the file name of the DHCP snooping bindings
database in which the bindings are stored.
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In the Write Delay field, specify the time that the switch must wait after writing
binding information to persistent storage.

The delay allows the switch to collect as many entries as possible (new and removed)
before writing them to the persistent file. You can specify from 15 to 86400 seconds.
By default, the delay is 300 seconds.

Click the Apply button.

Your settings are saved.

Display the DHCP snooping statistics

You can display the per-interface statistics about the DHCP messages filtered by the
DHCP snooping feature on untrusted interfaces.

To display the DHCP snooping statistics:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight

app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
The Dashboard page displays.

5. Select System > DHCP Services > DHCP Snooping > Statistics.
The DHCP Snooping Statistics page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. To refresh the page, click the Refresh button.
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The following table describes the DHCP snooping statistics.

Table 28. DHCP Snooping Statistics information

Field Description
Interface The interface for which statistics are displayed

MAC Verify Failures  The number of DHCP messages that were dropped because the source MAC address
and client hardware address did not match. MAC address verification is performed
only if it is globally enabled.

Client Ifc Mismatch ~ The number of packets that were dropped by DHCP snooping because the interface
and VLAN on which the packet was received do not match the client's interface and
VLAN information stored in the binding database

DHCP Server The number of DHCP server messages that were dropped on an untrusted port
Messages

DHCPv6 server

You can configure settings for a DHCP IPvé (DHCPv6) server, DHCPvé pools, and DHCPvé
bindings. You can also view DHCPv6 statistics.

Enable the DHCPV6 server

By default, the DHCP IPv6 (DHCPv6) server is disabled. You can enable it so that the
switch can assign network configuration information to IPvé clients.

To enable the DHCPv6 server on the switch:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > DHCP Services > DHCP IPvé Server > DHCP IPvé Server
Configuration.

The DHCP IPvé Server Configuration page displays.
6. Click the DHCP IPv6 Server toggle to enable or disable the DHCPv6 server:

o The toggle is gray and positioned to the left: The DHCPV6 server is disabled.
This is the default setting.

e Thetoggleis purple and positioned to the right: The DHCPvé6 serveris enabled
7. Click the Apply button.

Your settings are saved.

Manage DHCPv6 pools

A DHCP IPv6 (DHCPv6) pool provides network configuration information that is available
to DHCPvé clients that request such information. You can add, change, and remove
DHCPv6 pools.

Add a DHCPv6 pool

A DHCPvé pool provides network configuration information that is available to DHCPv6
clients that request such information.

To add a DHCPvé6 pool:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP IPv6 Server > DHCP IPvé6 Pools.

The DHCP IPvé6 Pools page displays.

Click the Add New button.

The Add DHCP IPvé Pool Configuration pop-up window displays.

In the Pool Name field, type a name for the new pool.

The name can be up to 32 characters in length.

In the Addresses Prefix field, type the IPv6 address and prefix length.

The IPv6 address must be in hexadecimal digits. The prefix length must be from 4
to 126.

From the VLAN Interface menu, select a VLAN.

. To configure DNS server addresses, click the DNS Server link, and add up to eight

IPv6 addresses for DNS servers, in order of preference.

An IPv6 address must be in hexadecimal digits. The prefix length must be from 0 to
128.

To add domain names, click the Domain Name link, and add up to five IPv6 domain
names for the pool, in order of preference.

A domain name can be up to 255 alphanumeric characters in length.
Click the Save button.

Your settings are saved.

Change a DHCPvé6 pool

You can change an existing DHCPvé6 pool.

To change a DHCPvé6 pool:

1.

Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select System > DHCP Services > DHCP IPv6 Server > DHCP IPvé6 Pools.
The DHCP IPvé6 Pools page displays.

6. Select the check box for the pool name.
7. Click the Edit button.

The Edit DHCP IPvé6 Pool Configuration pop-up window displays.

Change the settings as needed.

For more information about the settings, see Add a DHCPv6 pool on page 153.
Click the Save button.

Your settings are saved.

Remove a DHCPvé6 pool

You can remove a DHCPv6 pool that you no longer need.

To remove a DHCPvé pool:

1. Connect your computer to the same network as the switch.
You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP IPv6 Server > DHCP IPv6 Pools.

The DHCP IPvé Pools page displays.

6. Select the check box for the pool name.
7. Click the Delete button.

Your settings are saved. The pool is removed.

Display or clear the DHCPv6 server bindings

To display the DHCPvé6 server bindings or clear a DHCPv6 server binding:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select System > DHCP Services > DHCP IPv6 Server > DHCP IPv6 Binding.

The DHCP IPvé Binding page displays. The table displays information about all
DHCPvé6 server bindings.

6. To clear a binding, select the check box for the binding, and click the Clear button.

7. To refresh the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 29. DHCP bindings information

Field Description
IPv6 Address The client's IPvé address
IAID The client's interface association identifier (IAID). This is a binding between

the interface and one or more IP addresses.

Lease Time Left The remaining lease time in days, hours and minutes (dd:hh:mm format)

Display DHCPv6 server statistics

To display the DHCPv6 server statistics:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select System > DHCP Services > DHCP IPvé Server > DHCP IPvé Server
Statistics.

The DHCP IPvé6 Server Statistics page displays.
To clear the statistics, click the Clear button.
7. To refresh the page, click the Refresh button.
The following table describes the view-only fields on the page.

Table 30. DHCP server statistics information

Field Description

Solicit Received The number of Solicit messages received by the DHCPv6 server.
Request Received The number of Request messages received by the DHCPvé server.
Confirm Received The number of Confirm messages received by the DHCPvé6 server.
Renew Received The number of Renew messages received by the DHCPv6 server.
Rebind Received The number of Rebind messages received by the DHCPv6 server.
Release Received The number of Release messages received by the DHCPvé server.
Decline Received The number of Decline messages received by the DHCPvé server.
Inform Received The number of Inform messages received by the DHCPvé server.
Advertisement Transmitted The number of Advertisement messages sent by the DHCPvé6 server.
Reply Transmitted The number of Reply messages sent by the DHCPv6 server.

DHCPv6 relay

A DHCP IPv6 (DHCPv6) relay agent allows sub-options to be attached to messages that
are being relayed by the switch to a DHCPv6 server. In turn, the DHCPv6 server can use
this information in determining an address to assign to a DHCPvé client.
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Add a DHCPv6 relay VLAN interface

You can selecta VLAN thatis connected to a DHCPvé6 server thatis located in a different
IPv6 subnet. This VLAN can function as a DHCPvé6 relay. You can add multiple DHCPvé6
relay VLAN interfaces.

To add a DHCP relay VLAN interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
The Device Admin Password page displays.
If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.
e Ifyou previously managed the switch through the Insight Cloud Portal or Insight

app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
The Dashboard page displays.

5. Select System > DHCP Services > DHCP IPvé6 Relay > DHCP IPvé6 Relay.
The DHCP IPvé6 Relay page displays.

6. Click the Add New button.
The Add DHCP IPvé Relay VLAN Interfaces pop-up window displays.

7. From the VLAN interface menu, select a routing VLAN.
The menu displays routing VLANs only.

8. Inthe IPv6 Address field, type the IPv6 address and prefix that must be associated
with the DHCPv6 VLAN interface.
The IPv6 address must be in hexadecimal digits. The prefix length must be from 0
to 128.

9. From the Relay Interfaces menu, select a routing VLAN that must function as the
relay interface.
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The menu displays routing VLANs only.

Arelay interface is required when the relay address is a link-local or multicast address.

10. Click the Save button.

Your settings are saved.

Remove a DHCPvé6 relay VLAN interface

You can remove a DHCPvé6 relay VLAN interface that you no longer need.
To remove a DHCPv6 relay VLAN interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP IPv6 Relay > DHCP IPv6 Relay.

The DHCP IPvé Relay page displays.

6. Select the check box for the DHCPv6 relay VLAN interface.
7. Click the Delete button.

Your settings are saved. The DHCPvé relay VLAN interface is removed.
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Display the DHCPv6 relay statistics

You can display the DHCPvé relay statistics.

To display the DHCPv6 relay statistics:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select System > DHCP Services > DHCP IPv6 Relay > DHCP IPv6 Relay Statistics.
The DHCP IPvé Relay Statistics page displays.

6. To clear the statistics, click the Clear button.

7. To refresh the information on the page, click the Refresh button.
The following table describes the view-only fields on the page.
Table 31. DHCP IPvé relay statistics information
Field Description
Relay Forward Received The number of Forward messages that the relay received
Relay Reply Received The number of Reply messages that the relay received
Relay Forward Transmitted The number of Forward messages that the relay sent
Relay Reply Transmitted The number of Reply messages that the relay sent
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Manage VLANSs

This chapter covers the following topics:

Manage the VLAN configuration on the switch
Auto-VLANSs
Configure a MAC-based VLAN

Configure a protocol-based VLAN group

Configure Generic Attribute Registration Protocol
Private VLANs

Protect ports

NOTE: For more information about VLANs and a configuration example, see
Virtual Local Area Networks (VLANs) on page 564.
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Manage the VLAN configuration on
the switch

You can add, change, and delete VLANSs, or reset the entire VLAN configuration on the
switch to defaults.

About VLANSs

Adding virtual LAN (VLAN) support to a Layer 2 switch offers some of the benefits of
both bridging and routing. Like a bridge, a VLAN switch forwards traffic based on the
Layer 2 header, which is fast, and like a router, it partitions the network into logical
segments, which provides better administration, security, and management of multicast
traffic.

By default, all ports on the switch are in the same broadcast domain. VLANs electronically
separate ports on the same switch into separate broadcast domains so that broadcast
packets are not sent to all the ports on a single switch. When you use a VLAN, users can
be grouped by logical function instead of physical location.

Each VLAN in a network is assigned an associated VLAN ID, which appears in the IEEE
802.1Qtag in the Layer 2 header of packets transmitted on a VLAN. An end station can
omitthe tag, or the VLAN portion of the tag, in which case the first switch port to receive
the packet can either reject it or insert a tag using its default VLAN ID. A port can handle
traffic for more than one VLAN, but it can support only one default VLAN ID.

You can define VLAN groups stored in the VLAN membership table. Each switch can
supportup to 256 VLANs. VLAN 1 is created by default and is the default VLAN of which
all ports are members.

The following VLANSs are preconfigured on the switch and you cannot delete them
although you can change the VLAN IDs (except for VLAN 1):

e VLAN 1: The default VLAN of which all interfaces and LAGs are members.

e VLAN 4086: The Auto-WiFi VLAN. An interface or LAG that is connected to a
detected WiFi device such as an access point automatically becomes a member of
the Auto-WiFi VLAN.

e VLAN 4087: The Auto-Camera VLAN. An interface or LAG that is connected to a
detected camera automatically becomes a member of the Auto-Camera VLAN.

e VLAN 4088: The Auto-VolP VLAN. An interface or LAG that is connected to a
detected VolP device automatically becomes a member of the Auto-VolP VLAN.

e VLAN 4089: The Auto-Video VLAN. An interface or LAG that is connected to a
detected video device automatically becomes a member of the Auto-Video VLAN.
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By default, none of the four Auto VLANs include as members any interfaces or LAGs.
Interfaces and LAGs are added automatically upon device detection.

Add a VLAN

You can add multiple VLANSs to customize the switch for you network.

AVLAN is reserved by a port-based routing interface and invisible to the end user. After
a VLAN is allocated by the port-based routing interface, the VLAN cannot be assigned
to a routing VLAN interface.

To add a VLAN:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select Switching > VLAN > VLAN Management.
The VLAN Management page displays.
6. Click the Add New button.
The Add VLAN Configuration pop-up window displays.
7. Inthe VLAN ID field, type the identifier for the new VLAN.

The range of the VLAN ID can be from 2 to 4093, excluding 4086, 4087, 4088 and
4089, all of which are preconfigured Auto VLANS. If you change the VLAN ID for an
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Auto VLAN (see Configure the OUl-based properties on page 175), you can re-use
the preconfigured VLAN ID.

In the VLAN Name field, type a name for the new VLAN.
The name can be up to 32 characters, including blanks.
Click the Save button.

Your setting are saved and the VLAN is added.

NOTE: When you add a VLAN manually (as in this procedure), the VLAN
Type field always shows Static. A VLAN that is created by GVRP registration

initially uses a type of dynamic but you can change it to static (see Change a
VLAN on page 167).

Configure membership interfaces fora VLAN

You can add ports, LAGs, or both to a VLAN.

To configure membership interfaces for a VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > VLAN Configuration (Basic).

The VLAN Configuration (Basic) page displays.
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6. From the VLAN ID menu, select the VLAN ID.

The following steps refer to the Port Membership section.

7. To add and configure or remove individual ports or LAGs, do the following:

a.

In the Ports table or LAG table, select the ports or LAGs that you want to add to
the VLAN or exclude from the VLAN by doing the following:

e Select: Click an excluded port or LAG once. A selected port or LAG displays
blue.

e Exclude: Click a selected port or LAG once. An excluded port or LAG displays
blank.

b. To configure the selected ports or LAGs, click the following buttons as needed

under the Ports table or the LAG table:

e Untag Port: The selected ports or LAGs are added as untagged members of
the VLAN. These ports or LAGs display a “U.”

e Tag Port: The selected ports or LAGs are added as tagged members of the
VLAN. These ports or LAGs display a “T.”

e PVID: The VLAN is assigned as the PVID for the selected ports or LAGs. These
ports or LAGs display a “P.”

e Clear: The configuration is removed from the port or LAG. The port or LAG
does not display a “U,” “T,” or "P.”

8. Toadd and configure or remove all ports or LAGs simultaneously, click the following
buttons as needed under the Ports table or the LAG table:

Select All: All ports or LAGs are included in the VLAN. All ports or LAGs display
blue.

After you click the Select All button, the button changes to the Unselect All button.

Unselect All: All ports or LAGs are excluded from the VLAN. All ports or LAGs
display blank.

After you click the Unselect All button, the button changes to the Select All button.

Untag Port: First click the Select All button and then the Untag Port button to
add all ports or LAGs as untagged members of the VLAN. All ports or LAGs
display a “U.”

Tag Port: First click the Select All button and then the Tag Port button to add

all ports or LAGs as tagged members of the VLAN. All ports or LAGs display a
IIT.II
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e PVID: First click the Select All button and then the PVID button to assign the
VLAN as the port VLAN ID (PVID) for all ports or LAGs. All ports or LAGs display

a IIP.II
e Clear: First click the Select All button and then the Clear button to remove the
configuration from all ports or LAGs. All ports or LAGs display blank.

9. Click the Apply button.
Your settings are saved.
The following table describes the view-only fields on the page.

Table 32. VLAN Configuration (Basic)

Field Definition
VLAN Name The name for the VLAN
VLAN Type The type of the VLAN you selected:

o Default (VLAN ID = 1): Always present

e Static: A VLAN that you added manually or the Auto-WiFi, Auto-Camera, Auto-VolP,
or Auto-Video VLAN

e Dynamic: A VLAN that was created through GVRP registration and that you did not
convert to static, and that GVRP can therefore remove

Change a VLAN

You can change the name for a statically or dynamically added VLAN.

@ NOTE: Fora dynamically added VLAN (for example, a VLAN that is created by
GVRP registration), you cannot change the VLAN type to static, but you can add
a new VLAN with the same VLAN ID (see Add a VLAN on page 164), which
effectively changes the dynamic VLAN to a static VLAN.

To change a VLAN:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > VLAN Management.

The VLAN Management page displays.

6. Select the check box that is associated with the VLAN.
7. Click the Edit button.

The Edit VLAN Configuration pop-up window displays.

To change the VLAN name, in the VLAN Name field, type a name for new VLAN.
The name can be up to 32 characters, including blanks.

Click the Save button.

You changes are saved.

Delete one or more VLANSs

You can delete one or more VLANSs that you no longer need. You cannot delete the
default VLAN (VLAN 1) and the preconfigured Auto-WiFi, Auto-Camera, Auto-VolP, and
Auto-Video VLANSs.

To delete one or more VLANSs:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > VLAN Management.

The VLAN Management page displays.

6. Inthe VLAN Configuration section, select the check boxes for the VLAN IDs.
7. Click the Delete button.

Your settings are saved and the VLANSs are deleted.

Reset the entire VLAN configuration to
default setting

You can reset all VLAN configuration settings on the switch to factory default settings,
with the exception of the default VLAN (VLAN 1) and the preconfigured Auto VLANs
(VLANs 4086, 4087, 4088, and 4089). The factory default values are as follows:

All ports are assigned to the default VLAN of 1.

All ports are configured with a PVID of 1.

All ports are configured to admit all frames.

All ports are configured with ingress filtering disabled.

All ports are configured to transmit only untagged frames.

GVRP is disabled on all ports and all dynamic entries are cleared.

To reset the entire VLAN configuration to default settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
. Click the Login button.

The Dashboard page displays.

. Select Switching > VLAN > VLAN Management.

The VLAN Management page displays.

. Click the Reset Configuration toggle.

A warning pop-up windows displays.

. Click the OK button.

The toggle is now purple and positioned to the right.

AWARNING: If you click the Apply button, all VLAN configuration settings on
the switch are reset to their factory default values.

. Click the Apply button.

Your settings are saved. All VLANSs, except for the default VLAN and the Auto VLANSs,
are deleted.

Change the port VLAN ID (PVID) settings

By default, each interface is assigned a port VLAN ID (PVID) of 1 because it is associated
with the default VLAN, VLAN ID 1.

If you want to change the PVID for an interface, the interface must be a member of at
least one other VLAN in addition to the default VLAN.

In addition to the PVID, you can configure other PVID-related settings.
To configure the PVID and PVID-related settings:

. Connect your computer to the same network as the switch.

Manage VLANs 170 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:

e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select Switching > VLAN > VLAN Configuration (Advanced).
The VLAN Configuration (Advanced) page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

8. Click the Edit button.
The Edit PVID Configuration pop-up window displays.

9. Inthe PVID field, type the VLAN ID to assign to untagged or priority-tagged frames
received on this interface.

The defaultis 1.
10. In the VLAN Member field, type the VLAN ID or list of VLANs of a member interface.
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VLAN IDs range from 1 to 4093. The defaultis 1. Use a hyphen (-) to specify a range
or a comma (,) to separate VLAN IDs in a list. Spaces and zeros are not permitted.

11.In the VLAN Tag field, type the VLAN ID or list of VLANs of a tagged interface.

VLAN IDs range from 1 to 4093. Use a hyphen (-) to specify a range or a comma (,)
to separate VLAN IDs in a list. Spaces and zeros are not permitted. To reset the VLAN
tag configuration to the defaults, use the None keyword. You can set port tagging
for the VLAN only if the interface is a member of the VLAN.

12. From the Acceptable Frame menu, select the types of frames that can be received
on the interface:

e AdmitAll: Untagged frames and priority-tagged frames received on the interface
are accepted and assigned the value of the port VLAN ID for the interface.
VLAN-tagged frames are forwarded in accordance to the 802.1Q VLAN
specification. This is the default setting.

e VLAN Only: Untagged frames and priority-tagged frames received on the
interface are discarded. VLAN-tagged frames are forwarded in accordance to
the 802.1Q VLAN specification.

e AdmitUntagged Only: Untagged frames received on the interface are accepted.
VLAN-tagged frames are forwarded in accordance to the 802.1Q VLAN
specification.

13. From the Ingress Filtering menu, select one of the following options:
e Disabled: All frames are forwarded in accordance with the 802.1Q VLAN bridge
specification. This is the default setting.

e Enabled: The frame is discarded if the interface is not a member of the VLAN

with which this frame is associated. In a tagged frame, the VLAN is identified by
the VLAN ID in the tag. In an untagged frame, the VLAN is the port VLAN ID of
the interface that receives this frame.

14. In the Port Priority field, set the default 802.1p priority assigned to untagged packets
arriving at the port.

You can enter a number from 0 (the lowest priority) to 7 (the highest priority).
15. Click the Save button.
Your settings are saved.

The following table describes the view-only fields on the page.

Table 33. PVID configuration information

Field Description
Interface The interface for which information is displayed
Current Ingress Filtering Indicates whether ingress filtering is enabled for the interface
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Table 33. PVID configuration information (Continued)

Field Description

Untagged VLANs The ID or IDs of the untagged VLANs of which the interface is a member
Tagged VLANs The ID or IDs of the tagged VLANs of which the interface is a member
Forbidden VLANs The ID or IDs of the forbidden VLANs of which the interface is a member
Dynamic VLANs The ID or IDs of the dynamically added VLANSs of which the interface is a member

Configure a voice VLAN

Voice over Internet Protocol (VolP) enables telephone calls over a data network. Because
voice traffic is typically more time-sensitive than data traffic, a voice VLAN helps provide
a classification mechanism for voice packets so that they can be prioritized above data
packets in order to provide better Quality of Service (QoS).

Forexample, you can enable a voice VLAN on an interface that is connected to IP phones.
A voice VLAN can ensure that the sound quality of IP phone traffic remains good when
data traffic on the same interface is high.

To configure a voice VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.
The Dashboard page displays.
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5. Select Switching > VLAN > Voice VLAN Configuration.
The Voice VLAN Configuration page displays.

6. Inthe Voice VLAN Global Admin section, click the Admin Mode toggle to enable
the global voice VLAN mode on the switch.

The toggle is purple and positioned to the right. By default, the global voice VLAN
mode is disabled and the toggle is gray and positioned to the left.

The following steps refer to the Voice VLAN Configuration section.
7. Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

8. Click the Edit button.
The Edit Voice VLAN Configuration pop-up window displays.
9. From the Interface Mode menu, select the voice VLAN mode:

e Disable: Voice VLAN mode is disabled for the interface. This is the default setting.

e VLAN ID: A telephone that is connected to the interface must be configured to
send tagged voice traffic.

e Dot1p: Configure voice VLAN 802.1p priority tagging for voice traffic.

If you select this mode, enter the dot1p value in the Value field. You can enter a
value from 0 (the lowest priority) to 7 (the highest priority).

e None: Atelephone thatis connected to the interface can use its own configuration
to send untagged voice traffic.

e Untagged: A telephone that is connected to the interface must be configured
to send untagged voice traffic.

10. From the CoS Override Mode menu, selectifthe 802.1p priority value is overridden:
o Disabled: The interface trusts the priority value in the received frame. This the
default setting.

e Enabled: The interface ignores (that is, overrides) the 802.1p priority value in
the Ethernetframes itreceives from connected devices. The DSCP field overrides
the CoS value.

11. From the Authentication Mode menu, select if an authorized interface is required
for voice traffic:
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o Disabled: Voice traffic is allowed only an authorized voice VLAN interface, for
which dot1x must be enabled (see Configure the 802.1X authentication settings

for a port on page 410).

e Enabled: Voice traffic is allowed on an unauthorized voice VLAN interface. This
the default setting.

12. In the DSCP Value field, type the DSCP value for the interface.
The range is from 0 to 64. The defaultis 0.
13. Click the Save button.

Your settings are saved.

The Operational State field displays the operational status of the voice VLAN on the
interface.

Auto-VLANSs

An Auto-VLAN allows a device to be automatically placed in a VLAN based on the type
of device or the type of traffic that is typical for the device. For most Auto-VLANS, you
can set the prioritization for the level of Quality of Service (QoS) that is suitable for the
type of device that the VLAN supports.

The switch comes preconfigured with the following Auto-VLANSs:

e Auto-VolIP: The switch places detected Voice over Internet Protocol (VolP) devices
in the Auto-VolP VLAN.

e Auto-WiFi: The switch places detected WiFi devices in the Auto-WiFi VLAN.

e Auto-Camera: The switch places detected camera devices in the Auto-Camera
VLAN.

e Auto-Video: The switch places detected video devices in the Auto-Video VLAN.

Except for the Auto-Video VLAN, prioritization is based on protocol-based
organizationally unique Identifier (OUI) bits. For the Auto-Video VLAN, prioritization is
based on detected multicast traffic.

Configure the OUl-based properties

With organizationally unique Identifier (OUI)-based Auto-VLANS, voice prioritization is
provided based on OUI bits.
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To configure the OUl-based properties for the Auto-VolP VLAN, Auto-WiFi VLAN,
or Auto-Camera VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > Auto-VLAN > OUl-based Auto-VLAN.

The OUl-based Auto-VLAN page displays.

The following steps refer to the OUl-based Properties section.

Change the OUl-based properties for the Auto VLANSs as needed:

e Auto-VolP VLAN:

o To change the default VLAN ID 4088 to another ID, type the ID in the
Auto-VolP VLAN ID field.

o Inthe associated OUI-Based priority field, enter a priority value from 0 (lowest
priority) to 7 (highest priority). The default setting is 7.

e Auto-WiFi VLAN

o To change the default VLAN ID 4086 to another ID, type the ID in the
Auto-WiFi VLAN ID field.

o Inthe associated OUI-Based priority field, enter a priority value from 0 (lowest
priority) to 7 (highest priority). The default setting is 7.

e Auto-Camera VLAN
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o To change the default VLAN ID 4087 to another ID, type the ID in the
Auto-Camera VLAN ID field.

o Inthe associated OUI-Based priority field, enter a priority value from 0 (lowest
priority) to 7 (highest priority). The default setting is 7.

7. Click the Apply button.

Your settings are saved.

Configure the OUl-based interface settings

You can configure the OUl interface settings.

To configure the OUl-based interface settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network

and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > Auto-VLAN > OUl-based Auto-VLAN.

The OUl-based Auto-VLAN page displays.

The following steps refer to the OUI Port Settings section.

From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

Select one or more interfaces by taking one of the following actions:
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e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

8. Click the Edit button.
The Edit OUI Port Settings pop-up window displays.
9. From the Auto VoIP menu, select the Auto VolP mode for the interface:
o Disable: The Auto VolIP mode is disabled. This is the default setting.
e Enable: The Auto VolP mode is enabled.
10. From the Auto WiFi menu, select the Auto WiFi mode for the interface:
o Disable: The Auto WiFi mode is disabled. This is the default setting.
e Enable: The Auto WiFi mode is enabled.
11. From the Auto Camera menu, select the Auto Camera mode for the interface:
e Disable: The Auto Camera mode is disabled. This is the default setting.
e Enable: The Auto Camera mode is enabled.
12. Click the Save button.
Your settings are saved.

In the OUI Port Settings section, the Auto-VLAN Mode fields show if the mode is
enabled or disabled.

The Operational Status fields show if the interface for which you enabled or disabled
the Auto-VLAN mode is connected to a device or administratively enabled or
disabled. For example, if you enabled the Auto-WiFi mode for interface g2 but that
interface is not connected to a device or is administratively disabled, the Operational
Status field shows Down.

Manage the OUl table

Device hardware manufacturers can include an organizationally unique identifier (OUI)
in a network adapter to help identify a hardware device. The OUl is a unique 24-bit
number assigned by the IEEE registration authority. The switch comes preconfigured
with the following OUls that identify the VolP phone manufacturer:

e 00:01:E3: SIEMENS
e 00:03:6B: CISCO1
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00:12:43: CISCO2
00:0F:E2: H3C
00:60:B9: NITSUKO
00:DO0:1E: PINTEL
00:E0:75: VERILINK
00:E0:BB: 3COM
00:04:0D: AVAYA1
00:1B:4F: AVAYA2
00:04:13: SNOM

You can add OUls for VolP phones, WiFi devices, and camera.

Each OUI lets a device be automatically placed in the associated Auto-VLAN. For
example, a device that is identified by an OUI for a VolIP phone can be automatically
placed in the Auto-VolP VLAN.

Add an OU|

You can add a new OUl and description to identify a WiFi device, camera, or VolP phone
on the network. The switch supports up to 32 OUls.

To add an OUI:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.
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The Dashboard page displays.
Select Switching > Auto-VLAN > OUl-based Auto-VLAN.
The OUl-based Auto-VLAN page displays.

6. Scroll down to the OUI Table section.
7. Click the Add New button.

9.

The Add OUI Table pop-up window displays.
In the Telephone OUIs field, type the OUI.
The OUI must be in the format AA:BB:CC.

In the Description field, type a description of up to 32 characters.

10. Click the Save button.

Your settings are saved and the OUl is added to the OUI Table section.

Remove an OUI

You can remove a preconfigured or custom OUI that you do not need.

To remove an OUI:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

. Launch a web browser and enter the IP address of the switch in the address field of

your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.
The Dashboard page displays.
Select Switching > Auto-VLAN > OUl-based Auto-VLAN.
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The OUl-based Auto-VLAN page displays.
6. Scroll down to the OUI Table section.
7. Select the check box for the OUL.

You can select more than one check box.
8. Click the Delete button.

Your settings are saved and the OUl is removed from the OUI Table section.

Configure the global protocol-based VolP
prioritization and class

Voice over Internet Protocol (VolP) enables telephone calls over a data network. Because
voice trafficis typically more time-sensitive than data traffic, the Auto-VolP feature helps
provide a classification mechanism for voice packets so that they can be prioritized
above data packets in order to provide better Quality of Service (QoS). With the
Auto-VolP feature, voice prioritization can be provided based on call-control protocols
(SIP).

To prioritize time-sensitive voice traffic over data traffic, protocol-based Auto-VolP
checks for packets carrying the Session Initiation Protocol (SIP) VolP protocol. VolP
framesthat are received on ports for which the Auto-VolP feature is enabled are marked
with the specified CoS traffic class value.

To configure the global protocol-based VolP prioritization and class:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
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For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.
5. Select Switching > Auto-VLAN > Protocol-based VolP.

The Protocol-based VolP page displays.

The following steps refer to the Protocol-Based Global Settings section.
6. From the Prioritization Type menu, select the prioritization type:

o Traffic Class: Incoming traffic is assigned the CoS class value that you select in
the following step.

e Remark: Outgoing traffic is assigned the CoS class value that you select in the
following step.

7. Inthe Class Value menu, select the CoS class value to be reassigned for packets
that the voice VLAN receives.

You can select a value in the range from 0 to 7. The default setting is 7, which is the
highest priority.

8. Click the Apply button.

Your settings are saved.

Configure VolP protocol-based interface
settings

To prioritize time-sensitive voice traffic over data traffic, protocol-based Auto-VolP
determines if packets carry the following VolP protocols:

e Session Initiation Protocol (SIP)
e H.323
¢ Signalling Connection Control Part (SCCP)

VolP packets that come in on an interface on which Auto-VolP is enabled are marked
with the specified CoS traffic class value.

To configure VolP protocol-based settings for one or more interfaces:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

Manage VLANs 182 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
. Click the Login button.

The Dashboard page displays.

. Select Switching > Auto-VLAN > Protocol-based VolP.

The Protocol-based VolP page displays.

The following steps refer to the Protocol-Based Port Settings section.

. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

. Select one or more interfaces by taking one of the following actions:

e To configure a single interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

. Click the Edit button.

The Edit Protocol-Based Port Settings pop-up window displays.

. From the Auto VolIP Mode menu, select the Auto VolP mode for the interface.
o Disable: The Auto VolP mode is disabled. This is the default setting.

e Enable: The Auto VolP mode is enabled.

10. Click the Save button.

Your settings are saved.

The Operational Status field shows if the interface is up or down.
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Display the Auto-VolP status

To display the Auto-VolIP status:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > Auto-VLAN > Auto-VolIP Status.

The Auto-VolP Status page displays.

To refresh the page, click the Refresh button.

The following table describes the view-only fields on the page.

Table 34. Auto-VolP status information

Field Description

Auto-VolP VLAN ID The Auto-VolP VLAN ID (By default, 4088)

Maximum Number of Voice The maximum number of voice channels supported
Channels Supported

Number of Voice Channels The number of VoIP channels prioritized successfully
Detected
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Configure a MAC-based VLAN

A MAC-based VLAN allows incoming untagged packets to be assigned to a VLAN and
classifies traffic based on the source MAC address of the packet.

You define a MAC-to-VLAN mapping by configuring an entry in the MAC-to-VLAN
table. An entry is defined by its source MAC address and a VLAN ID. MAC-to-VLAN
configurations are shared across all interfaces (that is, there is a system-wide table with
MAC-address-to-VLAN-ID mappings).

When untagged or priority-tagged packets arrive at the switch and entries exist in the
MAC-to-VLAN table, the switch attempts to find the source MAC address of the packet:
If the switch finds an entry, the corresponding VLAN ID is assigned to the packet. If the
packet is already priority-tagged, it maintains this value; otherwise, the priority is set to
zero. The assigned VLAN ID is verified against the VLAN table: If the VLAN is valid,
ingress processing on the packet continues; otherwise the packetis dropped. You must
manually configure a MAC-address-to-VLAN-ID mapping.

Add a MAC-based VLAN configuration

To add a MAC-based VLAN configuration:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
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Select Switching > VLAN > MAC-based VLAN.

The MAC-based VLAN page displays.

Click the Add New button.

The Add MAC-based VLAN Configuration pop-up window displays.

In the MAC Address field, type a MAC address that must be bound to a VLAN ID.

8. Inthe VLAN ID field, type the VLAN ID in the range of 1 to 4093.

Click the Save button.
Your settings are saved and the MAC-based VLAN configuration is added.

Delete a MAC-based VLAN configuration

To delete a MAC-based VLAN configuration:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.
Select Switching > VLAN > MAC-based VLAN.
The MAC-based VLAN page displays.

6. Select the check box for the MAC-based VLAN configuration.
7. Click the Delete button.

The MAC-based VLAN configuration is deleted.
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Configure a protocol-based VLAN
group

You can use a protocol-based VLAN to define filtering criteria for untagged packets.

By default, if you do not configure a port-based (IEEE 802.1Q) or protocol-based VLAN,
untagged packets are assigned to VLAN 1. You can override this behavior by defining
port-based VLANS, protocol-based VLANS, or both. Tagged packets are always handled
accordingto the IEEE 802.1Q standard, and are notincluded in protocol-based VLANS.

If you assign an interface to a protocol-based VLAN for a specific protocol, untagged
frames received on the interface for that protocol are assigned the protocol-based VLAN
ID. Untagged frames received on the interface for other protocols are assigned the Port
VLAN ID, either the default PVID (1) or a PVID you specifically assigned to the interface
(see Change the port VLAN ID (PVID) settings on page 170).

You define a protocol-based VLAN by creating a group. Each group has a one-to-one
relationship with a VLAN ID, can include one to three protocol definitions, and can
include multiple interfaces. When you create a group, you specify a name. A group 1D
is assigned automatically.

Add a protocol-based VLAN group

You can add a protocol-based VLAN group.
To add a protocol-based VLAN group:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > Protocol-based VLAN.

The Protocol-based VLAN page displays.

Click the Add New button.

The Add Protocol-based VLAN Group pop-up window displays.

In the Group ID field, type a numerical ID.

You can enter an ID in the range from 1 to 128.

In the Group Name field, type a name for the new group.

You can enter up to 16 characters.

In the Protocol field, type one or more of the following protocols to be associated

with the group:

e IP:IPis a network layer protocol that provides a connectionless service for the
delivery of data.

e ARP: Address Resolution Protocol (ARP) is a low-level protocol that dynamically
maps network layer addresses to physical medium access control (MAC)
addresses.

e IPX: The internetwork packet exchange (IPX) is a connectionless datagram
network-layer protocol that forwards data over a network.

Separate protocols by acomma (,). For example, to specify all three protocols, enter
the following: ip,arp,ipx

You can also enter hexadecimal or decimal values in the range of 0x0600(1536) to
OxFFFF(65535).

In the VLAN ID field, type the VLAN ID.

The ID must be a numberinthe range of 1 to 4093. An interface in the group assigns
this VLAN ID to untagged packets that the interface receives for the protocols that
you include in this group.

Click the Save button.
Your settings are saved and the protocol-based VLAN group is added.
The Ports field displays the interfaces that belong to the group.
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Configure membership interfaces for a
protocol-based VLAN group

For a protocol, an interface can belong to one protocol-based VLAN group only. If you
already added an interface to a group for IP, you cannot add the interface to another
group that also includes IP, but you can add it to a new group for IPX.

To configure membership interfaces for a protocol-based VLAN group:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > Protocol-based VLAN.

The Protocol-based VLAN page displays.

The following steps refer to the Protocol-based VLAN Group Membership section.
From the Group ID menu, select the protocol-based VLAN group ID.

The Group Name field shows the name for the protocol-based VLAN that you select.
In the Ports table, click the ports that you want to add to the VLAN.

Click once to select a port. A selected port displays blue.

Click again to deselect an already selected port. An excluded port displays blank.
In the LAG table, click the LAGs that you want to add to the VLAN.

Manage VLANs 189 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

Click once to select a LAG. A selected LAG displays blue.

Click again to deselect an already selected LAG. An excluded LAG displays blank.
Click the Apply button.

Your settings are saved.

The Ports field in the Protocol-based VLAN Group Configuration table displays the
ports and LAGs that are members of the selected VLAN group.

Change a protocol-based VLAN group

You can change an existing protocol-based VLAN group.

To change a protocol-based VLAN group:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select Switching > VLAN > Protocol-based VLAN.
The Protocol-based VLAN page displays.

6. Select the check box for the group ID.
7. Click the Edit button.

The Edit Protocol-based VLAN Group pop-up window displays.
Change the settings as needed.
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For more information, see Add a protocol-based VLAN group on page 187.

9. Click the Save button.

Your settings are saved.

Delete a protocol-based VLAN group

You can delete a protocol-based VLAN group that you no longer need.

To delete a protocol-based VLAN group:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > Protocol-based VLAN.

The Protocol-based VLAN page displays.

6. Select the check box for the group ID.
7. Click the Delete button.

The protocol-based VLAN group is deleted.
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Configure Generic Attribute
Registration Protocol

Generic Attribute Registration Protocol (GARP) allows network devices to share
information such as VLAN IDs and multicast group membership across a bridged LAN.
That is, GARP participants can register and deregister attribute values within the LAN.
When a GARP participant declares or withdraws an attribute, the attribute value is
recorded for that attribute and for the interface from which the declaration or withdrawal
was made.

The following applies to GARP:

e Registration occurs only on interfaces that receive a GARP PDU with a declaration
or withdrawal.

e Deregistration occurs only if all GARP participants that are connected to the same
LAN segment as the interface withdraw the declaration.

Contfigure the GARP switch settings

You can globally enable GARP VLAN registration protocol (GVRP) on the switch. If GVRP
is enabled, the switch can share VLAN IDs with devices in the network.

To configure GARP switch settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.
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For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.
Select Switching > VLAN > GARP VLAN.
The GARP VLAN page displays.

In the GARP Switch Configuration section, click the GVRP Mode toggle to enable
the GVRP mode for the switch.

The toggle is purple and positioned to the right. By default, the GVRP mode is
disabled and the toggle is gray and positioned to the left.

Click the Apply button.

Your settings are saved.

Configure GARP interface settings

You can configure GARP settings for individual interfaces. These settings take effect
only if the GVRP mode is enabled on the switch.

To configure GARP settings an interface:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.
The Dashboard page displays.
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Select Switching > VLAN > GARP VLAN.
The GARP VLAN page displays.
The following steps refer to the GARP Port Configuration section.

From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

Click the Edit button.
The Edit GARP Port Configuration pop-up window displays.
From the GVRP Mode menu, selectto enable or disable GVRP mode for the interface:

e Disabled: The GVRP mode is disabled for the interface. The join timer, leave
timer, and leave all timer options are without any effect. This is the default setting.

e Enabled: The GVRP mode is enabled for the interface.

In the Join Timer field, type the time in centiseconds between the transmission of
GARP PDUs registering membership for a VLAN or multicast group.

Enter a number between 10 and 100 (0.1 to 1.0 seconds). The default is 20
centiseconds (0.2 seconds).

In the Leave Timer field, type the time in centiseconds that the interface must wait
after receiving an unregister request for a VLAN or multicast group before deleting
the associated entry.

This allows time for another station to assert registration for the same attribute to
maintain uninterrupted service. Enter a number between 20 and 600 (0.2 to 6.0
seconds). The default is 60 centiseconds (0.6 seconds).

In the Leave All Timer field, type how frequently LeaveAll PDUs are generated.

A LeaveAll PDU indicates that all registrations will be deregistered soon. To maintain
registration, participants must rejoin. The leave all period timer is set to a random
value in the range of LeaveAllTime to 1.5 * LeaveAllTime. The timer is specified in
centiseconds. Enter a number between 200 and 6000 (2 to 60 seconds). The default
is 1000 centiseconds (10 seconds).

Click the Save button.

Your settings are saved.
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Private VLANSs

A private VLAN contains switch ports that cannot communicate with each other, but can
access another network. These ports are called private ports. Each private VLAN contains
one or more private ports and a single uplink port or uplink aggregation group. Note

that all traffic between private ports is blocked at all layers, not just Layer 2 traffic, but

also traffic such as FTP, HTTP, and Telnet.

A private VLAN separates a regular VLAN domain into two or more subdomains. Each
subdomain is defined (represented) by a primary VLAN and a secondary VLAN:

e Primary VLAN: The primary VLAN ID is the same for all subdomains that belong to
a private VLAN.

e Secondary VLAN: The secondary VLAN ID differentiates subdomains from each
other and provides Layer 2 isolation between ports of the same private VLAN.

Within a private VLAN, three types of VLANs can exist:

e Primary VLAN: The VLAN forwards traffic from promiscuous ports to isolated ports,
community ports, and other promiscuous ports in the same private VLAN. In a private
VLAN, you can configure only one primary VLAN. All ports in a private VLAN share
the same primary VLAN.

o Isolated VLAN: The VLAN is a secondary VLAN that carries traffic from isolated ports
to promiscuous ports. In a private VLAN, you can configure one isolated VLAN only.

e Community VLAN: The VLAN is a secondary VLAN that forwards traffic between
ports that belong to the same community and to the promiscuous ports. In a private
VLAN, you can configure multiple community VLANSs.

Within a private VLAN, the switch supports two types of special port designations:

e Host port: The portis a host port that is a member of a community VLAN or an
isolated VLAN, both of which are secondary VLANs within the private VLAN. Two
host port subtypes exist:

o Community port: The port is a member of a community VLAN. A community
port can communicate with other community ports and promiscuous ports.

o Isolated port: The portis a member of an isolated VLAN. An isolated port can
communicate with promiscuous ports.

e Promiscuous port: The portis a member of a primary VLAN (within the private VLAN)
and can communicate with all types of ports in the private VLAN, including other
promiscuous ports, community ports, and isolated ports.

Manage VLANs 195 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

Overview of the tasks for private VLAN
configuration

To set up a private VLAN that allows for communication between switches in a network,
perform the tasks that are described in the following sections:

1. Assign a private VLAN type to a VLAN on page 196.

By default, a VLAN is a regular VLAN, so you must assign a private VLAN type to a
VLAN.

2. Configure a private VLAN association with a primary and secondary VLAN on page
198.

A private VLAN must consist of a single primary VLAN and one or more secondary
VLANS.

3. Configure the private VLAN port mode on page 200.

A port must be in the correct port mode to participate in a private VLAN. For example,
to make a port a member of an isolated VLAN or community VLAN, you must first
configure the port as a host port.

4. Private VLAN host interface: Assign the interface to primary and secondary VL ANs
on page 202.

For a port that you configured to function in host mode, configure a single primary
VLAN and a single secondary VLAN.

5. Private VLAN promiscuous interface: Assign the interface to primary and secondary
VLANSs on page 204.

For a port that you configured to function in promiscuous mode, configure a single
primary VLAN and one or more secondary VLANSs.

Assign a private VLAN type to a VLAN

To each VLAN, you can assign a private VLAN type, which can be Primary, Isolated, or
Community. By default, a VLAN is a regular VLAN and assigned the private VLAN type
Unconfigured.

To assign a private VLAN type to a VLAN:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select Switching > VLAN > Private VLAN > VLAN Type Configuration.
The VLAN Type Configuration page displays.
6. Select the check box for the VLAN.
7. Click the Edit button.
The Edit Private VLAN Type Configuration pop-up window displays.
8. From the Private VLAN Type menu, select the type of private VLAN:
e Unconfigured: The VLAN is not a private VLAN but a regular VLAN. This is the
default setting.

e Primary: The VLAN is a primary VLAN that forwards traffic from promiscuous
ports to isolated ports, community ports, and other promiscuous ports in the
same private VLAN. In a private VLAN, you can configure only one primary VLAN.
All ports in a private VLAN share the same primary VLAN.

o Isolated: The VLAN is a secondary VLAN that carries traffic from isolated ports
to promiscuous ports. In a private VLAN, you can configure only one isolated
VLAN.

e Community: The VLAN is a secondary VLAN that forwards traffic between ports
that belong to the same community and to the promiscuous ports. In a private
VLAN, you can configure multiple community VLANSs.

9. Click the Save button.

Your settings are saved.
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Configure a private VLAN association with a
porimary and secondary VLAN

You can configure a private VLAN by associating a single primary VLAN with one or
more secondary VLANSs.

To configure a private VLAN association with a primary and secondary VLAN:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > Private VLAN > VLAN Association Configuration.
The VLAN Association Configuration page displays.

Select the check box for a primary private VLAN.

The page displays only the VLANSs that you configured as primary private VLANs
(see Configure a private VLAN association with a primary and secondary VLAN on
page 198).

Click the Edit button.
The Edit Private VLAN Association pop-up window displays.

From the Primary VLAN menu, select a primary VLAN ID for the private VLAN.

This selection sets the primary VLAN within the private VLAN. You can associate
secondary VLANSs in the private VLAN with this primary VLAN.
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9. Inthe Secondary VLANS field, type one or more secondary VLANSs for the private
VLAN.

This selection sets secondary VLANSs (isolated VLANs, community VLANS, or a
combination of both) within the private VLAN. The secondary VLANSs are associated
with the primary VLAN in the private VLAN.

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

e You can type an individual VLAN ID, such as 10.
e You cantype the VLAN range values separated by a hyphen, for example, 10-13.

e You can type the combination of both separated by commas, for example:
12,15,40-43,1000-1005, 2000.

For information about configuring an isolated or community VLAN for the private
VLAN, see Assign a private VLAN type to a VLAN on page 196.

10. Click the Save button.

Your settings are saved.

The following table describes the view-only fields on the page.

Table 35. Private VLAN Association

Field Description
Isolated VLAN The single isolated VLAN associated with the selected primary VLAN
Community VLANs The list of community VLANs associated with the selected primary VLAN

Remove an existing private VLAN association

You can remove a private VLAN association that you no longer need.
To remove a private VLAN association:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > VLAN > Private VLAN > VLAN Association Configuration.
The VLAN Association Configuration page displays.

6. Select the check box for the private VLAN association.
7. Click the Delete button.

Your settings are saved. The private VLAN association is removed.

Configure the private VLAN port mode

A port must be in the correct port mode to participate in a private VLAN.

The private VLAN port mode determines if a port (or LAG) can function in Host mode
for a primary or secondary VLAN (within a private VLAN) or in Promiscuous mode for a
promiscuous VLAN (within a private VLAN).

To configure the private VLAN port mode:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
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e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select Switching > VLAN > Private VLAN > VLAN Port Mode Configuration.
The VLAN Port Mode Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

8. Click the Edit button.
The Edit Private VLAN Port Mode Configuration pop-up window displays.
9. From the Port VLAN Mode menu, select the private VLAN port mode:

e General: The port functionsin general mode and not as a portin a private VLAN.
This is the default setting.

e Host: The port functions in host mode in a private VLAN. In this mode, the port
can be member of a community VLAN or isolated VLAN:

o Community VLAN: The port is a member of a secondary VLAN (within the
private VLAN) and can communicate with other community ports and
promiscuous ports.

o Isolated VLAN: The portis a member of a secondary VLAN (within the private
VLAN) and can communicate only with promiscuous ports.

To configure a host port to be a member of specific VLANSs, see Private VLAN
hostinterface: Assign the interface to primary and secondary VLANs on page 202.

e Promiscuous: The port functions in promiscuous mode in a private VLAN. In this
mode, the port can communicate with all types of ports in the private VLAN,
including other promiscuous ports, community ports, and isolated ports.
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To configure a promiscuous port to be a member of specific VLANSs, see Private
VLAN promiscuous interface: Assign the interface to primary and secondary
VLANSs on page 204.

10. Click the Save button.

Your settings are saved.

Private VLAN host interface: Assign the
interface to primary and secondary VLANSs

If you configure the private VLAN port mode of an interface as Host (see Configure the
private VLAN port mode on page 200), you can assign the interface to a single primary
VLAN and a single secondary VLAN.

To assign a private VLAN host interface to a primary and secondary VLAN:

1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select Switching > VLAN > Private VLAN > VLAN Host Interface Configuration.
The VLAN Host Interface Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).
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7. Select one or more interfaces by taking one of the following actions:

e To configure a single interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.
The interface that you select must be configured in Host mode (see Configure the
private VLAN port mode on page 200).
8. Click the Edit button.

The Edit Private VLAN Host Interface Configuration pop-up window displays.
9. Inthe Host Primary VLAN field, type a primary VLAN ID.

You must select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 196).

10. In the Host Secondary VLAN field, type a secondary VLAN ID.
You must selecta VLAN for which you configured the type as Isolated or Community,

both of which are secondary VLAN types within a private VLAN (see Assign a private

VLAN type to a VLAN on page 196).
11. Click the Save button.

Your settings are saved.

The Operational VLANSs fields shows the primary and secondary VLANs that operate
on the host interface.

Private VLAN host interface: Remove the
interface from primary and secondary VLANSs

You can remove a private VLAN host interface from primary and secondary VLANSs.
To remove a private VLAN host interface from primary and secondary VLANs:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.
5. Select Switching > VLAN > Private VLAN > VLAN Host Interface Configuration.
The VLAN Host Interface Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:

e Toconfigure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured in Host mode (see Configure the
private VLAN port mode on page 200).

8. Click the Delete button.

Your settings are saved. The interface is removed from the primary and secondary
VLANS.

Private VLAN promiscuous interface: Assign

the interface to primary and secondary
VLANSs

If you configure the private VLAN port mode of an interface as Promiscuous (see
Configure the private VLAN port mode on page 200), you can assign the interface to a
single primary VLAN and to one or more secondary VLANSs.

To assign a private VLAN promiscuous interface to a primary VLAN and secondary
VLANSs:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

4. Click the Login button.

The Dashboard page displays.

5. Select Switching > VLAN > Private VLAN > VLAN Promiscuous Interface
Configuration.

The VLAN Promiscuous Interface Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured in Promiscuous mode (see Configure
the private VLAN port mode on page 200).
8. Click the Edit button.

The Edit Private VLAN Promiscuous Interface Configuration pop-up window displays.
9. In the Promiscuous Primary VLAN field, specify a primary VLAN ID.

You can select a VLAN for which you configured the type as Primary (see Assign a
private VLAN type to a VLAN on page 196).

Manage VLANs 205 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

10. In the Promiscuous Secondary VLAN field, specify one or more secondary VLAN

1.

IDs.

You can specify VLANs for which you configured the type as Isolated or Community,
both of which are secondary VLAN types within a private VLAN (see Assign a private
VLAN type to a VLAN on page 196).

You can specify a single VLAN ID, a range of VLAN IDs, or a combination of both in
sequence separated by a comma (,):

e You can specify an individual VLAN ID, such as 10.

e You can specify the VLAN range values separated by a hyphen, for example,
10-13.

e You can specify a combination of both separated by commas, for example:
12,15,40-43,1000-1005, 2000.

Click the Save button.
Your settings are saved.

The Operational VLANSs fields shows the primary and secondary VLANs that operate
on the promiscuous interface.

Private VLAN promiscuous interface: Remove
the interface from primary and secondary

VLANSs

You can remove a private VLAN promiscuous interface from primary and secondary
VLANS.

To remove a private VLAN promiscuous interface from primary and secondary
VLANSs:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.
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If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.
The Dashboard page displays.

5. Select Switching > VLAN > Private VLAN > VLAN Promiscuous Interface
Configuration.

The VLAN Promiscuous Interface Configuration page displays.

6. From the Filter By menu, select to display ports only (Ports), LAGs only (LAG), or
both ports and LAGs (All).

7. Select one or more interfaces by taking one of the following actions:

e Toconfigure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

The interface that you select must be configured in Promiscuous mode (see Configure
the private VLAN port mode on page 200).

8. Click the Delete button.

Your settings are saved.

Your settings are saved. The interface is removed from the primary and secondary
VLANS.

Protect ports

If a port is configured as protected, it does not forward traffic to any other protected
port on the switch, but it does forward traffic to unprotected ports. You can configure
ports as protected. A port that is not configured as protected is an unprotected port.

To configure protected ports:

1. Connect your computer to the same network as the switch.
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You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

3. Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
4. Click the Login button.

The Dashboard page displays.
5. Select Switching > VLAN > Protected Port.

The Protected Port page displays.
6. Inthe Ports table, select the ports that must be protected ports:

o Click onceto selecta port. Aselected port displays blue. Selected ports become
members of the protected port group.

e C(lickagainto deselectan already selected port. An excluded port displays blank.
By default, no ports are selected.

e Click the Select All button to select all ports.
7. Click the Apply button.

Your settings are saved.
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LLDP and LLDP-MED settings for
interfaces

This section describes the global Link Layer Discovery Protocol (LLDP) and LLDP-Media
Endpoint Discovery (LLDP-MED) settings for interfaces. For information about the global
LLDP and LLDP-MED settings, see LLDP and LLDP-MED settings for the switch on page
0.

LLDP, which is defined in IEEE 802.1AB, lets devices on a LAN advertise major capabilities
and physical descriptions. You can view this information to identify the system topology
and detect problematic configurations in the LAN.

LLDP is a one-way protocol without request and response sequences. Information is
advertised by devices that are configured to transmit LLDP and is received and processed
by devices that are configured to receive LLDP. You can enable and disable the transmit
and receive functions separately per interface. By default, both transmit and receive
functions are disabled on all interfaces.

LLDP-MED is an enhancement to LLDP with support for the following features:

e Auto-discovery of LAN policies (such as VLAN, Layer 2 priority, and DiffServ settings),
which allows for plug-and-play networking

e Device location discovery, which allows for the creation of location databases
e Extended and automated power management of Power over Ethernet endpoints

e Inventory management, which lets you track your network devices and determine
their characteristics, such as manufacturer, software and hardware versions, and
serial or asset numbers

Configure LLDP interface settings

You can specify LLDP settings that are applied to one or more interfaces.
To configure LLDP interface settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.
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The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

Forinformation about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > Ports > LLDP > LLDP Port Configuration.

The LLDP Port Configuration page displays.

Select one or more interfaces by taking one of the following actions:

e Toconfigure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

Click the Edit button.
The Edit LLDP Port Configuration pop-up window displays.

From the Admin Status menu, select the status for transmitting and receiving LLDP
packets:

e Tx Only: Enables transmitting of LLDP PDUs only.
¢ Rx Only: Enables receiving of LLDP PDUs only.

e Txand Rx: Enable both transmitting and receiving of LLDP PDUs. This is the
default setting.

e Disabled: No LLDP PDUs are transmitted or received,

From the Notification menu, select if the interface initiates traps for remote data
changes:

o Disable: The interface does not initiate traps. This is the default setting.
e Enable: The interface initiates traps.

From the Management IP Address menu, select if the interface advertises the
management IP address:
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o Disable: The interface does not advertise the management IP address.

o Enable: The interface advertises the management IP address. This is the default
setting.

11. From the System Description menu, select if the interface transmits the system
description:

e Disable: The interface does not transmit the system description.

e Enable: The interface transmits the system description. This is the default setting.
12. From the System Name menu, select if the interface transmits the system name:

e Disable: The interface does not transmit the system name.

e Enable: The interface transmits the system name. This is the default setting.

13. From the System Capabilities menu, select if the interface transmits the system
capabilities:

o Disable: The interface does not transmit the system capabilities.

e Enable: The interface transmits the system capabilities. This is the default setting.
14. From the Port Description menu, select if the interface transmits the port description:

o Disable: The interface does not transmit the port description.

e Enable: The interface transmits the port description. This is the default setting.
15. Click the Save button.

Your settings are saved.

Configure LLDP-MED interface settings

You can specify LLDP-MED settings that are applied to one or more interfaces.
To configure LLDP-MED interface settings:
1. Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

2. Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.
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Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Switching > Ports > LLDP > LLDP-MED Port Configuration.
The LLDP-MED Port Configuration page displays.

Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

Click the Edit button.

The Edit LLDP-MED Port Configuration pop-up window displays.

From the LLDP-MED Status menu, select if LLDP-MED is enabled on the interface.
e Disable: LLDP-MED is disabled on the interface.

e Enable: LLDP-MED is enabled on the interface. This is the default setting.

From the Notification menu, select if the interface initiates traps for remote data
changes:

e Disable: The interface does not initiate traps. This is the default setting.
e Enable: The interface initiates traps.

From the MED Capabilities menu, select if the interface transmits capabilities type
length values (TLVs), which advertise the Intermediate System - Intermediate System
(IS-IS) capabilities of the switch:

e Disable: The interface does not transmit capabilities TLVs.
e Enable: The interface transmits capabilities TLVs. This is the default setting.

From the Network Policy menu, select if the interface transmits network policy TLVs,
which advertise network information such as information about VLANSs:

Configure Switching 213 User Manual



S3600 Series 8- or 16-Port 10G/Multi-Gigabit Ethernet Smart Switch with 2 SFP+ Ports

o Disable: The interface does not transmit network policy TLVs.

o Enable: The interface transmits network policy TLVs. This is the default setting.

12. Click the Save button.

Your settings are saved.

Green Ethernet settings

You can configure the green Ethernet features to reduce power consumption.

Contigure the global green Ethernet settings

You can configure the global green Ethernet settings.

To configure the global green Ethernet settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network

and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e Ifyou previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.

Click the Login button.

The Dashboard page displays.

Select Switching > Ports > Green Ethernet.
The Green Ethernet page displays.

Click the EEE Mode toggle:
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o The toggle is gray and positioned to the left: Energy Efficient Ethernet (EEE)
Mode is disabled. This is the default setting.

e The toggle is purple and positioned to the right: EEE Mode is enabled. EEE
combines the MAC address of a port with a family of physical layers that support
operation in a low power mode. (EEE is defined by the IEEE 802.3az standard.)
Lower power mode lets both the send and receive sides of the link disable some
functionality for power savings when lightly loaded. Transition to low power mode
does not change the link status. Frames in transit are not dropped or corrupted
in transition to and from low power mode. Transition time is transparent to upper
layer protocols and applications.

7. Click the Apply button.

Your settings are saved.

Configure green Ethernet interface settings

You can configure green Ethernet settings for individual interfaces.

To configure the green Ethernet interface settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.

If you do not know the IP address of the switch, see Access the switch on-network

and connected to the Internet on page 25 or Access the switch off-network and not
connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on page 35.

Enter one of the following passwords:
e Enter your device admin password.

e If you previously managed the switch through the Insight Cloud Portal or Insight
app, enter the Insight network password for the last Insight network location.

For information about the credentials, see Credentials for the device Ul on page 34.
Click the Login button.

The Dashboard page displays.

Select Switching > Ports > Green Ethernet.

The Green Ethernet page displays.
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The following steps refer to the Green Ethernet Interface Configuration section.
Select one or more interfaces by taking one of the following actions:

e To configure asingle interface, select the check box associated with the interface,
or type the interface number (for example, xg5) in the Search field and click the
Go button.

e To configure multiple interfaces with the same settings, select the check box
associated with each interface.

e To configure all interfaces with the same settings, select the check box in the
heading row.

Click the Edit button.

The Edit Green Ethernet Interface Configuration pop-up window displays.

From the EEE Mode menu, select to enable or disable this option for the interface:
o Disable: EEE is disabled for the interface. This is the default setting.

e Enable: EEE is enabled for the interface. EEE combines the MAC address of the
interface with a family of physical layers that support operation in a low power
mode. (EEE is defined by the IEEE 802.3az standard.) Lower power mode lets
both the send and receive sides of the link disable some functionality for power
savings when lightly loaded. Transition to low power mode does not change the
link status. Frames in transit are not dropped or corrupted in transition to and
from low power mode. Transition time is transparent to upper layer protocols
and applications.

Click the Save button.

Your settings are saved.

Configure the port settings

You can configure and display the information for the physical ports on the switch. Some
settings that apply to physical ports do not apply to LAGs.

To configure and display the port settings:

1.

Connect your computer to the same network as the switch.

You can use a WiFi or wired connection to connect your computer to the network,
or connect directly to a switch that is off-network using an Ethernet cable.

Launch a web browser and enter the IP address of the switch in the address field of
your web browser.
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If you do not know the IP address of the switch, see Access the switch on-network
and connected to the Internet on page 25 or Access the switch off-network and not

connected to the Internet on page 32.

The Device Admin Password page displays.

If you did not yet activate your warranty, the Register to activate your warranty page
displays. For more information, see Register the switch on pag