Zee

AV Over IP Made Easy

ZyPer

MultiCodec Management Platform

User Manual
Updated July, 2024
API| Release 4.0x




Safety Instructions

1. Read these instructions.

2. Keep these instructions.

3. Heed all warnings.

4. Follow all instructions.

5. Do not use this product near water.
6. Clean only with a dry cloth.

7. Do not block any ventilation openings. Install in accordance with the manufacturer’s
instructions.

8. Do not install or place this product near any heat sources such as radiators, heat
registers, stoves, or other apparatus (including amplifiers) that produce heat.

9. Do not defeat the safety purpose of a polarized or grounding-type plug. A
polarized plug has two blades with one wider than the other. A grounding type plug
has two blades and a third grounding prong. The wide blade or the third prong are
provided for your safety. If the provided plug does not fit into your outlet, consult an
electrician for replacement of the obsolete outlet.

10. Protect the power cord from being walked on or pinched particularly at plugs,
convenience receptacles, and the point where they exit from the apparatus.

1. Only use attachments/accessories specified by the manufacturer.

12.  To reduce the risk of electric shock and/or damage to this product, never handle or
touch this unit or power cord if your hands are wet or damp. Do not expose this
product to rain or moisture.

13.  Unplug this apparatus during lightning storms or when unused for long periods of
time.

14. Refer all servicing to qualified service personnel. Servicing is required when the
apparatus has been damaged in any way, such as power-supply cord or plug is
damaged, liquid has been spilled or objects have fallen into the apparatus,
the apparatus has been exposed to rain or moisture, does not operate normally,
or has been dropped.

15. Batteries that may be included with this product and/or accessories should never be
exposed to open flame or excessive heat. Always dispose of used batteries
according to the instructions.



Operating Notes

e The ZyPer Management Platform includes the ZMP web interface. The following
browsers are supported:

» Google Chrome version 55.0.2883 or greater

. Refer to the Support page on the ZeeVee web site to download the latest firmware.



Contacting ZeeVee

Contact us for installation and technical support, repairs, and warranty service:
+1(877) 4-ZEEVEE (1.877.493.3833)
support@zeevee.com

supporteurope@zeevee.com

Sales

North America:
+1(347) 851-7364 Phone

sales@zeevee.com

EMEA:
+44 1494 956677 Phone

EMEAsales@zeevee.com

DACH:
+49 171 3620083 Phone

europe@zeevee.com



Features and Package Contents

Features

e Pre-configured Linux O/S is maintenance-free and includes upgrades and
support.

e Plug & Play operation will discover and enable labeling and control of any
number
of ZyPer4K, ZyPerUHD or ZyPerUHD60 encoders and decoders.

o Note: Release 2.3.x was the final release to support the ZyPerHD
« Interface allows the independent routing of video, audio and control signals.

o The feature-rich APl makes ZyPer4K / ZyPerUHD / ZyPerUHDG60 the perfect
add-on to existing distribution systems without the time and dollars usually
required for custom programming.

o Presets enable signal routing and scheduling of saved, pre-defined source-
display settings for easy duplication and recall.

« Real time system monitoring includes generating alerts for offline or
disconnected ZyPer4K / ZyPerUHD / ZyPerUHDG60 devices, sources and
displays.

« Auto detection/discovery of additional encoders and decoders make system
scaling
a snap.

 Easily create and manage video walls of any pattern or configurations up to
a 15 x 15 array.

« Create and manage Multi-view displays with up to 19 sources. (ZyPer4K only)



New in Release 4.0 and 3.X

New Features 4.0

e Zones features updated

e Commands for ZyPer V.A.M. added (Visualization, Analysis, Monitoring Tool)
Note this feature is Beta. (Not supported on ZyPerUHD60-2EMP)

o Transport Layer Security updates
e 802.1X Support added (ZyPer4K-XS/XR only)
o Multicast discovery enabled for ZyPer4K endpoints.

« Update Dante IP address (ZyPerUHD60-2EA and 2DA only)

New Features 3.2
o Added support for ZyPerUHDG60 2E, 2EA, 2D, 2DA

o Added specific commands related to Dante enabled UHD60 encoders and
decoders

New Features 3.1

o Added support for ZyPer4K 12G SDI Encoder

New Features 3.0

¢ Many account and security related features

« Flash LED lights from GUI

o Set Low Power mode from GUI

e See Icron USB IP addresses in Display/Source Grid

o Set Server IP address from GUI

Vi



New in Release 2.3/2.4/ 2.5

New Features 2.3/ 2.4

« Additional Multiview preset patterns. (ZyPer4K only)

o Clock added to Preset Calendar.

« Copy/Clone command added for Multiview. (ZyPer4K only)

e License count only applies to ZyPer4K units. Non ZyPer4K units do not count
against license limit.

e Channel up/down command added for Multiview windows. (ZyPer4K only)
o Update ZyPerUHD “No Source Found” background from ZMP GUI.

« Ability to enable or disable viewing of IP address and firmware version in
ZyPerUHD “No Source Found” screen. (Release 2.3.37261 and newer)

e Updated help search features for API

o Release 2.4 includes update to Linux version 20.04 on the new NUC form
factor Management Platform. (See hardware specifications in Section 1)

New Features 2.5

o Update ZyPerUHD “No Source Found” background from ZMP API.
e Maximum supported video wall size increased to 15x15 for ZyPerUHD

 Ability to disable 5V HDMI line on ZyPer4K-XS/XR decoders when no video
routed to the decoder.

« Ability to issue a channel up or channel down command to ZyPer4K decoder
via a ZeeVee IR remote control or ZyPer Trigger. Requires ZV IR RX unit.

New Features 2.5.3

e Support for the new ZyPerUHD60

Vii



New in Release 2.3

ethernetManagementPort changed to utilityPort
The 1Gb port on ZyPer4K units was referred to as the ethernetManagementPort

in previous releases of the API. With release 2.3 this is now changed to
utilityPort.
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New in Release 4.0

New/Updated Commands 4.0

e add snmp netNode

o delete snmp netNode

e generate tls csr

« load tls device

e rename zone

« set decoder analogAudioOut
o set decoder danteAudioOut
« set decoder hdmiAudioOut
o set decoder lowLatency

« set device dante ip

« set device optionCard

« set device utilityPort

« set encoder analogAudioOut
« set server api lineWrap

« set server contact

« set server discoverMode

o set server ftp mode

« set server hostName

o set server location

« set server redundancy

» set server security

e set snmp netNode

e show device names

e show snmp netNode

(See APl Command Listing)



New in Release 4.0

New/Updated Commands 4.0 (See APl Command Listing)

« show server config

« show server info

e show snmp netNode

o show tls device summary
e show tls ca pem

e show tls device pem

o show tls server pem



New in Release 3.2

New/Updated Commands 3.2 (See APl Command Listing)

« help

e join

« join dante

« set encoder danteAudioOut

« set decoder danteAudioOut

« set device security (ZyPer4K-XS/XR only)
« set device utilityPort

« set device videoPort

Xi



New in Release 3.0

New/Updated Commands 3.0

« authenticate username
e create account

o delete account

o delete role

o generate tls

« help

¢ load account

o load tls

o logout

e set account

(See APl Command Listing)

« set decoder autoAudioConnections hdmiAudioFollowVideo

o set multiview allowMainStream
e setrole

» set server security

« setf server timezone

o settls

e show account

« show device config

o show files

o show logs

« show server ip duplicates
o show tls

e signtls

o troubleReport

Xii



Removed in Release 3.0

Support for older ZMP NUC Devices

« First generation ZMP NUC devices are not supported with the 3.0 release of
ZMP API. These devices are running an incompatible version of the Linux
Operating System and were last shipped by ZeeVee back in 2017. These units
can be easily identified as they have the brand name “GigaByte” written on
the underside of the unit.

o Customers using this older NUC that wish to upgrade to the 3.0 ZMP API
release should contact the ZeeVee sales team (sales@zeevee.com) to
purchase an updated ZMP Hardware device.

These APl Commands have been removed

« join dante
« set server ssh password

« set device control authorization
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Getting Started

Hardware Specifications (Older Intel NUC-D version)

CPU . Intel® Pentium® Processor J5005
Operating System . Linux Ubuntu 16.04
Internal Storage e 64GBSSD
Graphics . Intel® HD Graphics 600
LAN «  Gigabit LAN
Internal Memory e« 8GBDDR4
Power Supply . Input: 100 ~ 240 V AC

. Output: 19V DC, 3.42 A
1/0 ¢ 2xHDMI 2.0a

e  4xUSB 3.0, Type- A, female

. 1xRJ45

. 1x19V DC

e 1xKensington lock slot

. 2 x 3.5mm headset jacks (Not used)
Operating Temperature . 0°C to +40 °C
Storage Temperature . -20 °2C to +60 °C
VESA e VESA Bracket included

Supports 75 x 75 and 100 x 100 mm
Dimensions (W x H x D) . 4.55in x 2.01in x 4.57 in
(115 mm x 51 mm x 111 mm)
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Getting Started

Hardware Specifications (NUC-E version Feb 2022 and beyond)

CPU

Operating System
Internal Storage
Graphics

LAN

Internal Memory

Power Supply

170

Operating Temperature
Storage Temperature
VESA

Dimensions (W x H x D)

Intel® Celeron® Processor N3350

Linux Ubuntu 20.04

64 GB SSD

Intel® HD Graphics 500

1x 100mb LAN (Eth0), 1x Gigabit LAN (Eth1)
4 GB DDR4

Input: 100 ~ 240 VAC
Output: 19V DC, 3.42 A

2 x HDMI 2.0a

3 x USB 3.0, Type-A, female

2 x USB 2.0, Type-A, female

2 x Rj45

1x19V DC

1x Kensington lock slot

1x 3.5mm headset jacks (Not used)

0 °Cto +40 °C
-20 °Cto +70 °C

VESA Bracket included
Supports 75 x 75 and 100 x 100 mm

6.06 in x1.25in x 4.25 in
(154 mm x 32 mm x 108 mm)

cus c E RoH S

FCS

Ethernet Port 0 = Video Port. DHCP default IP Address (Side with USB only)
Video Port connected to same network with ZyPer Endpoints

Ethernet Port 1 = Management Port. (Side with HDMI ports)
Management Port connected to other network (if used)

Static IP Address 192.168.20.2  Subnet Mask = 255.255.255.0
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Getting Started

Hardware Specifications (Enterprise Grade Rack Mount)

CPU

Operating System
Internal Storage
Graphics

LAN

Internal Memory

Power Supply

170

Operating
Temperature

Storage Temperature

Dimensions
(WxHxD)

Ambient Noise

Intel® Xeon E3-1200 v5
Linux Ubuntu 16.04 or 22.04
64 GB SSD

ASPEED AST2400 BMC
Dual Gigabit LAN

8 GB DDR4

200W Low-Noise AC-DC power supply. Fan speed
dynamically adjusts for load and environment.

1x VGA (15-pin D-sub)

2 x USB 2.0, Type-A, female

2 x RJ45 (LAN) (Video Network and Management
Network)

1x RS232 (9-pin D-sub)

+10 °C to +35 °C

-40 °C to +70 °C

17.2inx1.7inx11.3in
(437 mm x 43 mm x 287 mm)

Measurement point was 1M distant, straight in front of
unit

43.5 db(A) - Startup and peak load condition

32.8 - 34.4 db(A) - Expected range during typical load
31.7 db(A) - Idle and very lightly loaded or cooler
ambient conditions

8.45 Ibs, (3.83 kg)

Ethernet Port 0 = Video Port. DHCP default IP Address
Video Port connected to same network with ZyPer Endpoints
Ethernet Port 1 = Management Port.

Management Port connected to other network (if used)
Static IP Address 192.168.20.2

Power Button
Subnet Mask = 255.255.255.0

Status LEDs
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Installation

1. Connect the included power supply to the power receptacle on the ZyPer
Management Platform.

2. Connect the included AC power cord from the power supply to an available
electrical outlet.

3. Connect an Ethernet cable from the ZyPer Management Platform to a switch that
is on the same LAN that will be hosting the ZyPer devices. Although the ZyPer
Management Platform can be connected anywhere on the LAN, it is recommended
that it is connected to the primary switch where the ZyPer endpoints are connected.
NOTE: If the ZyPer Management Platform does not detect a DHCP server within 60
seconds, a link-local address of 169.254.xxx.xxx will be assigned to the ZyPer

Management Platform. If you wish to use static or fixed-mapping using DHCP, then
see Network Configuration (page 9).

Using Windows®

a. Connect an Ethernet cable from your computer to the same switch as above.
b.  Go to the Network folder.

c.  Locate the icon titled “ZyPer Management Server” followed by an IP address.
This is the IP address of the ZyPer Management Platform.

Using OS X®

a.  Connect an Ethernet cable from your computer to the same switch as above.
b.  Open the Terminal application.

At the prompt, enter ping zyper.local.

c.  The IP address of the ZyPer Management Platform will be displayed.
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4. Open a web browser and enter the IP address of the ZyPer Management Platform.
5.  The login screen for the ZMP will be displayed.

6. Enter admin for both the Username and Password fields.
See Management Platform Login (page 8) for more information.

7. Click the Login button.

Sample Application Diagram
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Management Platform Network Ports

The ZyPer Management Platform (ZMP) is available from ZeeVee in two different
hardware options. NUC and Rack Mount Server. Both versions have two network
interfaces. It is important that the port labeled “Video Network” is connected to the LAN
containing the ZyPer4K/ZyPerUHD60/ZyPerUHD encoder/decoder endpoints. The port
labeled “Management Network” is available to separate the Video AV Network from a
corporate or Control Network.

Rack Mount ProServer ZMP

Video Management
Network Network Port
Port
NUCzmP
Management Network Port
(Located on other side of unit)
Port
Management Network Port

ZMP with
Dual NIC

Control Network

AV Network (Creston, Extron, AMX,

(ZeeVee) Q-Sys, RTI, Control4,

ZyPerPad)

Video Network Port
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Management Platform Login

1. Directly connect an HDMI cable (NUC) or VGA cable (Rack Mount) between the
Management Platform and a Display. (Note that a USB keyboard is also required to
be connect to the Management Platform)

2. After boot the login prompt will appear. At the login prompt, enter the following
login name: zyper

After entering the login name, the password prompt will be displayed.

zyper login: zyper
Password:

3. Enter the password. The default password is zyper. Note that the password will
not be echoed to the screen. Once the password is entered, the screen will appear
similar to the following:

zyper login: zyper
Password:

4. Use the show server info command to find the IP Address of the Managment Platform

show server info
server (192.168.0.21);
server.gen; hostname=zyper.local, serverType=NUC-E,
version=3.3.40029, previousVersion=3.2.39797, master=true,
location=Wiring closet, contact=ZeeVee
server.gen; uptime=3d:0h:45m:32s, freeMem= 2.60GB,
sdvoeVersion=3.6.0.1, bootCount=19, serialNumber=7ZZMIMCO0001A
server.gen; macAddress=00:0e:c6:8e:38:6f,
managementMacAddress=54:b2:03:£0:ee:99
server.ipActive; ipServerAddr=192.168.0.21,
ipManagementAddr=0.0.0.0, gatewayAddr=0.0.0.0, dnsAddr=0.0.0.0
server.ipActive; managementGatewayAddr=0.0.0.0,
managementDnsAddr=0.0.0.0
server.time; time="Mon Apr 8 09:38:06 2024”7, timezone=America/
New_York
server.license; productID=367d8850-f6f2-cd73-fbbl-54b203£f0ee99,
license=none
server.license; Zyper4KLimit=24, Zyper4KDevices=8, allDevices=14,
allDevicesUp=9, Zyper4KDevicesExceeded=0
server.deviceUpdates; active=0
server.activeDeviceVersions; num 1.7.24.0=4, num 1.7.31.0=1,
num 2.0.0.0=2, num 2.1.0.0=2
lastChangeIdMax (535) ;
Success
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Network Configuration

The default configuration of the Management Platform will use DHCP with link-local
addressing support. Link-local addressing allows the Management Platform to have

an |IP address on a network, even if the Management Platform has not been manually
configured or automatically configured by a DHCP server. If a DHCP server is not
detected within 60 seconds, a link-local address of 169.254 . xxx .xxx will be assigned
to the Management Platform.

If you wish to use a static IP address, this can be done in one of two ways: Add a fixed

mapping to the DHCP server or by directly assigning a static address to the Management
Platform. Both methods are covered in this section.

Fixed Mapping using DHCP

Before continuing, make sure that the static IP address being used does
not conflict with any DHCP-assigned addresses. Contact your system
administrator for assistance.

1. At the login prompt, enter the following login name: zyper
After entering the login name, the password prompt will be displayed.
zyper login: zyper

Password:

Enter the password. The default password is zyper. Note that the password will not be
echoed to the screen. Once the password is entered, the screen will appear similar to the
following:

Zyper$

Use the show server info command to find the Mac Address of the Management Platform
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show server info
server (192.168.0.22);

server.gen; hostname=zyper.local, version=3.0.38693,
previousVersion=2.5.3.38627, macAddress=94:c6:91:a0:47:fc,
master=true

server.gen; uptime=0d:2h:6m:46s, freeMem= 6.71GB, bootCount=188,
serialNumber=ZZM1K400011D

server.gen; runningInVm=false, managementMacAddress=

server.ipActive; ipServerAddr=192.168.0.22,
ipManagementAddr=192.168.0.22, gatewayAddr=192.168.0.1,
dnsAddr=0.0.0.0

server.ipActive; managementGatewayAddr=0.0.0.0,
managementDnsAddr=0.0.0.0

server.time; time="Wed Mar 22 15:28:44 2023”7, timezone=EST

server.license; productID=F9188182-AF72-C6C8-92C6-94C691A047FC,
license=none

server.license; Zyper4KLimit=24, Zyper4KDevices=9, allDevices=18,
allDevicesUp=9, Zyper4KDevicesExceeded=0

server.deviceUpdates; active=0

server.activeDeviceVersions; num 1.2.2.0
num 1.5.0.1=1, num 1.5.2.1=3, num 2.0.4.1
lastChangeIdMax (78) ;
Success

1, num 1.3.2.4=1,

8=1, num 4.1.2.9=2

After programming the DHCP server to assign a specific address to the Management
Platform, reboot the Management Platform, using the following command, to use the
new IP address.

shutdown server reboot
Success

Static IP Configuration

The set server ip command can be used to set the IP Address of the Management
Platform. Refer to APl Command Listing (page 94) for a full listing of available commands.

set server ip videoPort static address 172.16.16.111 mask
255.255.255.0 gateway 172.16.6.1 dns none reboot

Success
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Basic Operation

Accessing ZyPer Management Platform

1. Open a web browser and enter the IP address of the Management Platform.

2. The login screen for ZMP will be displayed.

ZyPer Management
Platform

User ID

Enter user ID

Password

Enter password

3. Enter the required information in the Username and Password fields. The default
username and password is admin. The username and password are case-sensitive.
The “admin” password may be changed by the user at any time.

4.  Click the Sign In button.

5.  The Home page will be displayed. See the next section for more information.

12



Basic Operation

Home Page

The Home page of the ZyPer Management Platform displays all available Sources,
Displays, Walls, Zones, Multiviews, Server Info, Users, Roles, Logs and Help.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. The Home page will be displayed. The Sources pane displays all available
encoders . The Displays pane displays available decoders. V.A.M, Walls, Multiview,
Zones, Presets, Source Grid, Display Grid, Server, TLS, Redundancy, SNMP Users,
Accounts and Roles will be covered in upcoming sections.

To begin,

s e i o cormr oGy s
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Basic Operation

Device Status Indicators

Each Source and Display contains a status indicator border color, displaying current
information about the device. This is particularly useful for devices that may be in a
separate part of a building or several miles away.

Meaning Indicator Color
OK Green
1. Indicates that an HDMI cable is connected between
the encoder and the source or between the decoder
and a display or other sink device. Decoder is
Qo receiving a valid video stream.

2.  The encoder / decoder is powered.

WildlifedK

3. The Ethernet cable is connected between the switch
and the encoder / decoder.

Meaning Indicator Color
Warning Yellow
HD 1. HDMI cable may not be connected between the
y encoder and the source or between the decoder and
a display or other sink device. Decoder may not be
receiving a valid video stream.
Laptop Note that this indicator may also indicate a faulty
HDMI cable.

2.  The encoder / decoder is powered.

3. The Ethernet cable is connected between the switch
and the encoder / decoder.



Basic Operation

Meaning Indicator Color
Error Red

1. The Ethernet cable is disconnected between the switch
and the encoder / decoder.

Lu 2. The encoder / decoder may not be powered.

Laptop

HD

15



Basic Operation

Displaying Devices By Status

Both the Sources and Displays window contain a Filter by status option. There are check
boxes to filter by Status (Green, Yellow, Red), Device Type (4K, U60, UHD or HD), USB
(Present, Not present) There is also an option to filter Sources or Displays by name.

1. Click the Filter Icon.

T Sources (9) x®
! fak HD HD HD HD
= ﬁk 45[9'
NBC @ "‘
Alvahaw AdrshowHD Laptap Mukals-HD RaptorHD
\ I\ ) )
m 1 (s Jilax ‘HD A
— || | &
FOX Nie
Soccerdk USA-dK Wild|ife Wikdlite HD

2. Only those devices with the selected status will be displayed. As illustrated in this
example, only ZyPer4K devices are shown in the Sources window. ZyPerHD,
ZyPerUHD and ZyPerUHD60 sources are filtered out.

h ¢ Sources (5) b ¢

filter for name...

K IV .
|:| v USB v No USB |:|
[v]ac | [uHD | uHD60| |

Enc2 Jazz J l WPEXT J XSenc1 Z4KEnc1

3. Selectevery box from the Filter to show all devices.
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Basic Operation

Displaying Devices By Name

Both the Sources and Displays windows contain a Filter by name field. Use this field to
enter the name of the desired device(s) to be displayed.

As text is entered, the interface automatically begins a search of the current string for
each recognized device. Devices that are displayed must contain the text (in sequence)
that is currently in the Filter by name field. Text searches are case-sensitive.

1. Click in the Filter by name field.

Y Sources (14) X

filter for name... [ ]

K |~/~/

|:| v USB v No USB |:|
T ik v ]UHD- [v]UHDGO\
Enc2 Jazz J T U60Fenway | ﬁrsmondon J t UHD&0-2E

This example uses the following named sources. For more information on naming
sources see Configuring Encoders and Decoders (page 22).

b Sources (9) x®
filter for name... Filter By
R
(4K (HD HD HD HD
= -
Ars dh G sy
NBC
Alrshew AdrahewHD Laptap Murals-HD RaplarHD
\ X )
- N 7 ~ - .
4K AK 4K HD
FOX ESFn db, (€0
NBC
Soccerdk USA-aK Wildlite WikdlifaHD

2. Type the desired sequence of characters in the Filter by name field to search. In
this example, we want to only display the “Wildlife” source devices. To do this, we
can enter part of the name, such as “Wild” or even “W” (since no other device name
contains the character “W”). All text entries are case-sensitive.

17




Basic Operation

Manually Setting Sort Order

Both the Sources and Displays windows can be sorted manually. Every device is
assigned a “sort order” number. The user can change this sort order number manually.

1. Click on the device identifier. (Little “4K” or “UHD” or “HD” in upper left corner of
device.) Note: Must be configured for Join Mode rather than Preview Mode. See
the section on Video Preview mode on the following pages.

T Sources (9)

filter for name

olick to change sort onder - 1
D
nereann N BC
Cuba Curved BrandVideoLoop Confere

s

Thailand WildiifeHD

This will bring up a Sort Order option for the selected device. The example below
the device is assigned to Sort Order position 1. (Top Left of the Source window) This
number can be changed to any number desired up to the number of sources.

T Sources |
filtar for name:

4K a4 HD

Sort Ovder:

Cuba Curved BrandVideoLoop

4K HD

ESFIT a

Thailand ‘WildilfeHD

2. Sort Order numbering runs from top left fo bottom right. In the image above
assuming only 5 sources, the top three would be location 1, 2 and 3; while the bottom
two would be locations 4 and 5.
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Joining Encoders to Decoders

“Joining” is the process of assigning an encoder (source) to a decoder (display) or a video
wall. Before starting the join process, we recommend that you configure the encoder
and decoder settings. Refer to Configuring Encoders and Decoders (page 22).

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2.  Drag and drop the desired source on to the desired display.

T Sources (4) x| 7T Displays (4) »
fitter for name... Filter By filter for name. .. Filter By
m (2K 4K Wildifa 4K Airshow
=r3 A Pra’%
FOX NBC 3 3
Airshaw Snccardk Bal-Left Bot-Right
IT‘K ) rﬂK :lK wWildlite h IPﬂ-l( Wil
EsFn LA LAY W%
NBC MNBC 4 MNBC 3
LISA-4K Wildlite Top-Left Top-Right

3. Thedisplay icon will change to show that it has now been joined with a source.
(Small chain link icon) Hover over the chain link for additional status info. Also the
icon will change to match the source and name of the source will appear at the top
of the icon.

(4 widlife 4K Airshow

3%

NBC 3

—r=3

Video: Airshow, Fast Switched

Digital Audio: Alrshow, HDMI
Downmix

Widlire

It

NBC 4

Top-Lemt

aK

Analog Audio: Alrshow, HOMI
Downimix

4.  Continue the join process as desired. Note that joining an encoder with a decoder
that is already joined, will replace the previous join operation.

The join command can also be used to perform the same operation.
See APl Command Listing (page 94) for more information.
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Unlinking Encoders and Decoders

As mentioned earlier, joining an encoder with a decoder that is already joined, will
replace the previous join operation. However, there may be situations where you want
to completely remove any source from being shown on a display. To do this, use the
Disconnect AV feature or Disconnect Joins.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. On the Sources window, right-click on any Source. Select Configure Join and then
Disconnect AV.

Camera2 (4K) - Join Configuration X
’ Fast Switched ’ Genlocked , USB * Disconnect AV
Fast Switched (V) Genlocked (V) I
Downmix (DA) HDMI (DA) USB Lssd—adie
Downmix (AA) Downmix (AA) Seboe—tordin

Z © wEZ O wEF O Z O ®u

3. Drag that source onto the Display that you would like to unlink

”

4.  Alternately you can right click on the “Chain Link” icon and select “Disconnect Joins
5. The display icon will change to show that it has been unlinked and no longer joined

with any encoder. (Yellow perimeter, small chain link icon is gone, icon returns to
default and name of joined source is gone)

4K Curved 4K Curved 4K Cuba 4K

6 il (— e~ L [ — 0
) W Disconnect Joins

Bot-Left # Device Details

Top_Left

Preview On

Preview Off

W Clear Sort Order

B3 Firmware Version
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Video Preview Stream

It is possible to view a small thumbnail preview of the active stream in the GUI within
either the encoder or decoder box. Once preview streams are enabled, you can see
them by following the steps below: (Supported on ZyPer4K, ZyPerUHD60 and ZyPerUHD
only) Not supported on ZyPer4K-XS or ZyPer4K-XR units.

Note: It will take several seconds for the preview stream to appear once activated.
There is a maximum of 20 preview streams available at any given time.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. On the Sources window, click on the small “4K” or “UHD” located in the upper
left corner of the window. This will toggle the GUI between showing an icon and
showing the preview stream. Note: Video Preview Mode but be set at shown in step
3 below.

h ¢ Sources (4)

filter for name

L% Toggle video preview

Curved Soccer Thailand

3. Click on the gear icon in the top right corner of the ZMP to enable or disable the
“Big Preview” option. When enabled, hovering the cursor over a preview stream
will make the preview approximately 50% larger while you keep the cursor over the
stream.

Admin P £

x Y Sources (2)
Mode:

© Video Preview filtter for name...
Mode

Join Mode aK
Big Preview:

© On

Off Bigbuck|

4. Note that preview stream can be viewed for both Sources and joined Displays. All
other functionality remains the same. The preview stream updates about 1 time per
second. (Multiviews are not available as preview streams. Clicking on preview at
the decoder for a multiview will give the appearance that the multiview has failed.)

5. Important Notes: The PC/Laptop attempting to view preview streams MUST have
access to the Internet to download a player in the background. ZyPer4K MUST be
on firmware version 4.0.1 or newer.
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Source/Display Config Page
Configuring Encoders and Decoders

When an encoder or decoder is connected to the network, the Management Platform
identifies each unit by its MAC address. This is the default setting. However, when
dealing with several units, it is much easier to identify a unit by a string name. It is also
possible to assign a preset image to each icon, set the network mode, RS232 settings, and
more.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Source or Displays tab at the left of the page. Joining Encoders to
Decoders (page 19)

O V.A.M.

@ Sources

O Multiview

3. All available encoders will be displayed under the Sources window. (Maximum 25
per page. Deployments with more than 25 encoders will cycle thru pages)

Y Sources (9)

HD 4K

Camera Camera7

||

Racing_1 Sky_8

DrHemphill_9 DrWhite_1
u60 XS
UB0_Enc122 ZXSCam_7

22
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Basic Operation
All available decoders will be displayed under the Displays window. (Maximum 25 per
page. Deployments with more than 25 decoders will cycle thru pages)

T Displays (12) x
AK Hofstra AK  History_4 AK  MvflatEnc AK
|||}Iq I\@ |>!-I ‘5, , \‘5} -
B | HISTORY 3 E
Area5iM1 Bot-Left Bot-Right MyflatDec Samsung
4K ABC 4K HD Camerad HD Camerad HD Camerad
@35' - 2 2 ¢
Top-Left Top-Right UHD-DECT UHD-DEC2 UHD-DEC3
HD Camerad UHD UHDenc
2 - 3
UHD-DECA UHD-DECS

Pagination: Note that you can control the number of Sources or Displays shown at one
time via the pagination option in the browser:

Add ?max=5 to the end of the brower address to set max Sources/Displays to 5. Valid
numbers are 1 thru 25.

Example: http://172.16.6.111/maestroz/app/?max=5

A § Displays (12) b 4
«{123)»
HD 4K Haofstra 4K  History_d 4K  MVflatEnc 4K
-‘9 |||>Iq k‘g’ |'!-I ‘9 , \‘5’ -
E e g HISTORY 3 L3
Area51M1 Bot-Left Bot-Right MyflatDec Samsung
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Basic Operation

4.  Left-click the desired encoder name to display the context menu. In the example
below,we will select the encoder named “Cuba”.

5. A menu will appear with options for Summary, ID, Status,Config and Actions.

Cuba - Source b 4
|
P Summary
Sources (5)
P ID
aK
@ p Status
» Config
» Actions \

6. Selecting the ID option will allow you to manually give the Source a name.

Cuba - Source b 4

| P Summary
Sources (5)

* ID
4K

@ Name: Cuba

MAC: d8:80:39:9a:96:7

Type: Encoder !

7. Enter a description for the source in the Name field. By default, the Management
Platform will use the MAC address of the encoder. This field cannot be blank.
Names cannot contain spaces. In this example, we will use “ESPN1".

Naming a device can also be done using the set device general name
command. See AP| Command Listing (page 85) for more information.
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Basic Operation

Each encoder and decoder must have a unique name. Duplicate names are
prohibited. It should be noted that assigning a name to an encoder does not
actually replace the MAC address. The Name field provides a descriptive
identifier, rather than a MAC address.

8. Click the Config-lcon drop-down list to select the desired icon for this source. This is
optional. If no icon is selected, then the default icon will be used. In this
example, we will select ABC, since a ABC is connected to this encoder.

The set device source-display iconImageName command can also be
used to assign an icon fo a device. See API Command Listing (page 94) for more

information.

Cuba - Source x
I
Sources (5) Icons @ abcw

9. Enter the Manufacturer, Model, and Serial Number of the source or display in the
appropriate fields. By default, these fields are set to “none”. These fields must not
be blank. If a custom value is provided, it must not contain spaces.

Cuba - Source
|

Sources (5) MAC: d8:80:39:92:96:7

Type: Encoder

@ Manufacturer |

Model: none

Serial none

Number:

Lacation: none

25



Basic Operation

The Manufacturer, Model, and Serial Number can also be assigned using
the following commands, respectively. See API Command Listing (page 84)
for more information.

P set device sourceDisplay manufacturer
» set device sourceDisplay model

» set device sourceDisplay serialNumber

10. Enter the location of the source or display device in the Location field. By default,
this field is set to “Unknown”. This field must not be blank. If a custom value is
provided, it must not contain spaces.

1. The set device sourceDisplay location command can also be used to set
these values. See API Command Listing (page 94) for more information for
more information.

12.  Use the Config-IP Mode section to configure the IP setfting for the encoder.
By default, both encoders and decoders are set to DHCP mode and will be
discovered automatically by the Management Platform. To manually configure the
IP settings of the encoder, click the Mode drop-down list and select static.
Once in static mode, the information in the Address, Mask, and Gateway fields can

be edited.
Cuba - Source x

|
Sources (5)

P Summary

@ » ID
b Status
w Config
IP Mode: DHCP

IP Address: 172.16.6.40
IP Mask: 255.255.255.0
IP Gateway: 172.16.6.1
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Basic Operation

13.  Use the Baudrate section of Config to configure the RS232 settings for the control
device, such as an automation control system. Click the Baudrate drop-down list fo
select the desired baud rate of the control device.

EDID Audio: @ Server Default
O Only PCM
O Allow Compressed

RS232

Baudrate: 57600

DataBitt O7 @8
Stop Bit: @1 O 2

Parity: () Even (O Odd @ None

The Device IP settings can also be assigned using the set device ip dhcp and
set device ip static commands. When assigning R$232 settings from the
command line, use the set device rs232 command. See API Command Listing
(page 94) for more information.

14. By default, ZyPer4K and ZyPerUHD Encoder audio format parameters will inherit the
Server Default configuration.

Only PCM - Ignore the Server Default setting and restrict the EDID to PCM

audio only

Allow Compressed - Ignore the Server Default setting and allow Compressed audio
on the encoder.

NOTES: For this setting to work properly, the source’s audio configuration should

be set to automatically determine audio, if possible. If the source is not able to
automatically determine audio, it needs to be manually set to the desired auto
format. Downmixing hdmi audio (sending audio out of the analog port) can only be
done if the hdmi stream is PCM - not compressed.

EDID Audio: @ Server Default
O Only PCM
O Allow Compressed
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Encoder and Decoder Status Information

Basic Operation

You can obtain status information about an encoder and its source at any time, from the
Source Config page.

1.

Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for

more
information.

Left-click the desired source name and select the Status option from the context

Status A
State: Up
Input: HDMI
Cable: Connected
HDCP: Active
Horizontal Resolution: 3840
Vertical Resolution: 2160
Refresh Rate: 60.002
Video Multicast Address: 224.1.1.1
HDMI Audio Multicast Address: 224.1.1.3
Analog Audio Multicast Address: 0.0.0.0
Firmware: 4.1.2.9
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Deleting, Rebooting or Resetting an Encode or Decoder

If an encoder or decoder is disconnected from the network, the Management Platform
will continue to display the encoder or decoder within the ZMP until it is removed.

Note that; reconnecting the encoder or decoder will cause it to once again be displayed
in the ZMP.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Sources tab at the left of the page.

O VAM.

O Sources

Zyper Management Pla Lo

To begin,

st ] gt cocer o ey s

O SNMP Users
O Accounts

O Roles.

» To delete an encoder or decoder:

a. Left-click on the desired encoder or decoder name and select Actions
from the context menu.

Cuba - Source b 4
| » Summary

Sources (5)

b ID

@ b Status

» Config

» Actions
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Basic Operation

b.  Click the Delete button.

w Actions
CEC
On
off
Hex:
RS232
Command:

Reboot
Factory Defaults

Delete

3. The following prompt will be displayed when deleting a source.

Are you sure?

Would you like to delete device Cuba?

Cancel Delete

4.  Click the Delete button to confirm the operation. Click the Cancel button to cancel
the operation.

5. This same menu can be used to Reboot the device or set the device back to Factory
Defaults by clicking the appropriate button.
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Sending a CEC Command

The ZyPer4K, ZyPerUHD60 and ZyPerUHD can send CEC on/off commands from within
ZMP. (Note: Decoder only feature for ZyPerUHD/UHD60. Not supported for Encoders)
The ZyPer4K and ZyPerUHD60 can send additional CEC hex commands as well.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Sources tab at the left of the page.

To begin,

s mer o o it ot e e

» Tosend a CEC command:

a. Left-click on the desired encoder or decoder name and select Actions
from the context menu. (Note: Decoder only feature for ZyPerUHD/
UHD60. Not supported for Encoders.)

Cuba - Source b4
|
Summary
Sources (5)
b D
@ ) Status
» Config
» Actions
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Basic Operation

b.  Click the desired CEC On or OFF button.

¥ Actions

CEC

Off

RS232

Command:

Reboot
Factory Defaults

Delete

3. The ZyPer4K and ZyPerUHD60 can also send Hex commands over CEC. Just type
the Hex command into the box. When completed, click anywhere outside of the
Hex input box to send the command.
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Sending an RS232 String Command
The ZyPer4K, ZyPerUHD60 and ZyPerUHD can be sent RS§232 strings from the ZMP to be
output on the RS232 port of the unit.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Sources tab at the left of the page.

To begin,

st ] gt cocer o ey s

O SNMP Users

O Accounts

O Roles.

» To send an RS232 string command:

a. Left-click on the desired encoder or decoder name and select Actions
from the context menu.

Cuba - Source X
| » Summary

Sources (5)

b D

@ b Status

» Config

» Actions
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b.  Scroll down to the RS232 box and enter desired text. Click anywhere
outside the box to send the text string command.

w Actions
CEC
On
off
Hex:
RS232
Command:
Reboot

Factory Defaults

Delete

Note: The ZyPerUHDG60 has a button to indicate if the encoder/decoder is
connected to the ZMP Server for RS232 communication. See the “Switch”
command in APl Command Listing. Example below is “Connected”
Changing this setting will cause the ZyPerUHD60 to reboot.

UHD60-2EA - Source X

w Actions

RS232

@ Connected O Disconnected

Command:

Reboot
Factory Defaults

Delete
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Updating Firmware
If there is a firmware update available for the ZyPer4K, ZyPerUHD60 or ZyPerUHD, the
update can be performed easily from within ZMP.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Sources tab at the left of the page.

ZyPerManagementPIatfarm

To begin,

s mer o o it ot e e

» To update an encoder or decoder:

a. Left-click on the desired encoder or decoder name and select Actions
from the context menu.

Cuba - Source x

I ) 5 mmary
Sources (5)

» D
@ b Status

P Config

» Actions
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b. Drag and drop the appropriate firmware update file into the box and click
on the “Update Device” button.

w Actions
CEC On
CEC Off
Hex:
Reboot
Factory Defaults
Delete

Update Device Firmware

Drop file here,
or click here to select file.

Update Device

3. You will be prompted to confirm this the desired action. Confirm the action by
clicking the Update button. The ZyPer unit will automatically reboot itself once the
firmware update is complete.

Are you sure?

Would you like to update the device NBC with
Z4K_Firmware_HDMI2.0_v4_0_1_0.apz?

Cancel Update
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Creating Video Walls

One of the purposes of the Management Platform is to create and manage video walls.
A video wall is a collection of displays or projectors arranged in a square or rectangular
fashion. The source is then “mapped” to each display, thereby creating one large display
from multiple, smaller displays.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Walls tab at the left of the page.

O Zones

@ Wwalls

O Source Grid

O Display Grid

3. Inthe Walls pane, click on the 4 button to create a new video wall.

|
Y Walls X

+

4K HD
ge= gEmx:
L L L L

(& wwa @ (& vowa [

37



Basic Operation

4.  This will bring up the wall Editor.

Walls ®

Editor »®

Please set the values for Rows and Columns below to greater than
zero.

Mame
Rows
]
]
Columns 0 Bezel 0
] ]

5. Enter the number of display columns in the Number of Columns field.
6. Enter the number of display rows in the Number of Rows field.

In this example, we have arranged our displays in two rows and two
columns. This is a blank 2x2 video wall:

Editor »
Mame
L e
Rows
2 0
Columns 0 Bezel o
2 ch 0

¥
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7. Drag Displays from the Display pane into the Editor to populate the wall. Provide a
name for the new video wall in the Name field. Values in this field cannot contain
spaces. Since more than one video wall can be created, always be sure to provide a
descriptive name. This field cannot be blank.

Walls x| T Displays

Editor e |z| v v 4

4K

aK 4K
- . .

aK i I ELS i}
! - Botleft ToplLeft TopRight
Topleft TopRight
aK i}
L
BotlLeft
MName
4KWall
Rows
z 0
Columns o Bezel o
2 o

8. Leave the Bezel Top, Bezel Bottom, Bezel Left, and Bezel Right set to 0.
Bezel compensation will be covered in the next section.

9. Click the Create button.
10. The new Wall will now be available within the Walls window.

1. Video Walls are deleted by clicking on the small Trash Can icon. The user will be
prompted to confirm deletion.

Are you sure?

Would you like to remove "wall1" video wall?

Cancel Remove
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Bezel Compensation

Every video output device has an area where video is not displayed. This area is called
the bezel. Bezel compensation takes this area into account when a single video source is
divided and displayed on multiple output devices.

1. Check the output on the video wall and identify any misaligned edges. For best
results, it is recommended to use a static video pattern for this test.

In the illustration on the left, we have a 2x2 video wall without bezel compensation.
Note the ZeeVee logo is not aligned correctly across all four displays. On the right,
bezel compensation is used fo fix the issue.

Without Bezel Compensation With Bezel Compensation

It is recommended that when the video wall is set up for the first time, that these
values be set to zero. Bezel compensation can be changed at any time.

Bezel compensation is always measured in pixels.

2. Left click the edit video wall button in the lower left corner of the desired wall.

Y Walls (1)

-+

4K

%&’D waln W
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3. The video wall editor will come back up onto the screen.

Walls x T Displays

Editor x [v] v V|4

4K 4K 4K
G . ) .
! ! 2 BotLeft TopLeft TopRight
ToplLeft TopRight
4K m'
L
BotLaft
Name
AKWall Update
Rows
2
0
Columns 0 Bezel 0
2 0

4.  Enter the desired values, in pixels, for each bezel field: Bezel Top, Bezel Bottom,
Bezel Left, Bezel Right.

5. Once the desired values have been entered, click the Update button. This will save
the new settings.

6. Check the picture on the displays. Repeat steps 2 - 5 as necessary.

7. Note: Only the ZyPer4K and ZyPerUHDG60 allow bezel adjustment. Video walls with
the ZyPerUHD do not allow bezel adjustment.

8. Note: If the PLUS sign or trash can for multiviews or video walls is not visible in your
browser; the display may have entered into tablet mode. You can force the system
back to “Desktop” mode with the following command line addition in the browser.
Add /?destop=true. Example: http://172.16.6.111/maestroz/app/?desktop=true
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Creating a Multiview Screen

One of the purposes of the Management Platform is to create and manage multiview
screens. A multiview screen is a collection of sources arranged on a single display. There
can be up to 19 sources displayed on a single display in a variety of preset patterns.

Note: Only the ZyPer4K supports multiview screens. This feature is not supported by the
ZyPerUHD or ZyPerUHDG60.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Multiview tab at the left of the page.

O Displays

@ Multiview

O Presets

3. Inthe Multiview pane, click on the 4 button to create a new video wall.

|
T Multiview %

-+

E‘f LBar m @ Ltest1 m Efl'.'l"u'iew... m

4.  This will bring up the Multiview editor where you can create and customize a
multiview display.

42



Basic Operation

Multiview x

Editor »®

Save Patterns -

5.  Click on the Patterns button in the lower right corner to bring up a list of pre-
defined patterns.

Three rows by three columns
Clear grid of windows L-Shaped Top Left
Two rows by two columns L-Shaped Top Right
L-Shaped Bottom Left
L-Shaped Bottom Right

Twa on top, one an bottam
Three rows by three calumns
L-Shaped Top Left

L-Shaped Top Right
L-Shaped Bottom Left

| -Shanad Bottom Rinht

Four rows by four columns

Four rows by four columns, two on top

Four rows by four columns, two on left
Patterns = m

6. After selecting a pattern you will see the grid fill in with the places to drag sources.
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Editor x

Multiview Name Save Patterns =

7. Drag sources into the various locations. Note: The same source can be dragged
into multiple windows as long as the windows are the same size. Dragging a source
onto different size windows is NOT supported.

Editor b

ot meaw Mams | s Fariarng =
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Basic Operation

8. If desired, assign Audio from one of the Sources. This is done by clicking on one of
the small Audio symbols in the top center of each Window. Note that only audio from
one source is supported.

gc |70 75 80 85 |90 (9%

9. Give the Multiview a name and press the Save button.

10. To use the Multiview, drag the newly created multiview onto a Display in the Display
pane.

You can rename or create a copy of a multiview by going back into any existing multiview
and clicking the Copy/Rename button next to the Save button.

Enable Copy

Enable Rename

mv2x2 Save Copy/Rename ~

Click “Enable Copy”, enter the new multiview name and click Save.

Click “Enable Rename’, enter the new name for existing multiview and click Save.
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Creating Zones

In many installations, displays are placed in more than one room. These rooms are often
referred to as zones. Creating a Zone, using the Management Platform, allows you to
organize these displays in a group. Video Walls can also be added to Zones.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Zones option at the left of the page.

O Multiview

O Presets

@ Zones

O walls

O Source Grid

3. Inthe Zones window, right click fo add a Zone.

F |

Zones X

Right-click to add a zone. Select a zone to begin editing.

Zones b 4

Right-click to add a zone. Select a zone to begin editing.

Add Zone

Collapse All
Expand All
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4. Provide a name for the Zone. If a custom name is used, it must not contain spaces.
In this example, we will call our Zone, “ConferenceRm’”, since our displays are
installed in a conference room. It is recommended that a unique and descriptive
name be used to identify each Zone.

Zones X

Right-click to add a zone. Select a zone to begin editing.

» | ConferenceRm v X

5. Select the Zone and then you can drag/drop Displays info the Zone from the
Displays Panel.

Zones (1) X

Right-click to add a zone. Drag and drop displays/walls to
v ConferenceRm add or sources to join.

[ ]
L

Z4KDec1

4K

6. Additional Zones can be added as desired by following the same process.

Zones (2) b4
Right-click to add a zone. Drag and drop displays/walls to
» ConferenceRm add or sources to join.
u60 &
UHD60-1DA
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7. Zones are deleted by clicking on the small Trash Can icon. The user will be prompted
to confirm deletion.

Zones (2) X
Right-click to add a zone. Drag and drop displays/walls to
» ConferenceRm add or sources to join.
u60 B
UHD60-1DA

Are you sure?

Would you like to delete zone "Zone2"?

Cancel Delete
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Creating Presets and Schedules

Presets are snapshots of a system configuration at a given time. You can save presets to
the system and return to these configurations manually or via the scheduling function.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Presets option at the left of the page.

O Displays

O Multiview

@ Presets

O Zones

O Walls

3. Inthe Presets/List window, click on the + symbol to add a Preset.

= Zee

T Presets(0)

List

Add Preset
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4.  This will open the Create Preset window. Enter a name and description for this
preset.

— Admin settings€p
—
= Z2€

Presets X

Create Preset xX

Preset: | Enter Preset Name
Description: | Enter Preset Description

cancel

5. You can now Create the preset using the current state of the system. “Create with
Existing Connections” or you can “Create with No Commands” and add the API
commands manually.

-_— Adimin SettincsgE
= Zee
—

Presets X

Edit Proset Morning x

Preset.  Morning

Description: | Configuration tar bar spening
Commands:

[nin Audapest esr vldan-wall

join mome Decocder_1 video

i2in DanteEnc’ Decoder 1 analegAudic

join none Decoder_1 hdimidud o

[nln rome UHDdee viaen

join Rame UHDdee snalagAudio

join mone UHDdec ndmitudio

join none USBdes analeghudic

Inln USEene USEces hemlaudo

set decoder USBeae hdmiducioOut saurce hamiPassthroughAudic

Set e Lxising Connections Lxit

6. The example above is “Create with Existing Connections”. Notice the relevant API
commands to return to the current system state are listed under Commands: You
can manually edit this list fo add/remove/change commands as desired. Hit the Exit
key when done creating the preset.
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7. The created preset is now available. Options include, running the preset manually,
editing the preset, scheduling the preset, showing a log of when preset was run and
deleting the preset.

— Admin Settings
—
= Zee
T Presets(1) x
List Calendar
+
Preset: Morning F F Eama
Description: Configuration for bar opening Last Run Time: 03-08-2021:08:00

8. To add the preset to the schedule/calendar click the small calendar icon. (3rd icon

in). This will open the window shown below. Click the + symbol to “Add Schedule”.

— Admin SettingsE®
= Zee
—
Presets X
Schedule For Preset Morning X

Add Schedule

9. Assign a name to the schedule here. It can be the same as the preset name or
something different. Select the date of the month - enter value 1 - 31. Please a
checkmark next to All for everyday of the month. Day of the Week - Select day to
run Preset by day of week, weekend, weekday, or all. Weekends are Saturday and
Sunday, and Weekdays are Monday - Friday. Hour - Values range 0 - 23. Minute -
values range 0 - 59. Select color for the preset to appear in the calendar page.
Click Create when done.

Zee Admia GeilingsEE
Prescis ®
Craate Presat biarmng Schadule -1

=0 | Bame Hers

&l w
merea: Al E
ekl &l w
7 ALY
]
e Lmstder Parple ¥ smlect ary color: ‘

EErR] -



10. In the example below the name of the Schedule is “Opening Time” and has been set
to occur every day at 7am. Click the X next to “Schedule For Preset Morning” fo exit

this page.
—_— Admin Settings ¥
= ZeC
—

Presets x
Schedule For Preset Morning x

+

Schedule: Opening Time [C3

month: all  day-of-month: all day-of-week: all hour: 7 minute: 0

L1
—

11.  This preset will now appear in the Calendar page.

E Zee ZyPer Managerment Platform astir it ]
T
List Calandar

Kerth | ss

Seraens CROH i3 & o creens Srar

12.  You can add as many preset configurations to the calendar as you like. You also run
the same preset at different days/times as desired.

Note: The following APl commands are used to manually configure NTP servers or set the
time for customers without Internet access or a local time server:

set server date ntpServer address <domainName>

set server date manual month <int> day <int> year <int> hour <int> minute <int>
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13.  The Calendar can be viewed in Month, Week, Day or Agenda mode

Week Mode shown below:

Fresats x
List Calendar

Snkaszan Prov

A ~
s 22064
TIREH

todsy  dase e biertn

2 e ERS xd e

L

200rH

Ee

coarm

sauru

sa0mm

oarw
e
E
]

a0

Day Mode shown below:

T Prasets ]

List Calendar

Sefected Preset Al ~

Theay | Rack |

Wit ek 2ganta

TR
e
s

T x
List Calondar
Salntae Prasar, 211 —
R ——— Swgst 7oh-Saatambar 2Ech P E—
nway c . et o
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Basic Operation

Source Grid Page

This page is used to show all encoders in a text based grid. Information shown includes
device name, type, MAC address, Model, IP address and EDID. The user can also export
the entire contents of the Source Grid to a .CSV file.

Source Grid
1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Source Grid option at the left of the page.

O Zones

O walls

@ Source Grid

O Display Grid

3. Source Device/Encoder information will be shown in a grid format. There are
independent tabs for Status, Routing, Config, Vidoeln, Network, EDID, Firmware and
RS-232. You may want to close other windows to be able to maximize the size of the

grid.
— P
= Zee ZyPer Management Platform emn &
Source Grid(8) X
Status 7 Routing Config Videoln Network EDID firmware RS-232
2 2 ? Resolution/ ? ?
5 Iccngv Name o ‘Model d Map. Diag - ‘Status . thse Dante SR 5
© ¥ Z4K-Enc-XS ZyperdKXs 0:0:0:0 Map down 00 NA
nﬂ UHD60-0E ZyperUHDE 0:2:33:50 Map Di... no link 00 NA
=} :.’ UHD60-2EA ZyperUHDt 0:0:0:0 Map down 0.0 44.Khz
[~ QJ UHD60-1EA ZyperUHDE 0:2:33:50 Map Di... 1920x1080p60. 0.4  44.1Khz
=4 UHD60-Wallplate ZyperUHD¢ 0:2:33:50 Map Di... no link 00 NA
[~ :‘ UHD60-0EA ZyperUHDE 0:2:33:50 Map Di... 3840x2160p30 0.4  48.0Khz
(~] J XSE-Enc-Combo ZyperdKXS 0:0:0:0 Map down 0.0 0.0Khz
(%] :J ZAKEnc2 ZyperdK  0:0:0:0 Map down 00 NA
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Basic Operation

The Status tab shows basic information and allows a quick diagnostic by clicking the

4.
Diag button. Note that clicking the 3 horizontal lines in the top right will allow you to
show or hide columns. (Note: Dante SR is input audio frequency)
— P
= Zee ZyPer Management Platform asmn %
Source Grid(8) X
Status 7 Routing Config Videoln Network EDID firmware RS-232
: Icon: L Name visg  Regoten ; Gbps  DantesR ;
© ¥ Z4K-Enc-XS down 00 NA
«¥ UHD60-0E Di..  nolink 00 NA
© < UHDB0-2EA down 0.0 44.1Khz
o J UHD60-1EA Di... 1920x1080p60. 0.4  44.1Khz
=4 UHDB0-Wallplate Di..  nolink 00 NA
W <4 UHD60-0EA Di... 3840x2160p30 0.4 48.0Khz
© = XSE-Enc-Combo down 00 0.0Khz
© ¥ Z4KEnc2 down 00 NA
5. The Routing tab allows you to manually route RS-232 and IR signals. Note that
clicking the 3 horizontal lines in the top right will allow you to show or hide columns.
Source Grid(6) b4
Status Routing Config Videoln Netwaork EDID Firmware RS-232
RS-232 IR
eon Name ; pair  Tannel  pg  Tumnel
Sat v Sel v
= UHDenca none v nane  nane v nane
W e# DanleEnal nore  w none  nane v nome
W g Budspest none v mane  none v nane
W 0% USBenc none  + mane  nane  ~ none
W M ZvconRecsiver none  ~ mane  nane v nane
S apf Teelee none  w nane  nane v none
6. The Config tab will let you change encoder names and manually restart or factory
default the encoders. FlashLEDs will cause both Video and Power LEDs on the Z4K
encoder to flash for a few seconds. (Status light on ZyPerUHD60). The user can also
change Icons associated with the encoder; including the ability to upload custom
Icons. (JPG and PNG formats are both acceptable) Click the small arrow next to the
Icon to bring up a menu of available options. Z4K-XS units will show if the Secured
Communication feature is enabled or disabled. Note that clicking the 3 horizontal
lines in the top right will allow you to show or hide columns.
x

Status

Routing

Xsenc_1
UHDB0-NonDanteEnc
UB02E

UHDB0-2E

2EMP

Dante2E

DantelE

Wallplate

Config

Source Grid(17)

Videoln Network
T, Model  Secured  FlashLEDs
setv | setv

ZyperakXs  disabled v FlashLE...
ZyperUHDE( NA FlashLE...
ZyperUHDE( NA FlashLE...
ZyperUHDE( NA FlashLE
ZyperUHDE( NA FlashLE...
ZyperUHDE( NA FlashLE...
ZyperUHDE( NA FlashLE...
ZyperUHDE( NA FlashLE...

EDID

Action:

Restart

Setv

Restart

Restart
Restart

Restart

firmware
2
Defaults Video

setv’ Setv
hami

hdmi
Defaults  hdmi
hdmi
hdmi
Defaults  auto
Defaults  auto
Defaults ~ hdmi

Port Mod:

RS-232

2
o

Analog Audio
Cf e

setv

hdmi out

analog in

analog in

analog in

analogin

v an:
v hd

an:

alog in
imi out

alog in
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7. The Videoln tab shows information about connected source Color Space and
Resolution. Note that clicking the 3 horizontal lines in the top right will allow you to
show or hide columns.

UHDEnGA
DarteEnet
usapest
U=
E¥moriese e

L O O O O

FIT

Routing Conlig

Spurs

Videaln

o ink
WIEE

dumr

Melwork

Raanlutize

Activak Activa¥  FPS | Tainld

Firrresare

Datuited Timing

Tots¥ Parcha: Parchy Syned Syney  Peix

HA  RA NR RA HM KA HA KA
TEEU WEN  BUO0 EXUO TT2n uE 4 as
HA KA HA RA MM KA HA KA
HA  BA HA O RA MM KA HA RA
THEU WEN  BUO0 EEUO s uE 4 as
HA KA NA RA O HA KA HA KA

Y iy
- Fus
ML HA
HAHA
- Fus
A HA

x
R5-232
Foly  Qummt
H& A
Fus default
NA NA
HA A
Fus imites
ML NA

8. The Network tab has details such as IP address and Subnet Mask. IP Address of any

integrated Icron USB devices will also be shown. The user can also enable or disable

the 1Gb Utility Port on the ZyPer4K. Utility Port setting on Dante Enabled Dual Port
ZyPerUHDG60 encoders can enable/disable Dante to that port. Note that clicking the
3 horizontal lines in the top right will allow you to show or hide columns.

Status

2
o

© xsenc1
© UHDenc1

© UHDdanteEnc_1
© UHDenc_2

© Jazz

© Enct

@ Enc2

@ Enc2

Routing Config

Name

none

none

none

none

none

RS-232

setv
enaled
NA
W
N

disabled

Source Grid(8)
Videoln Network ? EDID firmware
I, MACAddress  PMode 1P Addr
setv Setv Setv
016:c0:ade367 dhcp v 169254.104.2; 25625600 I\
34:10:22:80:7f.ed linkLocal v 169.254.8.80 25525600  169.254.0.254
30:1b:22:81:20:5: fnklocal v 169254446 25525500 1692540254
6edifb03e:53 linklocal v 1692645100 25525500 1692540254
BONNZAASLA dncp v 169.254.226.9; 25625500 WA
01112 9b6E dhcp 16925410815 25525500  NA

80:11:12:4d:0db3 dhop
80:1f12:4e:56:2b dhop

169.254.180.18 255.256.0.0
169.254.172.8¢ 25625600 A

B« B

169.254.4123
none

none

disabled
disabled
disabled

9. The EDID tab will show current EDID information allow the user to manually assign
an EDID to the encoder if desired. Click the small arrow in the Filename column for

a specific encoder to change the EDID. Note that clicking the 3 horizontal lines in the

top right will allow you to show or hide columns.

-
IPMask 1P Gateway __USBIP Addr __Utilty Port
v v " oy o i

o . B .

Status

UkDencd
DanteEnct
Badapes:
USBenc
ZvconRecaiver

0 0De D

ZaaVes

Routing Config

Filename

2yperdkso
aum
2,per1kBo
2yperdkB0-ndr

Source Grid(B)

Videoln

56

Netwark EDID Firmware RS-
i Aadio |- Name g Preferred Res o Max Res i MaxCIm::I;
Setw’
~ default = zUhd30 3840x216Cp30.00 3840%216Cp30.0 30000
- default = ZUhd30  3840x2160p30.00 3840xZ160p30.0 300.00
- default = 24k6D A095xZ160R50.0C 4026xZ160p50.0 €000
~ default ¥ 2kG0Hdr 4085x2160p50.0C 4086xZ160p60.0 600.00
- default - 2k6D A085x2160p50.0C 4086x2160p50.0 60000
- default ~ 27kG0Hc-  A085x2160p50.0C A086x2160p60.0 600.00
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Status Routing Config
:
Name Filename
T T
Setv
UHRened aiito
& DanteEnel atito
@ Budapest 7ynarakén
@ US3enc alito
@ Tvranfecelvar Fyneraken
&) Teeves Zynarakan-hdr

Saurce Grid (8]

Videoln Network

Builtn EDIDS
Saved EDIDs
T upload tdid
7 Save Edid
T Defauli

® |

ERID Firmwviare RS-232

Praterred Res MaxRes  MaxClock  Audio

zyperdk50-ndrnisraudio

7 zyperdkoo | My | GEY
perdkB0-420 000 FCM
4kB0-420_hdmi12 000 P
zyparakso-asraudio oo PcM
ZyperdkBo-nd-her o o
2yperdkBo-ndr b

Zyperakan- adr-n12020

10. The Firmware tab will show the current version of firmware installed on the
encoders and allow you to manually update to another version if needed. Note that
clicking the 3 horizontal lines in the top right will allow you to show or hide columns.

Source Grid(6) x
Status Routing Canfig Videoln Network EDID Firrmware RS-232
o Hame :Y Madel | mevisian _ updats . :‘:’:: . re L.
Set e
UHDencd ZyperUHD 1120 Update = idle rong o
W DanteCnel ZyperUHD 1250 Update - idle rons o
@ Budapast ZypecdK 070 Update - idle rons o
) UsBenc ZyperdK 4070 Update - idle rons (i}
@ 2ucondecaiver 4070 Update - idle rons o
W Zasves 4070 Update - idle rons (i}

1. The RS-232 tab will show current RS-232 configuration settings and allow you to
make changes. Note that clicking the 3 horizontal lines in the top right will allow you
to show or hide columns.

Sourze Grid(6) x
Status Routing Config Videoln MNetwork EDID Firmware RS-232
| Nama ; saudrate DR SR puriey Term Chara
EL 40 S58lw"  SALw SRl S8te’

uUHLenzd NnoZ0U » O - 1 » none WLARID
& Dantetncl W00 -+ B s 1 - nane - WOAWDD
@ Evdapest 2400 - B - 1 = wARIO
W usBene 57600 - B+ 1 = wARIO
@ 2vecondezaver /600 » B o+ 1 = WARIO
O zeevee Msz00 w8 e 1 v none e Gauaon



12.  Exporting the Source Grid to a CSV file

Clicking on the 3 parallel bars from any tab in the Source Grid will allow you to save
the Source Grid contents to a CSV file.

Seurce SrdiE] »

Shewkide Colamns

Eapariimpurt
Stanis Raufing Canfig Vidaaln Netwark EDID Fir Ham
FReesolution Dtalked Timing
-
| Hame B HTD ActiveX ACtlvey FPE Totald Totady PerchX Porchy BynaX SynoY  PoX PolY  Quant
UHDRAZA naink  HA |3 Ha h& Ha [ Ha i Ha Ha Ha [
< wd DariaFnel Ruls ) 1920 WA B1OM 200 19RE BE 4 a4 3 Pas Pos dataut
— Buridapest damr Ha & Ha & Ha bt Ha b Ha Ha Ha [
Wl USEan: dnar Ha [ Ha [ Ha s Ha s Ha Ha Ha 1)
o PNoonRasasar Ruls ) 1920 WA B1Om 200 1IRE BE 4 a4 3 Pas Pos Imhae
< wd Tadvanr dnar Ha s Ha [ Ha [ Ha i Ha Ha Ha [0
Select the Export/Import option.
Lead CSV data fila: Drop CSV text flle ar Click here
! Toggle All Colums Selected
Hetveoric Cantig
Port kode
MALC Address P Mode ¥ 1P Address + 1P Mask o P Gateway ¥ Utility Port Icon ¥ NEme < vides ¥ Analog .
o
A4 22807030 linklocal 160.254.5.13 28525500 160.254.0.254 SateliiteRecslv LIHDaAz4 hdmi
A4 728170053 linkLocal 160.254.4.46 28525500 BA254.0.254 SateliiteRecelv DanteFAR] hdmi
Entzddatat dhep 160.254.22497 28R265.00 enanled chapng Bucapest hedmi
E0:112:40-9hBh dhnp 15254108188 28526500 clsabled MINPt\vn'ii]rg USBene heimi
&0:112:de: 58080 dhep 16254177 86 ?EE25500 cisabled nhe.png ZWnonRanalver hemi
E0f12:de 530 dl‘{:p 160254160 285525500 clsabled sateliiteRecelv 7 aevee hedmi
Cancel Expat G5V Impert To Grid

Note that there is a check box in the upper left allowing you to select all columns to
be exported. You can also individually select what columns you wish to export.

Once you click the Export CSV button, the file will be downloaded to your computer.
The CSV file can be opened and viewed by many applications including Microsoft
Excel.

The CSV can be edited and uploaded back into the system if desired. Using the
process above, drag the edited CSV file into the “Load CSV data file” box and click
the Import to Grid button.
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Display Grid Page

This page is used to show all decoders in a text based grid. Information shown includes
device name, type, MAC address, Model, IP address, EDID and Connected Encoder. The
user can also export the entire contents of the Display Grid to a .CSV file.

Display Grid

1.

2.

3.

Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

Click the Display Grid option at the left of the page.

O Walls

O source Grid

@ Display Grid

O Server

Display Device/Decoder information will be shown in a grid format. There are
independent tabs for Status, Routing, Config, VidoeOut, Network, EDID, Firmware
and RS-232. You may want o close other windows to be able to maximize the size
of the grid. Note that clicking the 3 horizontal lines in the top right will allow you to

show or hide columns.

Display Grid(5) x
Status Y Routing Config VideoOut Network EDID firmware RS-232
" ’ . 2
HOMI Video HOMI Port Audio
" tcon Name Map Diag Source ' Mode  Resolution  Rov Gbps DanteSR ' Souce | Type Rev
o v v eviteyv o e %% ov . .
© M 74K-XS-Dec Map Z4K-EncXS  FS  NA noi 00 00Khz video hdmi  no
B UHD60-1D E Map Di.. UHD60-2EA  FS NA not 04 NA video hdmi  yes
© B UHD60-1DA 02:3710  Map Di.. UHDBO-2EA  FS  3840x2160p60 yes 0.4 44.1Khz  video hdmi  yes
© M XSE-Dec-Combo 0:0:0:0 Map portrait MV NA no' 00 00Khz video hdmi  no
© M Z4K-Dec2 0:0:0:0 Map 24KEnc2 FS NA not 00 NA video hdmi  no
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The Status tab shows basic information and allows a quick diagnostic by clicking the

4.
Diag button. Note that clicking the 3 horizontal lines in the top right will allow you to
show or hide columns.
Display Grid(5) X
Status 8 Routing Config VideoOut Network EDID firmware RS-232
HDMI Video “ HDMI Port Audio b
T eon Name T &5 Map biag Souce | Mode  Resolution | Rev, Gbps DamtesR | Souwce | Ty Rey,
] ! Z4K-XS-Dec Map Z4K-Enc-XS FS NA not 00 0.0Khz video hdmi no
! UHDE0-1D Map Di... UHD60-2EA FS NA not 04 NA video hdmi yes
] ! UHD&0-1DA Map Di... UHD60-2EA FS 3840x2160p60 yes 0.4  44.1Khz video hdmi yes
© M XSE-Dec-Combo Map D portrait MV NA no* 00 0.0Khz video hdmi  no
@ _ Z4K-Dec2 Map ZAKENc2 FS NA not 00 NA video hdmi no
5. The Routing tab allows you to manually route Video, Video Wall, USB, RS-232 and IR
signals. Make changes by clicking into the small down arrow. Field will furn green
indicating an upcoming change. Press the Apply button to implement the change.
Note that clicking the 3 horizontal lines in the top right will allow you to show or hide
columns.
Diszlay Grid(sl x
Status Routing Config WideoOut MNetwork EDIC Firrmware RS-232
Video HOMI Port Audic Analog Port Audla RE-232 IR
Jlan . Meme | FosBwhohed  Genlooked  ViseaWll  digfal  analog  dighal  anaog  use  Par  Tamel gy Tunncl
Sanw Haf St ELIE S Sar v S Saf v St St
M Dacodart rere = nana - ha nans = Banfe. v nana o« Danfe. v Ak v FOME v MADA MERA v nana
i H uHDdac) reng * nana v b nanG = MEME v fona = TEME v fana = FOE v ManR  FoRe = nana
o UsRdan rere * nana - b nana - rore * USEan: = rore * nana rora = nana rora * nana
B JET— rera - nana - e Mo v rora v onane - orare - WA rera v[nane  rors - nane
w M RencCisaly rena  nana - hi WeRE v PERE x nanR v Fole w HA renE = NAnA NorE o nana
6. The Config tab will let you change decoder names and manually restart or factory

default the decoders. It also lets you know what video port is active if more than
one port is available and if the Analog audio output is being used. FlashLEDs will
cause both Video and Power LEDs on the Z4K decoder to flash for a few seconds.
(Status light on ZyPerUHD60). You can also change the ZyPerUHD or ZyPerUHD60

default “No Source Found” background screen. (Idlelmage) Note that clicking the 3
horizontal lines in the top right will allow you to show or hide columns.

Note: IdlelImage must be 1280x720 in size and will output from decoder at that resolution.

Status Routing Config i
T eon” Name T, Model  secured Idlelmage
Setv Setv | Setv
© MM . xsDec ZyperdkXs disabled v NA
M . uHD6O ZyperUHD6( NA Idleimage
M . serialTest ZyperUHD6( NA Idleimage
B . UHD6O-1DA ZyperUHDB( NA Idlelmage
© Ml . XSE_Dec_Combo 2ZyperdKXSE disabled v NA
© E . zakpante ZyperaK NA NA
© M . 74K _Dec_icron Zyperdk  NA NA
© B . Dec_icron ZyperaK NA NA

Display Grid(8)
VideoOut Network EDID
Actions. i
PowerSave  FlashLEDs Restart Defaults
Setv Setv Setv Setv
NA FlashLE...
+ disabled FlashLE... Restart Defaults
v disabled v  FlashlE.. Restart Defaults
v disabled v FlashLE.. Restart Defaults
NA FlashLE...
NA FlashLE...
NA FlashLE...
NA FlashLE...

firmware
Port Mode

Video _ Analog Audi
Setv Setv
hdmi hdmi out -
hdmi hdmi out
hdmi joinedAudio v
hdmi joinedAudio v
hdmi directDante... v
hdmi analogAudio v
hdmi hdmi out -
hdmi analogAudio v

RS

Set
NA
NA

-232

v

none

ioinedAudio
hdmiAudioD...

NA

NA
NA

2
Dante Audio
ov .
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7. The VideoOut tab shows information about the resolution source, scaling mode,
color space and active resolution. Note that clicking the 3 horizontal lines in the top
right will allow you to show or hide columns.

Display Grid{a) X
Sratus Fouting Caonfig WideoDur MNetwork EDID Finmusara RE-232
Fesalution Detalizd Timing
0 7 Aeschation
ame: Wode  STD ActveXActivey FRB Tetald Tatal¥ PorchX Porch Eyncd Syncd  PolX  PolY  Duant
ar & Bource g
Bat o Zan Zatod Batof Sane’ Babe Sanwd Babo® Zaied ok’ St Babed  Babed
Dacodar 1 adid ~ smaich  nadnk  NA R MA KA HA RA MA WA HA HA HA ha
< W UHDHRC! adid ~ smatch  dmem HA  RA MA RA MA RA MA WA HA HA HA hA
@l USEdan adid w st e VIDRS  ERAD DIED GO0 4400 330 VR O& BE 0 Pas Pan Gmhae
W PuonenTrans oA v STal. w dmem HA WA MA RA MA KA MA WA HA HA HA hA
Wl Banchisalsy adid ~ boe  » dmam MA WA MA KA MA R4 MA MA HA HA HA R4

8. The Network tab has details such as IP address and Subnet Mask. IP Address of any
integrated Icron USB devices will also be shown. The user can also enable or disable
the 1Gb Utility Port on the ZyPer4K. Utility Port setting on Dante Enabled Dual Port
ZyPerUHD60 decoders can enable/disable Dante to that port. Note that clicking the
3 horizontal lines in the top right will allow you to show or hide columns.

Display Grid(7) x
Status Routing Config VideoOut Network i EDID firmware RS-232
g Name T MACAddress  1PMode 1P Addr PMask 1P Gateway __USBIP Addr _UtiltyPort’
v v et v av o av .
Setv setv Setv’ Setv
© xsdec 016:c0:4die3 12 dhep v 16925419227 25525500  NA none dissbled v
© UHDdec 34:15:22:80:671 inklLocal + 160.2546247 25625500 1692540254 none NA
© Decs 34:10:22:80:57:d1 firkLocal v 1692547151 25525500 1692540254 none »
© Walbect 34102200400 dhcp v 1692547754 25525500 NA none disabled v
@ Dec2 602165 Inklocal v 1692545139 25525500 1692540254 none NA
© Dect 801f124d20 dhcp v 1692542544 25525500 NA 1602544125 disabled
© zaKpante 801:12:40:82:09 Ohcp v 16925417013 25625500  NA none enabled v

9. The EDID tab will show current EDID information for the connected display and
allows the save the EDID to a file. Click the Save button to save the EDID. Note that
both a text and binary version will be saved and available to the user. Note that
clicking the 3 horizontal lines in the top right will allow you to show or hide columns.

Display Grid (5) x
Status Routing Config VideoOut Network EDID Firmware RS-232
| Name : Save L Mame | BrefonedRes | ManRes | MaxClock  Audiv
Sel v

Decoder 1 Savz LG Ultra H 3840x2160p30.00 384042160p30.0 30000  PCM

& UHDdect Savz Ben@ LCD  3840x2160p30.00 3840x2160p30.0 60D.00  PCM
& USBde: Save LB Uitra HE 3840x2160p30.00 3840x2160p30.0 30000  PCM
& 2voonnTrans Sava Wireleszs_H 1920x1080p60.00 1920x1080p60.00 150.00 PCM
& BengDisplay Sava BenQ LCD  3840x2160p50.0C 3840x216Cp50.0 600.00 PCM



Status Rouling Conlig

Decoder 1
UHDdac1
usBdec
Zvconnirans

ee oo

tenqUisplay

Display Grid (5)

YideoOul Nelwork
]
Save Name
. r (3
Set v
Save .
Enter filzrame
Save

Cercel

EDID

file

Preferred Res
T

Firmware

Max Res

M
Use "devname”, *devmac® and *monito-hame” respectively to
substitute actual va Les. All EDIDs will be downlosdad a5 ona .zip LJ0

K

RS-232

Max Clock  Audio
. 3

edid_devmame"_*monitorName.bin

100 PCM
PCM
PCM
g PeM
o PeMm

10. The Firmware tab will show the current version of firmware installed on the
decoders and allow you fo manually update to another version if needed. Note
that clicking the 3 horizonatal lines in the top right will allow you to show or hide
columns.

Display Gric 5}
Status Routing Config VideoQut Network EDID Firmware R3-232
7 s dnl
| Name. Ly Model | Reuision Update N i . e Enm‘:lﬂe
St v

Decoder_1 Fyperl k=0 1070 Updae v de none a
W UHDdect Zyper k0 01020 Update + de none a
& USBden Zyperd< 4010 Updae -+ lde none a
) ZvennnTrans Zyperd< 4110 l.pd??? - Ide none a
@ Bengrisplay Zyperd< 4010 updara - Ide none a

1. The RS-232 tab will show current RS-232 configuration settings and allow you to
make changes. Note that clicking the 3 horizonatal lines in the top right will allow
you to show or hide columns.

Disnlay Grid(E) x

Status Routing Config VideoQut Network ECID Firmwars RS-232

| Hame ;Blud Rate Do SR parity Term Chars

el v Sl Selv Sarv v

Decoder_| 57600 + 8  » 1+ none v WOAWID
) UHDdeel ns200 » & » 1 > nane v W0DAWDD
& LUSEder 57800 + 8 » 1 > nana v 0ANID
) 7veonnTrans 57A00 » B = 1 v nona~v WOARDD
@ mengmisplay B7AO0 v B = 1 v nona~v WOARDD




12.  Exporting the Display Grid to a CSV file
Clicking on the 3 parallel bars from any tab in the Display Grid will allow you to save
the Display Grid contents to a CSV file.
Display Grid (5} X
ShowjHide Calumns E
Status Routing Canfig VideoOut Netwark EDID Fin Heip
HOM| Videa 7 HOMI Part Audia
L leon Mame b :;";'“'s . Gise L Source :r"""'n Recolution | Rov, Gbps  Source : Type  Rev
M Decoder 1 0.27.10 Diag | NA none  HA re" 00 DanteEncl analog  yes
& B UHDdect 0000 HA none  HA ret 00 none kel no
oG USBdec 015810 Diag | 19 MY HA warn 20 g ratve  wam
& B zvconnTrans o0 Budapest wallFa HA ret 00 iceo kel no
& M BencCisplay LEE NA none HA et 00 none hdmi no
Select the Export/Import option.
Load CSV data file: | Drop CSY text file or Click hera
I Taggle All Golums Sclected
Network Config
Port Mede
MAC Address  IPMode ¥ IP Address.~ 1P Mask . IP Gateway #  Utility Port.  lcon. Name .+ Video .+ Analog Aut
o
A4 SNBOE A linklonal  TADYSAE247 1692540258 HatPaneldisple Dacoder 1 haimi analngAud
-22:B0:E7dh inkl noal 1592847131 169.764.0 264 FlarFanell spl 11HDdex haimi hdmiAveie
1Zadaedt dhep 18025476445  FESPRE00 dsabled  Projectanpng  USBdec herl hem
:11:12;:40:82:a9 dhep 162.254.170130 2EA.2RE0.0 f sahled FlatFanelCisplz ZvaonnTrans hdmi hamiadie
ami1112:44:90:85 dhep 180.254.134.156 25525500 disahled  FlatPanelCisple Benqnisplay haimi hem out
Cancel Expor: SV Impart To Grid

Note that there is a check box in the upper left allowing you to select all columns to
be exported. You can also individually select what columns you wish fo export.

Once you click the Export CSV button, the file will be downloaded to your computer.
The CSV file can be opened and viewed by many applications including Microsoft
Excel.

The CSV can be edited and uploaded back into the system if desired. Using the
process above, drag the edited CSV file into the “Load CSV data file” box and click
the Import to Grid button.
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Server Functions Page

The majority of this page is used to display general information about the Management
Platform. In addition, this page provides controls for setting the EDID mode and
rebooting or restarting the server. Server firmware can also be updated from this
window. For detailed instructions on how to update the ZMP, please refer to appendix 5

Server Information
This section provides information about the Management Platform, such as the host

name, IP address, MAC address, version, serial number, uptime duration, and free
memory.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server option at the left of the page.

O Display Grid

@ Server

O TLS

O ZeeVee CA

3. Information about the Management Platform will be displayed in the Server pane in
the General tab.
General
Status
Host Name: zyper.local
Server Type: NUC-E
Video Network IP: 192.168.0.21

Management Network IP: ~ 192.168.20.2

MAC: 00:0e:c6:8e:38:6f
Version: 3.3.39706
Serial Number: ZZM1MCO00001A
Uptime: 0d:0h:14m:26s
Free Memory: 2.92G8B
Auto EDID Mode: Enabled
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Setting the EDID Audio Mode

EDID Audio setting will specify at the encoder if only raw PCM audio is acceptable to the

system or if encoded/compressed audio formats are supported.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server tab at the left of the page. Then select the General tab.

3. EDID information will appear in the Server window under the Status information.
You may need to scroll down in the window to see the EDID information.

General
Status
Host Name: zyper.local
Server Type: NUC-E
Video Network IP: 192.168.0.21

Management Network IP: ~ 192.168.20.2

MAC: 00:0e:c6:8e:38:6f
Version: 3.3.39706
Serial Number: ZZM1MCO00001A
Uptime: 0d:0h:15m:5s
Free Memory: 2.92GB
Auto EDID Mode: Enabled
Config

Encoder Default For EDID Audio

O Only PCM
Allow Compressed
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Server Reboot, Shutdown and Trouble Report

The Management Server can be rebooted or shut down from the Server window.
Each option affects the Management Server in different ways, as listed below.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server tab at the left of the page. Then select the General tab.

3. Reboot and Shutdown options will appear in the Server window under the Status
information. You may need to scroll down in the window to see these options.

General
Status
Host Name: zyper.local
Server Type: NUC-E
Video Network IP: 192.168.0.21

Management Network [P: ~ 192.168.20.2

MAC: 00:0e:c6:8e:38:6f
Version: 3.3.39706
Serial Number: ZZMTMCO00001A
Uptime: 0d:0h:16m:59s
Free Memory: 2.91GB
Auto EDID Mode: Enabled
Config

Encoder Default For EDID Audio

O Only PCM
Allow Compressed

Actions

Reboot
Shut Down

Trouble Report

4.  Click the desired button under Actions.

» Reboot
Linux is rebooted.

»  Shut Down
Shuts down the Management Server.

» Trouble Report
Generates a trouble report than can be provide to ZeeVee support.
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Server License and Update

The License for the Management Server can updated to increase the maximum number

of supported endpoints and their Server software version can also be updated.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server tab at the left of the page. Then select the General tab.

3. Scroll down to the License opfion..

License
Product ID: F9188182-AF72-C6C8-92C6-94(
License: none
Limit: 24
Devices Exceeded: 0

Update License

4.  Record the Product ID number and provide this to ZeeVee. This ID is used by ZeeVee
to generate the new license key when purchased by a customer.

5.  Once received, you can entfer a new license key as provided by ZeeVee fo increase
the limit on the number of endpoints. (Please contact ZeeVee support for additional
information)

6. Please see the Appendix of this document for information on updating the Server

Software. Note: In a redundant environment, Software must be updated on slave
first, then switchover, then update on new slave. See online help section 15.2
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Server Network Config
The IP Address of the server Management Port or Video Port can be set in this tab. Note

that some older Management Servers only have a single network port. This would be the
Video Port. All newer Management servers have both.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server tab at the left of the page. Then select the Network Config tab.

Server (master)

General Network Config Security
? ? ? ? ? ?
Name MAC Address Mode P Mask Gateway DNS
v $ sy S\ 8 v £ 4
Setv
managementPc 54:b2:03:f0:ee: static v 192.168.20.2  255.255.255.0 0.0.0.0 0.0.0.0
videoPort 00:0e:c6:8e:38 static v 192.168.0.21 255.255.255.0 0.0.0.0 0.0.0.0

“»

3. You can set either the Management Port or Video Port IP address to DHCP or Static
configuration. Always take care when entering a Static address.

4.  Once the new information is added, press the “Apply and Reboot” button.

5.  The server will now reboot. This may take 1-2 minutes. You will need to login again
when prompted.
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Server Security
The Management Server can enable or disable features for security reasons.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Server tab at the left of the page.

3. Click the right side tab labeled Security

Server (master) X
General Network Config Security

2 = -
TelnetMode  FTP Mode "9"'°9K:;°"rltv-

enabled v enabled v  Key

4. From this tab; Telnet and FTP access to the management server can be enabled or
disabled. Setting to disable will terminate any active connection and prevent future
connections.

5. Aserver device security key can also be set from this page. The entry must be from
8 to 64 characters in length. This feature is only used with ZyPer4K-XS/XR devices.
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This page and associated tabs shows information regarding security and encryption
topics including Certificate Signing Request (CSR), Transport Layer Security (TLS),
Certificate Authority (CA), Fullly Qualified Domain Name (FQDN) and Privacy Enhanced
Mail (PEM).

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the TLS tab at the left of the page.

TLS

Server CSR Server Cert Chain Cert Config
2 2 2 2 2 2 2 2 2
status Common Name (FQDN) Country ' Locality | Org Org Unit state Email Generate save
valid Wwww.zeevee.com us NA ZeeVee  Money MA aweeks@zeevee.co  Generate Save

Terminology:

CSR (Certificate Signing Request) is the message that’s sent to the CAin order to get a
digital certificate created. A CSR is often generated on the same server on which the
certificate is to be installed.

CA (Certificate Authority) is a trusted entity that issues Secure Sockets Layer (SSL)
certificates. These digital certificates are data files used to cryptographically link an entity
with a public key. Web browsers use them to authenticate content sent from web servers,
ensuring frust in content delivered online.

PEM (Privacy Enhanced Mail) files are concatenated certificate containers frequently
used in certificate installations when multiple certificates that form a complete chain are
being imported as a single file.

TLS (Transport Layer Security) certificate is a digital object that allows systems to verify
the identity & subsequently establish an encrypted network connection to another
system using the Transport Layer Security (TLS) protocol. Certificates are used within a
cryptographic system known as a public key infrastructure (PKI). PKI provides a way for
one party to establish the identity of another party using certificates if they both trust a
third-party - known as a certificate authority. TLS certificates thus act as digital identity
cards to secure network communications, establish the identity of websites over the
Internet as well as resources on private networks.

FQDN (Fully Qualified Domain Name) is a complete and unambiguous domain name that

specifies an exact location for an object in a Domain Name System (DNS) hierarchy. It
specifies all domain levels, including the top-level domain and the root zone.
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Please see Section 6 of this manual for more details on Transport Layer Security.

The basic steps are the same regardless of using the web based GUI or the API directly.
1. Setup internal Certificate authority by creating CA Private Key

2. Create CSR and Private Key

3. Use CSR to create Signed Certificate

4. Load Signed Certificate

5. Enable Web Server TLS mode

e Click on the ZeeVee CA tab at the left of the page

e Setup internal Certificate authority by creating CA Private Key (Click Generate; Enter
passphrase and items shown in green columns below; then hit Apply)

ZeeVee CA

CA Cert CA Signed
Status © tssuer | Expires | Country Localty’ Org ' Orgunit ' state | Emal | Generate ' ct ' cort ' privatekey ©  Privatekey
invalid  NA NA us Bilerica ZeeVee Money  MA aweeks@zee  passphr..  Load v Save Save Load

e Save the CA Certificate. Click Save button then Apply. Download will be a ZIP file.
caCert.zip Default filename in the zip is caCert.crt

ZeeVee CA

CA Cert CA Signed
Status & Issuer i Expires. Y Country 4 Locality H Org. 4 Org Unit 5 State 9 Email i Generate 4 Cert 9 Cert 4 Private Key 4 Private Key 5
valid  caCert 02/27/34T12:4 US Bilerica Zeevee Money  MA aweeks@zee Generate  Load v Download Re... |~ Save Load

e Save the CA Private Key. Click the Save button then Apply. Download will be a ZIP file
caKey.zip Default filename is priv.key

ZeeVee CA

CA Cert CA Signed

2 2 2 2 2 2 2 2 2 2 7 i 2
Status. Issuer Expires Country ~  Locality org Org Uit state Email Generate cert cert Private Key Private Key

valid caCert 02/27/34T12:4 US Billerica  ZeeVee  Money MA aweeks@zee Generate  Load v Save [ Download Re... |  Load

Note: You can also upload the CA Certificate and CA Private key if obtained from an
outside source. Then the signed CSR that the ZeeVee internal CA produces is the same as
what a 3rd party would produce. Either way, the signed cert is then loaded into the server.
(See next page)
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. Use CSR to create Signed Certificate (Click Generate; Enter passphrase and items
shown in green columns below; then hit Apply)

LS X
Server CSR Server Cert Chain Cert Config

status | Common Name (FQDN) " country’ tocatity’ org | orgumit T st | Email ' Generse ' save 4

invalid  www.zeevee.com us Billerica  ZeeVee  Money MA aweeks@zeevee.co  passphr... Save

e Save the Server.csr file. This will be in a ZIP file named csr.zip

LS x
Server CSR Server Cert Chain Cert Config
status Common Name (FQDN) " country’ Locality’ org * orgunit ' state Email T Generate ' save il
valid www.zeevee.com us NA ZeeVee  Money MA aweeks@zeevee.co  Generate Download Re...

. Sign the Certificate (This is from the ZeeVee CA Tab)

ZeeVee CA 53
CA Cert CA Signed
2 2 2 1 » 2 2
status Issuer Expires Common Name (FQDN) Enter CA passphrase: | passphrase csR Cert
invalid  NA NA NA sign Save
Enter CSR filename: server.cst
Cancel oK

o Save the Signed Certificat. This will be in a ZIP file named signedCert.zip (Default
name signed.crf) (From the ZeeVee CA Tab)

ZeeVee CA x
CA Cert CA Signed
stws | lssuer Expires i Common Name (FQDN) " country” org ' orgunit | state ' Email csr i cert :
valid  caCert 03/01/25T15:07:55-0¢ www.zeevee.com us ZeeVee  Money MA aweeks@zeevee.co  Sign [ Download R

. Load the Signed Certificate

LS x
Server CSR Server Cert Chain Cert Config
: B . » B - - B : B :
status Issuer Expires | Common Name (FQDN) Country’  Org org i cert cert Private Key Private Key
signed.crt
invalid  NA NA NA NA NA NA Load v Save save Load
Cancel oK

Note: 3rd party certs will always have an additional file: intermediate certs. Those are
certs between the signed CSR cert and the CA root cert. That file has to be loaded as
well. That file is loaded in the Chain Cert tab)
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o Enable Web Server TLS mode

Server CSR Server Cert Chain Cert Config
2

LS Mode | FQDN FQDNSource

enabled v www.zeevee.com fromCert v

Reset  Apply

Note: The moment you enable TLS mode you will likely be disconnected from the Server
until you take appropriate steps to enable your Browser to once again be able to
communicate with the server. Until browser is enabled to communicate properly, you will
be directed to the ZeeVee.com website.

= Zee

&

ZyPer Management Platform

Switching protocols
If the browser does not reload in 4 seconds then please click here

Below is output from Show tls summary command in the API after performing the steps
above.

Zyper$ show tls summary
server(192.168.0.21);

server.tls.server; tlsMode=enabled, fgqdnMode=fromCert, fgdn=www.zeevee.com

server.tls.csr; status=valid, C=US, CN=www.zeevee.com, O=ZeeVee, OU=Money, ST=MA,
emailAddress=aweeks@zeevee.com

server.tls.serverCert; status=valid, C=US, CN=www.zeevee.com, O=ZeeVee, OU=Money,
ST=MA, emailAddress=aweeks@zeevee.com

server.tls.serverCert; issuer=caCert

server.tls.serverCert; fingerprint=3025EEEF296FAFDC430FB895A6C741839B3E1C71

server.tls.serverCert; expires=03/01/25T15:07:55-0500

server.tls.caChainCert; status=invalid

ca.tls.caCert; status=valid, C=US, CN=caCert, L=Billerica, O=ZeeVee, OU=Money,
ST=MA, emailAddress=aweeks@zeevee.com

ca.tls.caCert; issuer=caCert

ca.tls.caCert; fingerprint=C91A0B6926F892CE8C67E44CA83F28688CA3C365

ca.tls.caCert; expires=02/27/34T15:04:53-0500

ca.tls.signed; status=valid, C=US, CN=www.zeevee.com, O=ZeeVee, OU=Money, ST=MA,
emailAddress=aweeks@zeevee.com

ca.tls.signed; issuer=caCert

ca.tls.signed; fingerprint=3025EEEF296 FAFDC430FB895A6C741839B3E1C71

ca.tls.signed; expires=03/01/25T15:07:55-0500

device.tls.csr; status=invalid

device.tls.deviceCert; status=invalid

device.tls.deviceCaChainCert; status=invalid

radius.tls.csr; status=valid, C=US, CN=www.zeevee.com, O=ZeeVee, OU=Money, ST=MA,
emailAddress=aweeks@zeevee.com
Success
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Redundancy

The Redundancy page provides lets the user manage multiple ZMP units in redundancy
mode. This page shows the current configuration and allows changes such as swapping
the master ZMP server.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.
2. Click the Redundancy tab at the left of the page.

3. The Management Platform Redundancy window will be displayed.

= Zee ZyPer Management Platform = r%
Redundancy X
IP Address ? Status e Version e Virtual IP : e Virtual IP Interface
192.168.0.22 master 3.0.38705 0.0.00 video v

You can also change the Virtual IP address from this page and select what IP interface
port that virtual IP address is viewable from.

Note, older ZMP devices only have a single network interface. (Video Interface)
Newer ZMP devices have two network interfaces. (Video and Management)
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Accounts

The Accounts page provides the ability to create additional users beyond the
Administrator and in conjunction with the Roles page assign different access/abilities to
each user.

Other features include the ability fo see all Active accounts, set Password requirements

and custom Login Banners.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Accounts tab at the left of the page.

3. The Management Platform Accounts window will be displayed.

Accounts(4)
Active All Configuration Banners Accounts
Username Role Last Login TwoFactor Password Expires  _EXPI™®  Nowpassword LockStatus  Lock Unlock Delete

v i . v % Password v Y

Setv Setv/ Setv Setv/ Setv/ Setv Setv
admin admin v 03/21/23709:55:09-050( disabled v never disabled v NewPw disabled Lock Unlock Delete
artweeks test v 03/21/23709:51:36-050C disabled v never disabled v  NewPw disabled Lock Unlock Delete
sftp none + none disabled v never disabled v NewPw disabled Lock Unlock Delete
zyper admin + none disabled v never disabled v NewPw disabled Lock Unlock Delete

Add

The first User shown in the Accounts window is Admin. The Admin account cannot
be deleted and the name cannot be changed. You can however change the
password from the default of “admin” to a password of your choosing.

Click on the NewPw button of the New Password column within the Admin user. The
following screen will appear and allow you to change the password.
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Accounts(4) x

Active All Configuration Banners

Add | Reset  Apply

Enter the new password and press the OK button.

The field will now highlight in green and show you the new password. The password will
not be implented unit the Apply button is pressed.

Accounts(4) x

All Configuration Banners

L et e
e e oo e e oww e ¢ oot mm

m
ook Urlock  Dolete

Add  Reset  Apply

It is recommended to record this new password in a secure location.

Please note that this page allows you to also Lock, Unlock or Delete accounts. The
admin, sftp and zyper accounts cannot be deleted. Attempting to do so will result in the
following message

Accounts(4)
Active All Configuration Banners Accounts
» " " Expire
Username - Role s Last Login % “Two Factor 'P:sswnrd E)(;II"S= ‘Passaord New Password 'Lm:k snlusg Lock Unlock Delete
Setv’ Setv Setv Setv Setv' Setv' Setv
admin admin v 03/21/23T09:55:09-050( disabled v never disabled v NewPw disabled Lock Unlock Delete
artweeks test1 v 03/21/23709:51:36-050C disabled v never disabled ! NewPw disabled Lock Unlock Delete
sftp none + none disabled v never disabled v  NewPw | disabled Lock Unlock Delete
2Zyper admin v none disabled v never disabled v NewPw disabled Lock Unlock Delete

Error:(198) You cannot delete the admin, sftp or zyper accounts

gt v
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Two Factor Authentication

Two-Factor Authentication is an optional feature that can be enabled for any user
account. To enable Two-Factor Authentication, select the desired account in the Accounts
tab and set Two Factor to enabled.

Accounts(4)
Active All Configuration Banners Accounts
i 2
Username © Role | Lastlogin ' TwoFactor ' Password Expires ) 7 NewPassword LockStatus  Lock | Unlock ' Delete
. . ¥ % Password v "

Setv/ Setv Setv Setv Setv Setv Setv
admin admin 03/27/24T17:52:38-040C disabled v never disabled v NewPw disabled Lock Unlock Delete
Artw admin 04/02/24T15:33:10-040C enabled v never disabled v NewPw disabled Lock Unlock Delete
sftp none ~ none disabled v never disabled v NewPw disabled Lock Unlock Delete
2yper admin none disabled v never disabled v NewPw disabled Lock Unlock Delete

Add  Reset  Apply

YouNote that for Two Factor Authentiation to work; Authentication Mode for the Web must
be set to “backend”.

Accounts
Active All Configuration Banners Accounts
2 2 2
Password Complexity Password Duration Password 3 Fails Authentication Mode
1 7 — E: - E [— 7 2 P 2 2 2
Idle Mins * ConcurentMax Special Chars  Min Len InitialExp ©  MinDays = MaxDays ' LockoutMins Disable Acct’  Telnet Web
unlimited v unlimited v disabled v NA disabled v 0 v unlimited v none v false v oldAuth v backend v

Reset  Apply

After setting the account for Two Factor Enabled and Authentication Mode to backend,
the next attempted login for that user will bring up the speical two-factor authentication
screen with the secrect authentication code that can be used with any App Token
Generator such as Microsoft Authenticator.

Zee

ZyPer Management Platform

Login

Token Enter token

R5AIMG2VAHCWHAR4DMUMIEDGQ4

Scan the QR code from Microsoft Authenticator or another application to get token. Note
that future login attempts will not show the QR code and will thus be secure.
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Microsoft Authencator

< Search

Microsoft
Authenticator

Protects your online identity

[ open J &

Login attempts after Two-Factor Authentication is configured.
Enter the Token code from Authenticator application.

Zee

ZyPer Management Platform

Login

Token 136348

Important Note: In order for Two-Factor Authentication to work properly; the ZMP itself
must have the correct time. (Down to the second).

See the set server timezone and set server timezonedate commands in the API section of
this manual.

R zyper.ocal
At

ne-time passiwc

@

‘One-time password code

© 460215
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Adding a New User

To create a new user click on the “Add” button in the Accounts window. The screen
shown below will appear. Enter the Username and Password for the new user.

Save the user by clicking the Add button in the lower right corner.

Accounts(4) X

Active All Configuration Banners ( Accounts l

| Set v Setv Setv Set v Setv Setv |
| admin admin v | 03/2 disabled v never disabled v NewPw disabled Lock Unlock
< | artweeks testl v 03/2 disabled v never disabled v NewPw disabled Lock Unlock
| sftp none v none disabled v disabled Lock Unlock
| zyper admin v none disabled Username [Enrer username l disabled Lock Unlock

Auto Password ¢
Password |Enter password

Cancel | Add

You can have the sysetm create a temporary password automatically by selecting Auto
Password. Example below.

J Temporary Password X

Temporary Password: OheR"YRAkK9YBKE
Expires: On first login
|

Clicking on the Active tab in Accounts will show all accounts currently active (logged
in) to the system and allow those with Admin privilages to force a logout from those
accounts.

Accounts(3) X
[ Active All Configuration Banners Accounts
] Setv
=K admin Web PkO2KCYHEDY 03/21/23T09:45:05-050( 03/21/23T10:34:13-0500  Logout
1| 2 admin Telnet none } Logout
=] admin Web PkO2KCYHEDY 03/21/23T10:34:33-050( 03/21/23T10:34:33-050C  Logout
Reset  Apply
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The All Configuration tab provides options for Password Complexity, Password Duration,
Password Failures and Authentication mode.

Accounts

Active All Configuration Banners Accounts
Password Complexity Password Duration Password 3 Fails Authentication Mode
idleMins * Concurent Max Special Chars Min Len Initial Exp Min Days MaxDays  LockoutMins Disable Acct Telnet Web
unlimited v | unlimited v disabled v | NA disabled v 0 | unlimited v none v | false v oldAuth v noAuth v

Telnet Authentication options are “oldAuth” and “fullAuth”

oldAuth will not require a telnet access to enter a username and password.
fullAuth does require a telnet access to enter a username and password.

fullAuth Example:

telnet 192.168.0.22

Trying 192.168.0.22...

Connected to 192.168.0.22.

Escape character is ‘"]'.

username: admin

password: ***x**%

Warning: (65) There are 2 other sessions active on this account
Zyper$

Note: The ZMP gui does not do browser authentication. However, some users my have an
application that does.

To enable backend authentication, the parameter is in the Accounts panel, AllAccounts
tab and the AuthenticationMode/Web column.
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Clicking on the Banners tab in Accounts will show information about Banners that can be
assigned for login or logout of the ZMP.

Accounts x

Active All Configuration Banners Accounts

2
in Text jin Text  Web i i in Text in Text

none + none v none v none v none + none v

There are 6 categories as described below:

Web Pre-login Text: This is a text message that will appear prior to being allowed to login
to the web GUI. (Appears before the login/password screen)

Web Post-login Text: This is a fext message that will appear after logging into the web
GUI. (Appears after the login/password screen)

Web Pre-login Image: This is a .PNG format image that is displayed prior to being
allowed to login to the web GUI. Will be combined with any Web Pre-login text.

Web Post-login Image: This is a .PNG format image that is displayed after logging into
the web GUI. Will be combined with any Web Post-login text.

Pre Login Example Below. Combination of image and text:

Zee ZyPer Management Platform

You are accessing a secure site.
If you do not have authorization, do not proceed.

Term Pre-login Text: This is a text message that will appear before you can enter the
password during an SSH terminal login.

Term Post-login Text: This is a text message that will appear after you enter the password
during an SSH terminal login.
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For the text options you can upload a .TXT file or select one that has already been
uploaded to the ZMP.

Active All Configuration

Upload File

Saved Files
None

For the image options you can upload a .PNG file or select one that has already been
uploaded to the ZMP.

Accounts

All Configuration

¥ Upload File m securePost.txt v

Saved Files

DOD-Seal.png
mickey.png
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The Roles page provides the ability to create additional users beyond the Administrator
and in conjunction with the Roles page assign different access/abilities to each user.

Other features include the ability to see all Active accounts, set Password requirements

and custom Login Banners.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Roles tab at the left of the page.

3. The Management Platform Roles window will be displayed.

Roles(3)

Adding or Editing a Role

To create a new role click on the “Add” button“+” the Roles window. The screen shown
below will appear. In the General tab enter the Role Name. In the example below the
name is “Junior_Admin”. Note: Spaces are not allowed in Role names.

Roles(3)

Rolename Account Dovice.

Setv v
admin admin

junior config v Delete

testt join v join v join - Delete

The next thing you will need to do is assign Permissions to this new role. To do this click
on any of the columns.
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There are 10 categories that can be assigned different levels of access within the
Permissions tab. Account, Device Log, Multiview, Netmap, Preset, Role, Server, SNMP,
TLS, Videowall and Zone. Most categories have 5 levels of access:

Admin: User has full functional control over configurations, including ability fo delete
sources and displays.

Config: User is allowed to alter or create new configurations within the designated tab.
For example the user can create a new Wall, Multiview or Zone.

Join: User is allowed to join encoder to decoders or walls. Join multiviews to decoders.
Not permitted to create, edit or delete items such as Walls, Mulitviews or Zones.

View: User is allowed to access the designated tab within ZMP but not do anything.

None: No access to this feature. The tabs are not visialbe to the user.

Click on the appropriate levels of access to set permission.

Be sure to Apply any changes when done. Items that will be updated are highlighted in
green as shown below.

Roles(3)

Rolename Delete

admin

+  Dolete
+ Dolete

junior

test) - Delete
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The Help page provides a help reference for each page within the ZMP.

1. Login to the ZMP. Refer to Accessing ZyPer Management Platform (page 12) for
more information.

2. Click the Help tab at the left of the page.

3. The Management Platform Help window will be displayed.

Contents
What's New in the GUI - Release 3.2
1 Sources
2 Displays

3 Join Configurations
3.1 What are Join Configurations
3.2 Pre-defined Join Configurations
3.3 How are they used
3.4 Creating a new Join Configuration
3.5 Modify a Join Configuration
3.6 Delete Join Configuration
3.7 Fast Switched vs. Genlocked
3.8 Resetting default configurations

4 Preview Streams

5 Video Walls

6 Multiview

7 Zones

8 Presets

9 Source Grid

10 Display Grid

11 Server

12 TLS

13 Redundancy

14 Accounts

15 Roles

16 Logs

17 How to...

18 Endpoint Specific Notes

4. Click the desired section. As the mouse pointer moves over each section, the text will
become underlined.
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Accessing the API

Using Telnet

Telnet is a popular protocol that can be used on both Windows® and Mac OS® operating
systems to connect to the programming shell. On a Windows operating system, a Telnet
client, such as “PuTTY”, must be installed. From a Unix or Mac OS command line, use the
telnet command followed by the IP address of the Management Platform:

telnet 192.168.0.22

Telnet will use port 23 by default and once connected, the API prompt will be displayed:

Zyper$

Getting Help

To make it easier to find commands, help now supports groups.

e help - lists all options
e help byConcept-- lists commands within a concept
Note: The same command may appear in more than one concept.
e help all bySubsystem - lists all commands in subsystem
ehelp all alphabetical - list all commands in alphabetical order
Help is available in two forms. Typing help or 2 at the prompt will list all available
commands:
Zyper$ help all alphabetical
Help All Commands Alphabetical
add device ipAddress <ip>

add snmp trapServer v2cTrap ipAddress <address:ip> community
<string>

update device <deviceNamePart>|all|encoders|decoders <filename>
update server <filename>
Success
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Zyper$ help

Help commands:
help
help all alphabetical
help all byConcept
help all bySubsystem
help all byAccessLevel
help concept <helpConcepts>
help subsystem <helpSubsystems>
help accessLevel <helpAccessLevels>
help search string <keyWord:string>
<command> help

<command> *?
2

** NOTE: Use <tab> to complete a command **

Success

In addition, a partial list of commands can be listed by specifying the first word of each
command. The first part of the command must be specified before the help command.
For example, the following will only list command with the join prefix.

Zyper$ join help

join help

join <encoderMac |encoderName>|none <decoderMac |decoderName |zoneNa
me [ .zoneName] > analogAudio|danteAudio

join <encoderMac |encoderName>|videoSource|none <decoderMac|decoderN
ame | zoneName [ . zoneName] > hdmiAudio

join <multiviewName>|none <decoderMac|decoderName> multiview

join <encoderMac |encoderName>|none <decoderMac |decoderName |zoneNa
me[.zoneName] > video| fastSwitched|genlocked|genlockedScaled

join <encoderMac |encoderName>|none <wallName> videoWall

join <encoderMac |encoderName>|none <decoderMac |decoderName>|none
usb

join <encoderMac |encoderName>|none <decoderMac |decoderName> window
viewportSource <x:int> <y:int> <sizeX:int> <sizeY:int> viewportDest
<x:int> <y:int> <sizeX:int> <sizeY:int>

join none all video|analogAudio|hdmiAudio

Zyper$
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In addition, help can be searched by keyword. help search string <string>

Zyper$ help search string layer

set multiview <multiviewName> windowNumber <int> encoderName
<encoderName>|none percentPositionX <float> percentPositionY <float>
percentSizeX <float> percentSizeY <float> layer <int>

set multiview <multiviewName> windowNumber <int> encoderName
<encoderName>|none pixelPositionX <int> pixelPositionY <int>
pixelSizeX <int> pixelSizeY <int> layer <int>

set multiview <multiviewName> windowNumber <int> layer <int>
Success

Zyper$ help search string wall

add zoneDisplay <zoneName][.zoneName]> <decoderMac |decoderName|wall
Name>

create videoWall <newWallName>

delete videoWall <wallName>

delete zoneDisplay <zoneName|[.zoneName]> <decoderMac|decoderName |wa
11Name>

join <encoderMac |encoderName>|none <wallName> videoWall

set role rolename <rolename> subsystem all|netmap|device|preset

| zone|account|role|videowall|log|multiview|server|snmpagent|tls
maxAccess nonel|view|join|config|admin

set videoWall <wallName> newName <newWallName>

set videoWall <wallName> decoder <deviceMac|deviceName>|none row
<int> column <int>

set videoWall <wallName> size rows <int> columns <int> topBezel
<int> bottomBezel <int> leftBezel <int> rightBezel <int>

show videoWalls

Success

Zyper$ help search string create

create account <newUsername> password <string>|*

create account <newUsername> tempInitialPassword

create multiview <newMultiviewName>

create presetNew <newPresetName> commands existingConnections|empty
create presetSchedule <presetName> schedule <newPresetScheduleName>
create role <newRolename> allSubsystems maxAccess
none|view|join|config|admin

create videoWall <newWallName>

create zone <[zoneName.]newZoneName>

Success
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Setting the Time Zone

The Management Platform can use the Network Time Protocol (NTP) to set the date and
time. However, the time zone will need to be specified. Alternately the date and time can
be set manually.

1. Telnet to the Management Platform.

telnet 192.168.0.22

2.  After the connection has been established, use the set server timezone
command to set the time zone.

Zyper$ set server timezone America/New York
Success
Zypers$

3. To set date/time manually use the set server timezonedate manual command.

Zyper$ set server date manual month 4 day 1 year 2021 hour 15
minute 1

Success

Zypers$

Use the show server info command to verify the correct time zone has been set.

Zyper$ show server info
server (192.168.0.22) ;
server.gen; hostname=zyper.local, serverType=NUC-D, version=3.2.39285,
previousVersion=3.2.39280, master=true
server.gen; uptime=2d:1h:23m:58s, freeMem= 6.43GB, sdvoeVersion=3.5.0.0,
bootCount=11, serialNumber=2ZM1K400011D
server.gen; macAddress=94:c6:91:a0:47:fc, managementMacAddress=
server.ipActive; ipServerAddr=192.168.0.22, ipManagementAddr=192.168.0.22,
gatewayAddr=192.168.0.1, dnsAddr=0.0.0.0
server.ipActive; managementGatewayAddr=0.0.0.0, managementDnsAddr=0.0.0.0
server.time; time="Thu Oct 5 11:25:02 2023”, timezone=America/New_York
server.license; productID=F9188182-AF72-C6C8-92C6-94C691A047FC,
license=none
server.license; Zyper4KLimit=24, Zyper4KDevices=7, allDevices=19,
allDevicesUp=8, Zyper4KDevicesExceeded=0
server.deviceUpdates; active=0
server.activeDeviceVersions; num 1.7.15.0=1, num 1.7.23.0=2,
num_1.7.24.0=4, num_1.7.4.0=1
lastChangeIdMax (165);
Success a0
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EDID Management

Auto EDID Mode

By default, Auto EDID mode is enabled. This means that the Management Platform will
compare the encoder EDID with the decoder EDID. If they are different, then the EDID
from the decoder (sink) will be used by the encoder (source). Setting the EDID Mode
affects all join modes: fast-switched, genlocked, and video-wall. Refer to the join
command in the APl Command Listing (page 94) section for more information.

EDIDats B AVInh B

USII Iy LUdIvVIT CWYIWY wUIU

There may be some instances where a custom EDID is desired. One example is when
using a single encoder with multiple displays, such as a video wall. In such a case, follow
the steps below to save and load a custom EDID to the Management Platform.

1. Telnet to the Management Platform.

telnet 192.168.0.22

2. Disable Auto EDID mode by entering the following command:

zyper$ set server auto-edid-mode disabled
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3. Usethe save deviceEdid command to save the EDID of the sink device (attached
to the decoder) to the Management Platform, using the following convention:

save device-edid [id] [filename]
Make sure to replace [id] with the identifier of the sink device containing the EDID
you wish to capture. You can specify either a MAC address or a name identifier.

Follow the identifier with the name of the EDID file. For example:

zyper$ save device-edid SonyXBR4 myEDID

4.  After executing this command, two files will be created under the following
directory:

/srv/ftp/files/myEDID
/srv/ftp/files/myEDID. txt

myEDID is a binary EDID data file in standard format. myEDID. txt contains
the decoded EDID in standard ASCII text.

These files must remain in this directory when disabling Auto EDID mode.

5. To force a ZyPer encoder to use the saved EDID you need to have the MP load the
binary EDID file onto the desired encoder.

zyper$ load encoder-edid [id] saved [filename]
Make sure to replace [id] with the identifier of the source device you want to load
the EDID ontfo. You can specify either a MAC address or a name identifier.
Follow the identifier with the name of the EDID file. For example:
zyper$ load encoder-edid BlueRayl saved myEDID

6. To return to Auto EDID mode, for any reason, enter the following command at the
prompt:

zyper$ load encoder-edid BlueRayl auto

or

zyper$ set server auto-edid-mode enabled
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Using AJAX/JSON

The AJAX/JSON programming interface allows developers to control the Management
Platform within browser-based applications. All calls to the server are asynchronous
post/receive operations using Javascript and do not require any specific HTML or CSS
code. We will present two examples in this section: Login authentication and command
request/response.

Login Authentication

There are two methods to authenticate with the server. The first and recommended
method is to pass the username and password to rcLogin.php. The second method is
to pass the username and password in every AJAX request.

Once the server accepts the username and password, it will generate a secure cookie
called “userToken”. This cookie will expire one hour after the last AJAX command is
received by the server. After the cookie expires, all other AJAX requests will result in a
failed authentication until rcLogin.php is called again. The following code excerpt is
from the zyperLogin () function within zyper.html:

xmlhttp=new XMLHttpRequest();
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState == 4 && xmlhttp.status == 200) {
procLoginResp (xmlhttp.responseText) ;
}
}

postdata = “7;
postdata += encodeURIComponent (“serverSocketName”) + ‘=’ +
encodeURIComponent (socketName) + ‘&’ +
encodeURIComponent (“username”) + ‘=’ +
encodeURIComponent (username) + ‘&’ +
encodeURIComponent (“password”) + ‘=’ +
(

encodeURIComponent (password) + ‘&’;
xmlhttp.open (“POST”, url, true);
xmlhttp.setRequestHeader (“Content-Type”, “application/x-www-form-
urlencoded”) ;
xmlhttp.send (postdata) ;
}

The response is a string value. The variable resp can be “Success”, “Failed”, or “Server
not running”.

function procLoginResp (jsonData) {
var resp JSON.parse (jsonData) ;
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Command Request / Response

After login, any further commands are sent to the rcCmd.php

The following code excerpt sends an AJAX request to list all ZyPer encoders and decoders:
function zt () {

xmlhttp = new XMLHttpRequest();
xmlhttp.open (“POST”, url, true);

xmlhttp.setRequestHeader (“Content-Type”, “application/x-www-form-
urlencoded”) ;
xmlhttp.onreadystatechange = function() {
if (xmlhttp.readyState == 4 && xmlhttp.status == 200) {

procResp (xmlhttp.responseText) ;

}
xmlhttp.send (encodeURIComponent (“commands:show device-status
all”));
}

In this example, the encodeURIComponent function has two parts: The request type,
which is commands and the command show device-status all. Referto the

show device status command for more information. Currently, commands is the only
request type that is supported and only a single command can be suppplied for each
request.

Here, we handle the AJAX response:

function procRespTest (jsonData) {
var jsData = JSON.parse (jsonData);
# jsData.status may have the values:
# “Success”
# “Request failed authentication”
# “Server not running”
# “no commands provided”
#
i

f (jsData.status == “Success”) {
var element = document.getElementById(“responseError”);
element.innerHTML = jsData.responses[0].error;
element = document.getElementById (“responseWarning”) ;
element.innerHTML = jsData.responses[0].warning;
element = document.getElementById (“numObjectsInResponse”) ;
element.innerHTML = jsData.responses[0].text.length;

}

else(

// Failed authentication
}
The JSON data is decoded using the JSON. parse () method. In this example,

information about the response data is displayed on the web page (HTML code not
shown).
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The JavaScript object that is returned is:

var jsObj = {
status: true | false;
responses: [ {error: “errorText”,
warning: “warningText”,
text: [ { paraml: “vall”, parmN: “paramN” } ]

}
bi

The return value is an object that contains two members: status and responses.

If the status member is not equal to “Success”, then the responses member is not
valid. If the request fails authentication, then the status value will be “Request failed
authentication”. Note that there may be other web-server level failures that can be
returned in the status string.

The second member in the returned object, responses, which is an array of objects.
Each of these objects contains three members: error, warning, and text. The error
and warning members are strings. The text member is an array of objects with the
desired parameters and values. If the error string is non-null, then the warning and
text members will be null. If text is non-null, then the warning string may still be valid.

Currently, the responses member is always an array size of 1.

Note: ZeeVee provides a file zyper.html provides an example of all web-access
commands.

From Browser the file can be accessed using IP Address of the ZMP.

http:/<ipAddr>/zyper.html
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Fast-Switched vs. Genlocked Mode

The ZyPer4K provides two uniquely different modes for joining video/audio between a
source (encoder) and display (decoder). The chart below details the differences between

these two modes.

Feature

Latency

Transition Appearance

Scaling

HDR

Color Space

Encoded Audio

Video Wall

Multiview

Video Disconnect

USB, IR, RS232

Fast-Switched

1-frame of latency. (16-33ms
depending on frame rate of source
video)

Instantaneous if switching between
sources at same resolution and
frame rate

Automatic scaling up or down to
preferred resolution of the display
(As determined by display EDID)

HDR input is automatically reduced
to 8-bits at output

Output from decoder is always RGB

AC3 or other encoded audio formats
are passed from encoder to decoder

Video walls are technically not
supported in Fast-Switched mode.
(Join command for walls defaults to
Genlock-scaled)

Multiview is supported in Fast-Switch
mode

Disconnecting video (Join None)
will maintain a black screen
output. (Video is not technically
disconnected)

Genlocked

0 frames of latency. Less than
100ps

Visible blanking of display when
switching between sources

Source is not scaled. What
comes in at source is presented
to display exactly as input. (Note:
Special Genlock-scaled mode is
available)

HDR input is maintained exactly
as input at the output

Output from decoder matches
the input at encoder

AC3 or other encoded audio
formats are passed from
encoder to decoder

Video walls are technically
always in Genlock-scaled mode

Multiview is not supported in
Genlocked mode

Disconnecting video (Join None)
will disconnect the video stream
entirely. No video output from
decoder

None of these items are associated with Fast-Switched or Genlocked

mode

Notes: Video Disconnect refers to the existing join between encoder and decoder. If
existing join is Fast-Switched then a “Join None” command simply puts out a fully black
video output from the decoder. If the existing join is Genlocked, then a “Join None”
command disconnects the video stream and nothing is output from the decoder. This can
be verified by looking at the VID light on the ZyPer4K decoder.
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APl Command Listing

add device Manually adds a device to Management Platform

add snmp Add new snmp user or trap server

add snmp netNode Used to add Netnode. (VAM feature)

add zoneDisplay Adds a display or Video wall to an existing zone.

authenticate username Used by browser to authenticate users

channel Cycles up/down through encoders. Used to change channels.

clone multiview Used to clone an existing multiview.

create account create a new user account with password

create multiview Creates a new multiview display (ZyPer4K family only)

create presetNew Creates a new preset

create presetSchedule Creates schedule for existing preset

create role Create a new role with specified access level

create videoWall Creates an empty 2x2 video wall.

create zone Creates a new empty zone.

dataConnect Used Creates a TCP port connection between devices for IR or
RS232

delete account delete a user account

delete allConfiguration Deletes all encoder/decoder and server information from the

Management Platform

delete device Used Deletes the specified encoder or decoder from the
Management Platform database.

delete multiview Deletes the specified multiview from the Management
Platform database. (ZyPer4K family only)

delete multiviewWindow Deletes a specific window from an existing multiview (ZyPer4K
family only)

delete preset Used to delete a preset, preset runlog or preset schedule

delete role Delete an existing role

delete snmp Delete SNMP user or trap server

delete snmp netNode Delete SNMP Netnode (VAM feature)

delete videoWall Deletes the specified video wall from the Management
Platform database.

delete zone Deletes an existing zone

delete zoneDisplay Removes a display from an existing zone

diagnostics device Used Runs a set of diagnostics on device

dumpusb Outputs information about USB devices

events Causes the event mode to be entered

factoryDefaults device Sets the specified encoder/decoder to factory-default settings.
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Command Description

flashLeds Plysically identifies the specified encoder/decoder
on the network using LED flashes.

generate tls ca privKeyPass Used to generate a local Transport Layer Stream
Certificate Authority private key.

generate tls server/device csr | Used to generate a local Transport Layer Stream

privKeyPass server Certificate Signing Request private key.

help Brings up various help options

join Switches audo and/or video from source to display
or video wall

join videoSource Selects audio feed to follow a video join

load account Sets GUI pre and post login images and warning
text

load encoderEdid Uploads an EDID file to the specified encoder

load idleImage Uploads an image to use as UHD background when
no video streamed to decoder (ZyPerUHD only)

load tls Used to load TLS certifications and keys

logging Used to set logging level and add notes to the log

logout Used to logout current session or force logout of any
active session

previewStream Used to turn on/off the preview stream viable in the
Management Platform GUI (ZyPer4K family and
ZyPerUHD only)

redundancy switchover Swap Management Platform Master and Slave

redundancy delete Removes no longer present servers from list of

downServers redundant servers

rename zone Used to change the name of a Zone

restart device Restarts the specified encoder/decoder

restore server database Restores a saved database

revert server Switch to a previously installeed version of the API

save deviceEdid Saves the EDID from a decoder to a local file

save server database Saves current server database to file

save system config Saves current system configuration to a file

script Executes the specified AJAX/JSON or text script.

send Sends an IR, CEC or RS232 string fo the specified
device

set account Sets various security features

set decoder connectionMode Changes current connection to decoder to

fastSwitched, genlocked or genlockedScaled.
(ZyPer4K family only)

set decoder displayMode Sets defaults decoder output to crop, stretch or box
set decoder Used to set decoder output size to auto or manual
displayResolution resolution. (Width, Height, FPS)

98



Commands

Command Description

set decoder analogAudioOut | Setsthe source of Analog audio output for specified
source decoder

set decoder danteAudioOut Sets source for audio to put on Dante network
set decoder edidPreferMode | Setsthe preferred resolution from the display EDID

set decoder hdmiAudioOut Sets the source of HDMI audio output for specified
source decoder

set decoder hdmi5vControl Enables or disables HDMI 5V line (ZyPer4K-XS and
ZyPer4K-XR only)

set decoder lowLatency Enables or disables low latency mode on
ZyPerUHD60 (ZyPer4UHD60 only)

set decoder osdStatusMode Enables or disables OSD feature (ZyPerUHD and
ZyPerUHDG60 only)

set decoder powerSave Enables or disables power-save feature (ZyPerUHD
and ZyPerUHD60 only)

set device general name Sets the name for the specified device.

set device ip dhcp Sets the specified device to DHCP or Link-Local mode

linkLocal (ZyPer4K family only)

set device ip static Sets the device to static mode (ZyPer4K family and
ZyPerUHD only)

set device dante ip dhcp Sets the specified device dante core to DHCP or Link-

linkLocal Local mode (ZyPerUHD60-2EA/2DA only)

set device dante ip static | Setsthe device dante core to static mode
(ZyPerUDH60-2EA/2DA only4)

set device irProcessing Configures decoder to process incoming IR
commands to issue Channel up/down command
(ZyPer4K family only)

set device rs232 Sets the RS232 settings for the specified device

set device optionCard Manually set ZyPer4K extended input encoder
functionality (ZyPer4K only)

set device security Enables security between server and device
(ZyPer4K-XS and ZyPer4K-XR only)

set device Sets allowable range of multicast addresses for

sendIpMcastRange selected devices (ZyPer4K family only)

set device sourceDisplay Sets the icon image for the specified device.

iconImageName

set device sourceDisplay Sets the location name for the specified device.

location

set device sourceDisplay Sets the manufacturer name for the specified device.

manufacturer

set device sourceDisplay Sets the model name for the specified device

model

set device sourceDisplay Sets the serial number name for the specified device

serialNumber
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Commands

set device usbFilter

set device utilityPort

set device videoPort

set encoder
analogAudioOut source

set encoder edid audio
set encoder hdcpMode

set multiview

set multiview
allowMainStream

set multiview audioSource
windowNumber

set multiview canvasSize

set multiview
newEncoderName

set preset commands

set preset description

set preset schedule

eventColor

set preset schedule month

set responses
rs232TermChars

set role

set server api lineWrap

set server autoEdidMode

set server contact

set server dataTunnelMode

set server date

set server discoverMode

set server encoderDefault

edid audio

set server ftp mode

set server hostName

Description

Allows restrictions to USB use on selected device
(ZyPer4K family only)

Enables or disables the 1G Ethernet utility port for the
specified device (ZyPer4K and UHD60 family only)

Selects active input port for ZyPer4K units with multiple
inputs (ZyPer4K family only)

Sets the source of Analog audio output for specified
encoder (ZyPer4K family only)

Sets allowable input audio formats
Sets the HDCP compatibility at the encoder side

Assigns source to a position and size within a multiview
display (ZyPer4K family only)

Determines if main unscaled stream can be used in a
multiview (ZyPer4K family only)

Selects the input source to provide Audio for multiview
display (ZyPer4K family only)

Specifies Multiview canvas for multiview creation.
(ZyPer4K family only)

Used to specify a new encoder for existing multiview
window. Can also set to “none”

Specifies commands to be used for a preset
Sets a description for the preset

Sets the color to be used for a preset schedule in the
GUI calendar

Sets the schedule month/day/time to run preset

Specifies the R$232 termination string

Sets permisison levels for a specific role.

Sets number of characters before APl command line
interface starts a new line

Sets the EDID mode
Sets server contact information
Sets server transfer mode to raw or telnet

Used to set server date manually or via ntp server

Used to set how server discovers ZyPer endpoints.
Broadcast or Multicast

Sets the default encoder audio format for HDMI
audio input.

Enables or Disables FTP access to Management
Platform

Sets server Hostname
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set server ip Sets the IP address of the Management Platform
set server license Sefts server license. (Controls max endpoints)
set server location Sets server location

set server isaac address Sets the domain name of the Isaac server

set server isaac Sets the subsystem ID of the Isaac server
subsystemId
set server redundancy Set a virtual IP address/mask for Master and Slave

Management Platforms

set server security Set server device Security Key. (ZyPer4K-XS and
ZyPer4K-XR only)

set server telnet mode Used to enable or disable telnet access

set server telnet Used to set telnet password

password

set server timezone Sefts the time zone

set terminal output Select either normal or JSON format output from API

set tls Used to enable web server TLS mode

set snmp netNode Used to change netNode settings of Nodes previously
added. (VAM feature)

set snmp netNode Used to change netNode settings of Nodes previously

ipAddress added. (VAM feature)

set videoWall Modifies an existing wall

set videoWall Decoder Assigns the specified decoder to a position within the
video wall

show account Shows information about accounts

show dataTunnels Shows what rs232 or IR data relay ports are opened on
the server.

show device capabilities | Shows detailed capabilities of specified device or

devices

show device config Shows detailed configuration information for specified
device or devices

show device connections Shows encoder connections to decoders

show device names Shows device names, MAC address, IP address and

current state

show device status Provides detailed status information for specified
device or devices

show device userAdded Will show a list of all ZyPer endpoints that have been
manually added with the add device command

show multiviews config Lists all created multiviews with source, position and
size info (ZyPer4K family only)

show multiviews status Lists all created multiviews with source, datarate and
multicast address info (ZyPer4K family only)
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Command Description

show files Show various types of files currently stored on
Management Server. (EDID, Firmware, Icons, Idle
Images)

show logs commands Shows a listing of last commands send to the
Management Server

show logs Shows listing of recent logon/logoff events

authentications

show preset Shows information and configuration details for a
preset

show previewStreams Lists names of encoders currently generating a preview
stream. (ZyPer4K family and ZyPerUHD family)

show responses Displays the lastChangeld for the specified device

show role Shows information about a specific role or all roles

show server config Displays the IP address and EDID mode of the
Management Platform

show server info Displays Management Platform information

show server ip Shows cases were an IP address has been duplicated

duplicates in the system. (Issue needs to be resolved)

show server redundancy Displays information about Master and Slave
Management Platforms

show snmp Displays information related to SNMP

show snmp netNode Shows information related to netNodes used with VAM
feature

show tls ca pem Show TLS Private Enhanced Mail details

show tls device summary Show TLS Device summary

show tls summary Show Transport Layer Security summary

show values Shows information related to encoder, decoder, server

and multiviews

show videoWalls Displays a list of all created video walls

show zones Displays a list of zone and displays contained within
shutdown server Shuts down or reboots the Management Platform
sign tls Used with CSR to create signed certifiate

sleep Sets a time delay, in milliseconds

stop encoder Stop a specified stream (ZyPer4K family only)
start encoder Start a specified stream (ZyPer4K family only)
switch Switches IR or RS-232 between devices
troubleReport Generates a trouble report

update device Updates the individual encoder or decoder units
update server Updates the Mangement Platform software. See

Updating the Software (page 372) for more
information
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add Device

Used to manually add a device to the ZyPer Management Platform that are located on a
different VLAN/Subnet than the ZMP itself.

A qualified network engineer should be involved in making these configuration updates

and the network switch provider may need to be consulted to ensure support of needed
features.

Syntax

add device ipAddress ip

Parameters

Type: IP Address

The IP address of the device

Example

add device ipAddress 192.168.10.81
Success

Detailed Example

The ZyPer4K Endpoints are located on VLAN 10 and the 192.168.10.X subnet. The ZyPer
Management Platform is on VLAN 20 and the 192.168.20.X subnet.

The ZMP will automatically discover any ZyPer4K endpoints located on VLAN 20. The ZMP
will NOT automatically discover any ZyPer4K endpoints located on VLAN 10. However,
given the proper circumstances, the ZyPer4K endpoints on VLAN 10 can be manually
added to the ZMP for control.

For this to work, the network MUST be configured to route traffic between VLAN 10 and
VLAN 20. How to configure the network to allow routing between VLANs is beyond the
scope this document and should be done by a qualified network engineer. A simple test

to confirm routing is that a device in VLAN 10 can ping a device in VLAN 20.

The ZyPer4K endpoints need to have a known IP Address. The IP Address should either
be assigned by a DHCP server or assigned statically.

ZyPer4K endpoints need to be added one at a time.

You can get a listing of all “user added” devices with the “show device userAdded”
command.
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Creates an new SNMP user or frap server. (Please see Section 5 of this manual for
additional details on SNMP support)

Syntax

add snmp arg name

Parameters

arg
Type: STRING

Supply one of the following arguments before executing this command.

argument Description

trapServer vc2Trap ipAddress Add new trap server at
<address> community <comm> the specified IP Address
user v2c accesslevel readOnly Add new SNMP user
community

user v3 accessLevel readOnly Add new SNMP user
auth MD5 encrypted no username

<name> password <password>

name
Type: STRING
IP address of trapserver or name of new SNMP user (Password must be 8 to
127 characters)

Example

add snmp user v3 accessLevel readOnly auth MD5 encrypted no
username john password abcl2345
Success

add snmp trapServer v2cTrap ipAddress 192.168.0.231 community john
Success

Related Commands

delete snmp
show snmp
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add snmp netNode (v3)

Adds new SNMP netNode for use with the ZeeVee Visualization, Analysis and Monitoring
tool (VAM).

Syntax

add snmp netnode ipAddress ipaddr snmp v3 authType auth username
name password pass

Parameters

ipaddr
Type: STRING

IP Address of the new netNode (IP Address of switch on the network)

auth
Type: STRING
argument Description
shal Use SHA-1 Hash
shab512 Use SHA-512 Hash
name
Type: STRING
Username
pass
Type: STRING
Password.
Example

add snmp netNode ipAddress 192.168.0.1 snmp v3 authType shabl2
username admin password netgear96
Success

Related Commands

delete snmp netNode
set snmp netNode
show snmpNode
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add snmp netNode (v2c)
Adds new SNMP netNode for use with the ZeeVee Visualization, Analysis and Monitoring

tool (VAM).

Syntax

add snmp netnode ipAddress ipaddr snmp v2c communityName name

Parameters

ipaddr
Type: STRING

IP Address of the new netNode (IP Address of switch on the network)

name
Type: STRING
Community Name
Example

add snmp netNode ipAddress 192.168.0.55 snmp v2c communityName home
Success

Related Commands

delete snmp netNode
set snmp netNode
show snmpNode
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add zoneDisplay
Adds a display or video-wall to an existing zone.

Care should be taken that individual displays found within walls are not added to a Zone.
This would result in the same display being in a zone more than once.

Syntax

add zoneDisplay name id

Parameters

name
Type: STRING

The name of the zone. Names are case-sensitive. (“All” is an option to add
selected id to every current zone)

id

Type: STRING or MAC Address

The name or MAC address of the device. String names are case-sensitive.
Example

add zoneDisplay Zonel Decoder5
Success

add zoneDisplay All Decoder?2
Success

Related Commands

create zone
delete zone
delete zoneDisplay
show zones
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authenticate username
Used by browsers to authenticate users accessing ZMP.

Note: This command is not intended to be run directly from the APl command line
interface.

Syntax

authenticate username user password pwd token tkn newPasword npwd

Parameters

user
Type: STRING

The name of the user. Names are case-sensitive.

pwd
Type: STRING
Password. Passwords are case-sensitive
tkn
Type: STRING
Token.
npwd
Type: STRING
New Password.
Example
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channel

Will cycle through all encoders (of the same type as the decoder) that have a number
(channel) suffix, “_nnn’, where nnn is an integer (channel).

If there are encoders with names: enc_1, enc_100, enc_50, then a decoder will cycle
through them in the order: enc_1, enc_50, enc_100, then back to enc_1.

If there are no encoders (of the same type as the decoder) with the channel suffix, an
error is returned.

Only fastSwitch connection types is supported. If there was already a connection of some
other type, it is changed to fastSwitched.

If the decoder has no connection, the encoder with the lowest channel suffix will be
connected using fast-switch.

If the decoder has a connection to an encoder that does not have the channel suffix, then
it will connect to the encoder that has the lowest channel suffix.

Note: In fastSwitch mode the join videoSource <decoder> command must be used to set

audio to follow video join. Otherwise audio will not follow the video during channel up/
down command.

Syntax

channel direction <decoder-id>

Parameters

direction
Type: STRING

argument Description

up cycle to next higher numbered encoder

down cycle to next lower numbered encoder

decoder-id
Type: STRING or MAC Address

The name or MAC address of the decoder. String names are case-sensitive.

Example
channel up MyDecoder

Channel changed to Channel 2
Success

Related Commands

join videoSource
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clone Multiview

Used to create a copy of an exisitng multiview. (ZyPer4K only) Once created, the new
multiview will be listed under the Multiview menu within the built-in ZMP.

Use the set multiview command to set a source encoder to a specified location and

size within the multiview.

Refer to Creating a Multiview Screen (page 42) for information on managing multiview
displays in the built-in ZMP.

Syntax

clone multiview name to newmvname

Parameters

name

Type: STRING

The name of the existing multiview to be cloned. Names are case-sensitive.
newmvname

Type: STRING

The name of the new multiview. The name of the multiview cannot exceed
255 characters in length. Names are case-sensitive.

Example

clone multiview mv2x2 to newmv2x2
Success

Related Commands

delete multiview

delete multiviewWindow

set multiview

set multiview audioSource windowNumber
show multiviews config

show multiviews status
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create account

Creates a new user account with assigned password.

Syntax

create account name passwordOption

Parameters

name
Type: STRING

The name of the account The name of the account cannot exceed
255 characters in length. Names are case-sensitive.

passwordOption

Type: STRING

Supply one of the following arguments before executing this command.

argument Description

password Enter the password to be used by this
account.

tempInitialPassword System will generate a temporary one

time use password that will expire after
the first use.

Examples
create account bartender tempInitialPassword
result: password=ovmOH;arZasuHS, expires=immediate

Success

create account bartender password 12345
Success

Related Commands

delete account
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create Multiview

Creates an empty multiview display. (ZyPer4K only) Once created, the new multiview will
be listed under the Multiview menu within the built-in ZMP.

Use the set multiview command to set a source encoder to a specified location and

size within the multiview.

Refer to Creating a Multiview Screen (page 42) for information on managing multiview
displays in the built-in ZMP.

Syntax

create multiview name

Parameters

name

Type: STRING

The name of the multiview. The name of the multiview cannot exceed
255 characters in length. Names are case-sensitive.

Example

create multiview myMultiview
Success

Related Commands

delete multiview

delete multiviewWindow

set multiview

set multiview audioSource windowNumber
show multiviews config

show multiviews status
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create presetNew

Creates a new preset. Once created, the new preset will be listed under the Preset menu
within the built-in ZMP.

Syntax

create presetNew name commands connections

Parameters

name
Type: STRING

The name of the preset. The name of the preset cannot exceed
255 characters in length. Names are case-sensitive.

connections
Type: STRING

Supply one of the following arguments before executing this command.

argument Description

empty This preset has no commands or
connections associated with it.

existingConnections Use the current connections to
generate the preset

Example

create presetNew EveningShutDown commands existingConnections
Success

Related Commands

create presetSchedule
delete preset

run preset

set preset

show preset
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create presetSchedule
Inserts an existing preset into the schedule calendar Once created, the item must be
assigned months/days/time to execute. By default without further setting, the preset will

be schedule to occur every hour of every day.

Use the set preset zoneDisplay command to assign description, commands and
schedule to the new schedule.

Syntax

create presetSchedule presetname schedule name

Parameters

presetname
Type: STRING

The name of an existing preset.

name
Type: STRING
The name of the schedule. The name of the schedule cannot exceed
255 characters in length. Names are case-sensitive.

Example

create presetSchedule EveningShutDown schedule GoHome
Success

Related Commands

create presetNew
delete preset
run preset

set preset

show preset
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create role

Creates a account role with specified access level.

Syntax

create role name allSubsystems maxAccess accessLevel

Parameters

name
Type: STRING

The name of the role The name of the role cannot exceed
255 characters in length. Names are case-sensitive.

accessLevel
Type: STRING

Supply one of the following arguments before executing this command.

argument Description

admin Role has full administration privileges.
No restrictions.

config Role is able to configure existing items
(endpoints, multiview, walls etc..) but
cannot create/delete items.

join Can only issue join commands
none No access. Can only view the Help tab.
view Role can only view. Cannot perform
any actions.
Examples

create account bartender tempInitialPassword
result: password=ovmOH;arZasuHS, expires=immediate
Success

create account bartender password 12345

Success

Related Commands

delete role
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create videoWall

Creates an empty 2x2 video wall. Once created, the new video wall will be listed under
the Display Config menu within the built-in ZMP.

Use the join videoWallcommand to assign a source encoder to the
wall. To modify the size of the video wall and/or control bezel parameters, use the

set videoWall command.

Refer to Creating Video Walls (page 37) for information on managing video walls in the
ZMP.

Syntax

create videoWall name

Parameters

name
Type: STRING

The name of the video wall. The name of the video wall cannot exceed
255 characters in length. Names are case-sensitive.

Example

create videoWall myWall
Success

Related Commands

delete videoWall
set videoWall size
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create zone

Creates an empty zone Once created, the new zone will be listed under the Zones menu
within the built-in ZMP.

Use the add zoneDisplay command to assign decoders or video walls to the
zone.
Syntax

create zone name

Parameters

name
Type: STRING

The name of the zone. The name of the zone cannot exceed
255 characters in length. Names are case-sensitive.

Example

create zone Zonel
Success

Related Commands

add zoneDisplay
delete zone

delete zoneDisplay
show zones
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dataConnect

Connects two devices for IR or R$232 communication over a specified TCP port. (Note
TCP port only valid for connection between device and server. Not valid for connection
between 2 devices)

The feature of dataConnect was added to allow a third party to connect to the ZMP

server with a specific port and pass raw or telnet APl commands (depending on the
mode) to the server and port which is designated for a particular encoder or decoder.

Syntax

dataConnect 1idl id2 mode tunnelPort port

Parameters

id1
Type: STRING
The name of the first device. String names are case-sensitive.

id2
Type: STRING
The name of the second device or server. String names are case-sensitive.
Note: Connection to server only supported for ZyPer4K. ZyPerUHD and
ZyPer4K-XS/XR are not supported for this function.

mode
Type: STRING

ir or rs232

port
Type: INTEGER

TCP-Port #. Integer range from 1,024 to 49,152

Example

dataConnect MediaPlayer server rs232 tunnelPort 2345
tunnel TCP port = 2345; telnet handshake mode
Success

Related Commands

show dataTunnels
set server dataTunnelMode
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Notes on Tunnel Ports
There is a very convenient way to get RS232 data: TUNNELS.

Zyper$ dataConnect Decoder 1 server rs232
Dynamically assigned tunnel TCP port = 4100; telnet handshake mode
Success
Zyper$
Zyper$ show dataTunnels
data-sessions (d8:80:39:9b:9:a2);
device: name=Decoder 1
rs232Tunnel: port=4100
rs232Tunnel-connections: none
Success
Zyper$

You can then connect to that tunnel port using TCP. Whatever is sent is forwarded to the
device. Whatever the device returns is received on that TCP connection.

In the easiest case, you can just use telnet to connect to the tunnel.

You can specify the port number as well:

Zyper$ dataConnect Decoder 1 server rs232 tunnelPort 4101
tunnel TCP port = 4101; telnet handshake mode

Success

Zyper$

You can set the default TCP connection mode: raw|telnet (defaults to telnet).

Zyper$ set server dataTunnelMode raw|telnet

When in telnet mode the IAC commands are sent/received. Although most telnet clients
will also work fine in raw mode.
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delete account

Deletes the specified account from the Management Platform database.

Syntax

delete account id

Parameters

id
Type: STRING

The name of the account. String names are case-sensitive.

Example

delete account bartenderl
Success

Related Commands

create account
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delete allConfiguration

Deletes all device and server information from the Management Platform. The network
configuration is preserved.

Syntax

delete allConfiguration action

Parameters

action

Type: STRING

Supply one of the following arguments before executing this command.

argument Description
reboot Unit is automatically rebooted
restart The ZyPer server service is restarted
shutdown Unit is shutdown

Example

delete allConfiguration restart
delete allConfiguration reboot

Related Commands

factoryDefaults device
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delete device

Deletes the specified device from the Management Platform database.

Note that if the deleted device remains on the network, then it will be rediscovered by
the Management Platform and reposted fo the database. To permanently remove a

device from the database, physically disconnected it and execute the delete device
command.

Syntax

delete device id

Parameters

id
Type: STRING or MAC Address

The name or MAC address of the device. String names are case-sensitive.

Example

delete device myDevice
Success

delete device 0:1le:c0:f6:42:al
Success

Related Commands

factorybDefaults device
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delete multiview

Deletes the specified multiview from the database on the Management Platform.
(ZyPer4K family only)

Syntax

delete multiview name

Parameters

name
Type: STRING

The name of the multiview. Names are case-sensitive.

Example

delete multiview myMul