H PE STO ra g e Technical white paper

Deployment considerations for
HPE MSA Gené Storage with
VMware vSphere 8

HPEL ]
GreenlLake




Technical white paper

Contents

Executive summary

HPE MSA Genb Storage product overview

HPE MSA Storage features and concepts

Architecting HPE MSA Storage with VMware

HPE MSA disk group considerations

Naming vSphere hosts and host groups meaningfully

HPE MSA considerations and best practices for VMware vSphere

HPE MSA Storage configuration

Multipath considerations

HPE MSA Gené direct attach support: iSCSI, FC and SAS

S O o0 o0 Ul U1 Ul Ul W W

=

HPE MSA workflows and best practices for VMware vCenter

Use the Storage Integration Pack for VMware vCenter (SIP4VC) to provision a datastore

VMEFS and raw device mapping

=
P O

Virtual disk provisioning opfions

HPE MSA Storage Replication Adapter and vCenter Site Recovery Manager

Near synchronous replication with Zerto, a Hewlett Packard Enterprise company

HPE Storage Integration Pack for VMware

Summary

O
N oo o~ b

Appendix A — Troubleshooting

=
oo

VMware vSphere SAN troubleshooting

=
[e¢]

Appendix B — vSphere Storage APIs for Array Integration (VAAD

N
(@)

VAAl integration

VAAI benefits and use cases

Appendix C — Storage I/O Control

Storage 1/0 Control

Resources

NN NN
N R R B O



Technical white paper Page 3

Executive summary

This technical paper provides deployment considerations and best practices for integrating HPE MSA 1060/2060/2062 Storage with
VMware vSphere® 8. It highlights key features, optimal configurations, and integration strategies to maximize performance. By deploying
HPE MSA Storage with vSphere, small and midsize businesses (SMB) can achieve greater VM density, reduce storage costs, and streamline
sforage management.

This document is not a user guide and does not list all features or explain how o configure them. Specific documentation links are provided
throughout the document to provide greater context.

Target audience: This document is intended for IT administrators, vSphere administrators, and solution architects planning a server
virtualization deployment with sixth-generation HPE MSA Storage systems. This and other documents pertaining to virtualization with
HPE Storage and VMware® software are available at hpe.com/us/en/alliance/vmware.html and hpe.com/storage/msa.

VMware vSphere/VMware ESXi™ administrators planning to set up hosts with HPE MSA Storage should have a working knowledge of
storage area network (SAN) concepts.

Document purpose: This paper offers expert recommendations for setup, software settings, and design architectures to ensure the best
results. For detailed feature information, see the Resources section on the last page.

HPE MSA Gené Storage product overview

The HPE MSA Gen6 Storage system features an active/active architecture that provides both flexibility and resiliency to failure. It ships in
a rack-mountable 2U form factor that contains:

« Disk drive bays (either 24 x SFF* or 12 x LFF?)
» Two hot-swappable power supplies units, each with integrated cooling fans
* Two hot-swappable conftroller units

* A passive midplane to which all components are connected

Optional lockable bezel

HPE MSA array enclosures contain Fibre Channel, iSCSI, or SAS controller modules and optional expansion disk enclosures that house
additional disk drives. Expansion disk enclosures include 1/O modules in place of controller modules that provide SAS connectivity between
disk drives and conftroller units, as show in Figure 1.

Enclosure with bezel

SFF enclosure

LFF enclosure

Figure 1. HPE MSA Storage enclosures

1 Small form factor (SFF) drives are 2.5-inches; large form factor (LFF) drives are 3.5-inches.
2 HPE MSA 2060, 2062, and expansion enclosures only

—


https://www.hpe.com/us/en/storage/msa-shared-storage.html
https://www.hpe.com/us/en/alliance/vmware.html
http://hpe.com/storage/msa
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HPE MSA 1060 Storage systems have a total of four host ports (Figure 2) compared to eight with the HPE MSA 2060 and 2062 arrays
(Figure 3). However, HPE MSA 1060 SAS models support an opfional fan-out cable that doubles the host port count by reducing the
number of SAS lanes per port from four to two. Nevertheless, the fan-out cable provides increased scalability without compromising the
performance of the array. Hewlett Packard Enterprise advises using fan-out cables even if they are not initially needed to avoid interruptions
when connecting additional hosts.

Controller A

HPE MSA 1060 array enclosure
Rear view

Power supply Controller B Power supply
and fan and fan

Figure 2. Rear view of an HPE MSA 1060 array enclosure

Controller A

HPE MSA 2060/2062 array enclosure
Rear view

Power supply Controller B Power supply
and fan and fan

Figure 3. Rear view of an HPE MSA 2060/2062 array enclosure

The HPE MSA 1060 array enclosures ship in SFF only but support a mix of up to three LFF and SFF expansion disk enclosures. This
configuration allows for a total of 96 SFF drives per array or 36 LFF drives and 24 SFF drives. HPE MSA 2060 and 2062 arrays support up
o nine expansion disk enclosures and up to 120 LFF drives or 240 SFF drives. Figure 4 depicts the front of the array enclosure and optional
expansion disk enclosures.

Important
Sixth-generation HPE MSA Storage systems do not support disk enclosures or drives from previous generations of HPE MSA Storage.

Array enclosure

Disk enclosure

Disk enclosure

Figure 4. HPE MSA array and expansion enclosures

—
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HPE MSA Storage features and concepts

Growing storage needs for virtualized servers require greater levels of storage performance and functionality at a lower cost of ownership.
HPE MSA Genb Storage systems are positioned to provide excellent value for SMB customers that need increased performance to support
initiatives such as consolidation and virtualization.

HPE MSA Storage is built for virtualization environments and delivers key advantages for vSphere:

» High-performance I/O throughput to meet the peak virtualization demands of cloning or migrating multiple VMs
* A SAN-aftached storage array with cost-effective scale-up options

o Virtualized storage technology that provides non-disruptive scalability to VMs

» Integration with key vSphere Storage APlIs, including vSphere Storage APIs for Array Integration (VAAI) and VMware Site Recovery
Manager™ (SRM)

o Easy-fo-use web-based HPE Storage Management Utility (SMU)
 Integration with HPE Storage Integration Pack for VMware vCenter®

o Support for 64 TB vSphere Virtual Machine File System (VMFS) datastores

Architecting HPE MSA Storage with VMware

Because storage plays a critical role in the success of a vSphere deployment, proper configuration of the HPE MSA Gené Storage system is
of great importance. This section covers recommended HPE MSA configuration settings that help you get the best experience with your
VMware environment.

HPE MSA disk group considerations
MSA-DP+ is a RAID type that offers superior availability, flexibility, and rebuild tfimes when compared to other RAID types — especially those
that employ parity-based RAID schemes.

Best practice: Use MSA-DP+ disk groups for both the standard and archive tiers (HDDs) in the HPE MSA Gené array. MSA-DP+ is only
recommended for the performance tier when configured as an all-flash pool.

Naming vSphere hosts and host groups meaningfully
Create meaningful host and host group names for ease of use when mapping HPE MSA volumes for use with vSphere, as seen in the
following two-node cluster example and in Figure 5:

Host Group name: vSphere8_cluster_1
Host: ESXi8_host_1
Initiator: ESX18 _host_1_port_0
Initiator: ESXi8 _host_1_port_1
Host: ESXi8_host_?2
Initiator: ESXi8 _host_2_port_0
Initiator: ESXi8 _host_2_port_1
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Hosts and Host Groups All Initiators
Show Hosts Attached To
Select Host Action All Volumes
O Name w» Type Discovered Attached Volumes
Sphere8_cluster_1

| - ::O::E S Host Group @ >

ESXi8_host_1
O ¥ 2initiators ) @ >
O ESXi8_host_1_port_0 Initiator @ >
o ESXi8_host_1_port_1 Intiator ® >

ESXi8_host_2
O ¥ 2initiators Host @ >
O ESXi8_host_2_port_0 Initiator @ >
a ESXi8_host_2_port_1 Initiator ® b

Figure 5. HPE MSA hosts and host groups screen

HPE MSA considerations and best practices for VMware vSphere

The following section highlights recommended practices for setup and configuration of the HPE MSA Gené arrays best suited for
virtualization environments running vSphere.

HPE MSA Storage configuration
Configuring HPE MSA arrays correctly is important in vSphere. The following section highlights some typical HPE MSA and vSphere
scenarios and the recommended configuration settings.

Scenario 1. You require datastore volumes that do not exceed the single pool capacity of the HPE MSA Storage system.
Best practice: Create datastore volumes using one storage pool.

Detail: Create a single pool using a standard fier created with MSA-DP+, shown in Figure 6. With this configuration, all storage presented has
the same performance and capabilities.

This configuration also allows for incremental expansion of the existing MSA-DP+ disk group or expansion using a performance or archive
tier.

Single-controller HPE MSA performance and addressable capacity scales beyond the requirements of most customers. Additionally,
single-controller configurations ensure the minimum impact to performance in the unlikely event of controller unavailability during a peak in
I/O demand.

—
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Hewlett Packard e
Enterprise Storage Management Utility
m Dashboard
Maintenance
= Provisioning -
$¥ settings -
Storage
ﬁ Malntenance -
Storage Pool A Search Q
Hardware Slze Health Avallable Overcommit Size
Firmware
» 11.4T8 (@) 11.4TB 0
About
Support w Disk Groups
Add Disk Group
Name LEVEL Type Health Number Of Disks Slze Job
dgAol MSA-DP+ standard @ 12 9.5TB >
dgao2 RAID1 performance (@) 2 1901.1GB 5

Figure 6. Single pool with standard and performance tiers

Scenario 2: You require datastore volumes and exceed the performance and capacity requirements of a single pool.
Best practice: Create volumes on both storage pools. An example is provided in Figure 7.

Detail: Using multiple storage pools can increase the capacity limitations and adding the second pool increases overall performance because
both controllers are used. However, to ensure that performance is equal for all volumes, configure each pool using the same disk group
configuration and distribute volumes and application loads evenly between pools.
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Hewlett Packard

Enterprise

Q Dashboard
& Pprovisioning
Volumes
Hosts

¥ settings

/¥ Malntenance

MSA 1060 FC
Storage Management Utility

[ Base Volume Allocated I snapshot Allocated
A: 73.9CB/0.7% A: 0.0 MB/0.0%
B: 0.0MB/0.0% B: 0.0MB/0.0%
Volumes
Volumes
Show In Table
Volumes Data Protection

Select Volume Action Create Volumes

O Name w» Pool

Volume1_PoolA A
o WWN: 600COFFO004470424FAA386001000000

O Volumel_PoolB B
WWN: 600COFFO00446FEF51AB616001000000

Volume2_PoolA o
O WWN: 600COFFO00447042F7CB386001000000

O Volume2_PoolB i
WWN: 600COFFO00446FEF52AB616001000000

Filter By

I Total Committed

A 4.9 TB/43.0%
B: 1.9 TB/ 30.0%

Select Hosts and Host Groups

Size

3999.9GB

999.9GB

999.9GB

999.9GB

Attached Hosts

ESXi8_cluster_1

ESXi8_cluster_1

ESXi8_cluster_1

ESXi8_cluster_1

Search

Capacity
Used: 46.5GB / 1.2%

|
Size: 3999.9GB

Used: 0B / 0.0%

Size: 999.9GB

Used:27.3GB /2.7%

1
Size: 999.9GB

Used: 0B/ 0.0%

Size: 999.9GB

Unused

A: 6.4 TB/56.4%
B: 4.6 TB/ 70.1%

Figure 7. Dual pools with volumes mapped fo a host group

Scenario 3: You require virtual machines or storage with different performance needs.

Best practice: Create multiple pools to segregate volumes on specific drive types.

Detail: Create an all-flash pool for the high-performing VMs and volumes. Next, create a pool of spinning drives and place the lower

performing VMs on the volumes of this pool.

Page 8

Creating multiple volumes configured in this manner allows for volumes dedicated for highest performance on one pool and volumes for
spinning drive performance on another pool.

Note

Configuring both HDDs and SSDs as capacity disk groups within the same system requires an HPE MSA Advanced Data Services (ADS)
license. Using an HPE MSA 2062 Storage system would be a good starting point for this scenario because it includes the ADS license and

SSD capacity.

Boot from SAN

When booting ESXi hosts from SAN, each HPE MSA volume used for booting the host should be mapped to only one ESXi host. Each ESXi
host must have access only to its own boot HPE MSA volume.

—
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Mapping a boot volume to multiple hosts should be used only when recovering from host hardware failure or device changes. In this
instance, map the boot volume to the replaced unique device IDs such as World-Wide Port Names (WWPNs), IP addresses, or IQNs
infroduced when replacing an ESXi host or host bus adapter (HBA). After the new hardware devices have been mapped, the old volume
mapping should be removed.

For more information regarding boot from SAN, see sections three and four in the vSphere 8 Storage guide.

Missing LUN Response setting

ESXi will not search for other volumes to which it may have access if it does not discover LUN O or if LUN IDs are not contiguous. The
Missing LUN Response parameter handles these situations by enabling the host drivers to continue probing for LUNs until they reach
the LUN to which they have access. This parameter controls the SCSI sense data returned for volumes that are not accessible because they
do not exist or have been hidden through volume mapping. The I11egal Request parameter sends a reply that there is a LUN but that

the request is illegal.

Best practice: Keep the default Missing LUN Response valueof I11egal Request for HPE MSA Gené arrays when using vSphere.

Use the following command from the HPE MSA Gené Storage system to reset it to the factory default:

# set advanced-settings missing-lun-cesponse illegal

See the HPE MSA 1060/2060/2062 CLI Reference Guide for further guidance on how to apply this sefting.

ESXi handling of SCSI Queue Full and Busy messages
ESXi uses an algorithm to respond fo “Queue Full” and “Busy SCSI” messages from storage systems. HPE MSA Gené arrays do not require
these parameters to be enabled. These settings are disabled by default (value of 0) on HPE MSA arrays.

Use the following command from the ESXi host to verify the Queue Full Sample Sizeand Queue Full Threshold values of an
HPE MSA array:

# esxcli storage coce device list -d <MSA_naa.id»
Queue Full Sample Size: 0
Queue Full Threshold: O

If these values are not disabled (value of (), use this command to set these values to 0:

# esxcli storage core device set -d <MSA_naa.id> \
--queue-full-threshold 0 \

--queue-full-sample-size 0

Best practice: Keep the default values for Disk.QFullSampleSize and Disk.QFullThreshold.

Multipath considerations

ESXi software supports multipathing to maintain a redundant connection between a vSphere host and storage. To fake advantage of this
feature, the ESXi host requires multiple paths to the HPE MSA volumes. Multiple ports or multiple adapters on the ESXi hosts are
recommended for improved performance and availability.

vSphere supports active/active multipathing to maintain a redundant connection between the ESXi host and the HPE MSA array. HPE MSA
arrays and vSphere have been fested with three path policies:

o Fixed

* Most Recently Used (MRU)

« Round Robin

By default, ESXi systems use only one path from the host to a given volume at any fime. This is defined by the path selection policy named
MRU path. If the path actively being used by the ESXi system fails, the server selects another of the available paths. Path failover is the

detection of a failed path by the built-in ESXi multipathing mechanism, which switches to another path by coordinating MPIO software,
VMware Native Multipathing (NMP), and the HPE MSA firmware.

—


https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-esxi-vcenter-803-storage-guide.pdf
https://www.hpe.com/psnow/doc/a00105313en_us
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The default storage array type for the HPE MSA system is VMW _SATP _ALUA. By default, the path selection policy is set to use the
Most Recently Used (VMW_PSP _MRU) path, as seen in Figure 8. This selects the first working path discovered during boot up. If the path
becomes unavailable, it moves to another path.

Best practice: Change the VMware preferred selection path (PSP) policy to Round Robin on all ESXi hosts for best performance and load
balancing on the HPE MSA array.

vm vSphere Client Menu W

=] 8 @9 = MSA-Datastore-1 ACTIONS

summary  Monitor  Configure  Permissions  Flles  Hosts  VMs

Connectivity and Multipathing

& Unmount

t&  HPE Fibre Channel Disk (naa 600c0ff0004470424fa3386001000000)

Multipathing Policies Edit Multipathing
y d (VMware)

Figure 8. /Mware vCenter Client volume multipathing

The Round Robin PSP balances the load across all active storage paths. The storage path will be chosen and used until a specific quantity of
data has been transferred. The PSP chooses the next path in the list after that quantity is reached. The quantity at which a path change is
friggered is known as the “limit.”

Round Robin PSP supports two types of limits:

 IOPS limit: The default IOPS limit is 1000. This means a new path will be used after 2000 I/O operations are reached.

o Bytes limit: The default bytes limit is 10,485,760. This means a new path will be used after the bytes limit is reached.

In summary, Round Robin will attempt o rebalance paths after every 1000 I/O operations or 10,485,760 byftes.
Best practice: Keep the default IOPS and bytes limit. HPE MSA Storage arrays do not see a benefit by changing these limits.

HPE MSA Genbé direct attach support: iSCSI, FC and SAS

The HPE MSA Gen6 array can be beneficial if you chose to deploy in a direct-attach environment using vSphere. For example, the HPE MSA
Genb SAS array is an ideal deployment for a small VMware cluster configuration because of its simplified configuration. The HPE MSA SAS
direct-connect VMware cluster has the performance of a Fibre Channel configuration, but at a lower cost. With vSphere 8, iSCSI and FC
direct-attach are also supported.

Best practice: Consult HPE Storage Single Point of Connectivity Knowledge (SPOCK) and the VMware Compatibility Guide for supported
connectivity combinations.

HPE MSA workflows and best practices for VMware vCenter

The following section highlights operations and configurations of HPE MSA Gené Storage from within VMware vCenter.

—


https://h20272.www2.hpe.com/spock/
https://www.vmware.com/resources/compatibility/detail.php?deviceCategory=san&productid=49558&releases_filter=692,668,652,589,578,518,508,448&deviceCategory=san&details=1&partner=515&transportTypes=4&FirmwareVersion=IN210&isSVA=0&page=1&display_interval=10&sortColumn=Partner&sortOrder=Asc

Technical white paper Page 11

Use the Storage Integration Pack for VMware vCenter (SIP4VC) to provision a datastore
The SIP4VC plug-in is further discussed later in the guide but highlighted here is the create datastore workflow. It is unified across the
HPE Storage suite. The SIP4VC operation handles the creation, validation, and presentation of the volume to vSphere.

Review the SIP4VC documentation for full details. Here is a summary of pre-requisites:

o For FC-connected arrays, make sure the SAN has been zoned to include the hosts/clusters and array.

o For iSCSI-connected arrays, perform the following on all hosts in the cluster(s) per VMware documentation.

Add the iSCSI adapter, if necessary.

- Configure port binding; the selected VMkernel adapter is ideally on the same subnet as the HPE MSA target.

Configure dynamic (preferred) discovery, specifying the target IP of the HPE MSA array.

Configure CHAP, if utilized in your environment.
- Enable jumbo frames if supported by your network.

The SIP4VC main menu in vCenter is shown in Figure 9, where VMFS datastores are selected for viewing.

vSphere Client O,

HPE SIPVC INSTANCE 51P4VC-DML HPELAB.LOCAL 3501~

y c ?
28 Dashboard Issues
[#] storage systems Ofgh g 0
res Wirtual Machines Hosts Clusters
8 Datastores ~
VMFS

O

Vol
E Virtual Machines v Volumes
0.00 bytes of 0.00 byfes O%used  0.00 bytesof 0,00 bytes
#% Config Checker

less than

Figure 9. SIP4VC main menu in vCenter

Percentage Full

Next, Figure 10 illustrates clicking the + button to launch the add datastore operation:

vSphere Client O,

HPE SIPVC INSTANCE SIP4VC-DML.HPELAB.LOCAL:3501 v

= Datastores / VMFS @l 2

+ c e Q
N

T Capaclty - Volumes

Create Datastore

No Data

Figure 10. Clicking the ‘+" fo launch the add datastore operation

—


https://support.hpe.com/hpesc/public/docDisplay?docId=sd00005046en_us&page=GUID-5124DAB8-44ED-4C5B-8D6E-43647FA2CA09.html
https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-storage/GUID-6746129C-106C-4365-B50C-AA912A6E4353.html
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Choose the cluster (or specific hosts) for the datastore, as shown in Figure 11.

vSphere Client

HPE SIPVC INSTANCE SIP4VC-DML.HPELAB.LOCAL:3501~

Create VMFS Datastore

Location General

* Select a Cluster/Host

~  Inventory
~ @ dmil-vcenter-02.hpelabJlocal
« [ patacenter

® El wsphereS-esx02.hpelabJocal

Cancel

Figure 11. Selecting the cluster (or specific hosts) for the datastore

If more than one datastore is desired, specify here (Figure 12) as well as giving a name/prefix for the datastore.

vSphere Client

HPE SIPVC |INSTANCE SIP4VC-DML.HPELAB.LOCAL:3501v

Create VMFS Datastore

Location

* Number Of Datastore(s)

1

* Datastore Name [l

msaVMFSs

Cancel

Figure 12. Giving a name/prefix for the datastore

—

Summary

Summary
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Finally, specify the desired capacity as well as destination storage array, as shown in Figure 13.
vSphere Client
HPE SIPVC INSTANCE SIP4VC-DML.HPELAB.LOCAL:3501
Create VMFS Datastore
7 5
Location General summary
* Datastore Capacity
1500
* Storage Pool [l
Array Name Storage Pool Drive Type Pool Capacity RAID Level
MSA2060 A UNKNOWN 222TB VIRTUAL_POOL
Figure 13. Specify the desired capacity as well as destination storage array
After reviewing the summary and launching the operation, optionally view the automated steps taken, illustrated in Figure 14,
hd Recent Tasks Alarms
Task Name T Target T Status T Details T Initiator T E:reued Start Time
Refresh host storage syst @ _vsphere8-esx02.hpel () Completed VSPHERE LOCAL\Administrator 2ms 08/05/20]
em ab.ocal M
Create VMFS datastore @ _vsphere8-esx02.hpel & Completed VSPHERE LOCAL\Administrator 2ms 08/05/20]
ab.local M
Create virtual disk contain @ dmi-vCenter-02.hpela I 50% Job 8 : Started creating Data VSPHERE LOCAL\Administrator 76 ms 08/05/20]
er (HPE) blocal stores - M
Rescan VMFS E| _vsphere8-esx02.hpel ) Completed VSPHERE LOCALVAdministrator 3ms 08/05/20]
ab.local M
Rescan all HBAs El _vsphereB8-esx02.hpel @ Completed WVSPHERELOCAL\Administrator 3ms 08/05/20]
ab.local M
Rescan VMFS ﬁ _vsphere8-esx02 hpel & Completed VSPHERE.LOCAL\Administrator 2ms 08/05/20]
ab.local M
Rescan all HBAs E] _vsphere8-esx02.hpel ) Completed VSPHERE.LOCALVAdministrator 10 ms 08/05/20]
ab.local M
Present Volume (HPE) @ dmil-vCenter-02.hpela @ Completed Job 8 : Successfully presente WVSPHERELOCAL\Administrator 84 ms 08/05/20]
b.local d volumes - msaVMFS M
Create Volume (HPE) @ dmil-vCenter-02 hpela @ Completed Job 8 : Successfully created v VSPHERELOCAL\Administrator 62 ms 08/05/20]
b.local olumes - msaVMFS M
Validation (HPE) @ dmi-vCenter-02.hpela &) Completed Job 8 : Successfully complete  VSPHERE.LOCAL\Administrator 65 ms 08/05/20]
b.ocal d validating the parameters M
Create Datastore (HPE) @ dmi-vCenter-02.npela NN 70% Job 8: Create virtual disk cont  VSPHERELOCAL\Administrator 80 ms 08/05/20]]
blocal ainer (HPE) M

Figure 14. Viewing the automated steps taken in the “Recent Tasks” pane

Storage Distributed Resource Scheduler (Storage DRS)
vSphere datastore clusters provide the Storage Distributed Resource Scheduler (DRS) feature with /O load balancing. The intent of this
feature is to balance and distribute VM storage needs across traditional physical disk-based LUNs. This may make sense in an environment
with multiple tiers of storage arrays. However, because the HPE MSA controllers and HPE MSA volumes provide the benefits of Storage DRS
and I/0 balancing dynamically, Storage DRS and I/O load balancing are not needed with HPE MSA volumes if all hosts in the cluster share
the same HPE MSA volume mappings.

Note

In the vCenter administration tools, do not enable Storage DRS and I/O load balancing on data storage clusters that are solely based on

HPE MSA volumes.

—
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VMFS and raw device mapping

Virtual machines can access data using two methods: VMFS (vmdk files in a VMFS file system) and raw device mapping (RDM). The
difference between them is that RDM contains a mapping file inside VMFS that behaves like a proxy to the raw storage device. The virtual
machine can access and use the storage device directly. RDMs contain metadata for managing and redirecting disk access to the physical
device.

Sample use cases for RDMs include:

* SAN snapshot or other layered applications run in the virtual machine. RDM enables backup-offloading systems by using features
inherent to the SAN storage array.

o A Microsoft Cluster Server (MSCS) running as a guest that spans physical hosts, such as virtual-to-virtual clusters and physical-to-virtual
clusters. In this scenario, cluster data and quorum disks are configured as RDMs rather than as virtual disks on a shared VMFS.

There are two compatibility modes for RDMs:
e Virtual mode: The RDM acfs like a virtual disk file and can use snapshots.

« Physical compatibility mode: The RDM offers direct access to the SCSI device for those applications that require lower-level control.

Important
Due to design limitations of SAS HBAs, RDM is not supported with SAS models of HPE MSA arrays.

Because HPE MSA Gen6 arrays offer the ability to map volumes to virtual machines directly via iSCSI, physical mode RDMs are not required.

Best practice: Use Virtual Machine Disks (VMDKs) when creating virtual machines except for the use cases requiring RDM.

Virtual disk provisioning options
VMware provides three VMDK provisioning types on VMFS datastores, as described in the table:

Table 1. Virtual disk provisioning types

VMDK provisioning type VMware behavior HPE MSA Genb6 recommendation
|
Thin The VMDK is allocated and zeroed Yes

on first write.

Thick Eager Zeroed All the VMDK space is allocated and No
zeroed out af the fime of creation.

Thick Lazy Zeroed All the VMDK space is allocated at No
the time of creation, but each block
is zeroed only on first write.

With the default pool sefting of over-provisioned enabled, zeroed pages within the pool are automatically reclaimed over fime, ranging from
hours to days. Therefore, eager zeroing an area of the VMFS file system will not necessarily lead to the measurable performance gain seen in
ofher storage arrays. It could, however, cost valuable short-term performance and can also negatively affect the tiering engine of the

HPE MSA array.

Hewlett Packard Enterprise does not recommend disabling the pool over-provisioning if using array-based snapshots with HPE MSA Gené
Storage systems. In such a scenario, pool capacity usage would be greatly amplified and difficult to manage.

Although VMFS 6 introduced automatic space reclamation when using thin VMDK files, the 1 MB file system granularity is incompatible with
the 4 MB page file size of the HPE MSA array. It is therefore recommended that a periodic manual UNMAP be run from the ESXi command
line to ensure unused capacity is returned to the pool.

Use the following command to manually UNMAP the MSA datastore:

# esxcli storage vmfs unmap -1 <Datastoce>

Best practice: Use the Thin for VMDK provisioning type.

—
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HPE MSA Storage Replication Adapter and vCenter Site Recovery Manager

The HPE MSA Storage Replication Adapter (SRA) integrates with VMware vCenter Site Recovery Manager (SRM) to manage replication
features on HPE MSA Storage systems. Combine SRA with the Remote Snap replication to automate failover, failback, and data migration
between geographically separated sites. A solution overview diagram is presented in Figure 15.

. .
Protected site Recovery site
=1 — r—n —a r—na r="
1=l =1 I==n 1=l 1=l I==n
| 1 | I | == | 1 | 1 | ==
LB L2, Ly 1= L8y L2, LY 1=
- -
vCenter SRM L—=d vCenter SRM L-d
appliance appliance appliance appliance
VMkernel network Profected VMs
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Figure 15. Array-based replication of VMs with HPE MSA and SRM

Best practice: Use SRA/SRM for greater availability.

For SRA configuration and froubleshooting information, consult the HPE MSA 1060/2060/2062 Storage Replication Adapter User Guide.



https://www.hpe.com/psnow/doc/a00105310en_us
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Near synchronous replication with Zerto, a Hewlett Packard Enterprise company

You can leverage Zerto Virtual Replication to replicate applications and data from one HPE MSA array to another. Popular use cases include
departmental HPE MSA Storage replicated to enterprise storage, enterprise storage replicated into an HPE MSA array, or protection of

HPE MSA workloads in the cloud. The Zerto Virtual Manager Appliance (ZVM Appliance) is a furnkey, Linux®-based virtual appliance
featuring microservices for security and authentication, logging, APIs, and management. A solution summary is depicted in Figure 16.

o o
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(| | I==n
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Figure 16. Three-tfier replication using HPE MSA storage, Zerto, a Hewlett Packard Enterprise Company, and Windows Azure

For more information on an HPE MSA and Zerto solution, see the technical paper Hybrid cloud replication with HPE MSA storage, Zerto and
Microsoft Azure.

HPE Storage Integration Pack for VMware

HPE Storage Integration Pack for VMware vCenter (SIP4VC) enables vSphere administrators to quickly obtain context-aware information
and manage HPE Storage devices directly from within vCenter. This plug-in does not require a license to use. Establishing clear relationships
between VMs, datastores, and storage enhances the VMware administrator's productivity and ensures consistent quality of service. Roles for
administrators can be defined on an individual basis, providing the ability to apply specific permissions for both view and control functions.

HPE SIP4VC supports mixed-array environments including HPE MSA Storage, HPE Alletra Storage, as well as legacy storage systems.
When deployed with an HPE MSA array, HPE SIP4VC:

» Enables active management for HPE MSA arrays:
- Create/expand/delete a datastore
- Create a virtual machine from a template

o Monitors the health and status of the HPE MSA array

—


https://help.zerto.com/bundle/Linux.ZVM.HTML.10.0_U4/page/Book_in_Portal_-_Prerequisite_for_ZVM_Linux.htm
https://www.zerto.com/wp-content/uploads/2017/02/Hybrid-Cloud-Replication-with-HPE-MSA-Storage-Zerto-and-Microsoft-Azure.pdf
https://www.zerto.com/wp-content/uploads/2017/02/Hybrid-Cloud-Replication-with-HPE-MSA-Storage-Zerto-and-Microsoft-Azure.pdf
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« Displays LUN/volume connections from VMs and vSphere servers to the arrays and provides the location and attributes of the HPE MSA
array within the SAN

« |dentifies which storage feafures are available to allow administrators to match the features available on the HPE MSA array to their
requirements

» Provides a cluster-level view of the storage

The overview screen for HPE MSA is shown in Figure 17.

HPE Storage Integration Pack for VMware vCenter is downloadable from My HPE Software center. Version 13.0 adds support for vSphere
8.0 U3.

Best practice: Implement HPE SIP4VC for ease of management and monitoring of storage from within vCenter.
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(or only) enclosure in the cabling sequence of the system. Host Sefs o .

Figure 17. HPE Storage Integration Pack for VMware vCenter

Summary

The HPE MSA Gen6 Storage system provides exceptional value for any business. The rich feature set makes the array attractive as an
entry-level storage solution with the capacity to scale to meet business needs of a growing virtualized server environment. The ease of
storage administration and integration with vSphere 8 makes the HPE MSA Gené system a desirable storage array. HPE MSA Fibre Channel,
iSCSI, and SAS connectivity options with multipath policies make the HPE MSA system highly resilient and ready to support test and
development environments to full-production vSphere solutions. These features, combined with the HPE MSA array-based snapshots and
replication services, create a versatile storage array for vSphere environments. By following these best practices and configuration
recommendations, you can be sure that the HPE MSA array will become an integral part of any vSphere solution.


https://myenterpriselicense.hpe.com/cwp-ui/software?productInfo=HPESIPVC
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Appendix A — Troubleshooting

VMware vSphere SAN troubleshooting
The following section lists some common froubleshooting techniques for use in a vSphere SAN environment.

Volume mapping

If the vSphere host does not see the volume, initiate a rescan of the storage adapters in the vSphere host. Then check zone configurations,
fabric switches, and fibre cables for any damaged or nonfunctional components. With the correct drivers installed, provision the LUNSs for the
vSphere hosts in the cluster or data center. To verify storage connectivity, use the SMU option that shows discovery of the host port by the
vSphere host.

Identifying FC HBA WWPNs on ESXi hosts
When creating hosts and host groups on the HPE MSA array, you need to identify the WWPNs associated with the initiators. You can find
the WWPNSs in vCenter by selecting the host configuration for storage adapters as seen in Figure 18.

(5] @2 B8 e 16.144.199.47 ACTIONS v
summary ~ Monitor  Configure  Permissions  VMs  Datastores  Networks  Updates

Storage v Storage Adapters

~+ Aga Sonware Adapter 3 Remesh [h Rescon Storage.. | B Rescan Adapter

== e = o)

Figure 18. VMware vSphere ESXi Host Fibre Channel Adapter configuration

You can also find the WWPNs in the ESXi console by issuing the following commands:

# esxcli storage core adapter list
HBA Name Driver Link State UIb Capabilities Description

vmhbaj glnativefc 1link-up fc.51402ec001c96081:51402ec001c96080
Second Level Lun ID (0000:af:00.0) (Logic Cocp OLE2692 Dual Poct 16Gb Fibre Channel to
PCIe Adapter

vmhbas glnativefc link-up fc.51402ec001c96083:51402ec001c96082

Secand Level Lun ID (0000:af:00.1) QLogic Cocp (LE2692 Dual Porct 16Gb Fibre Channel tao
PCIe Adapter

Or



Technical white paper Page 19

# esxcli storage san fc list
Adapter: vmhbal
Poct ID: OOOOEF
Node Name: 51:40:2e:c0:01:c9:60:81
Poct Name: 51:40:2e:c0:01:¢9:60:80
Speed: 16 Gbps
Port Type: PTP
Poct State: ONLINE
Model Desceiption: HPE SN1100Q 16Gb 2p FC HBA
Hacdware Version: BK3210407-20 E
OptionROM Version: 3.64
Firmware Version: 9.03.00 (d0d5)
Deiver Name: glnativefc

DeiverVersion: 4.1.9.0

Adapter: vmhba4

Poct ID: OOOOEF

Node Name: 51:40:2e:c0:01:c9:60:83
Poct Name: 51:40:2e:c0:01:c9:60:82
Speed: 16 Gbps

Poct Type: PTP

Poct State: ONLINE

Model Description: HPE SN1100Q 16Gb 2p FC HBA
Hardware Version: BK3210407-20 E
OptionROM Version: 3.64

Ficmware Version: 9.03.00 (d0db5)
Deiver Name: glnativefc

DeiverVersion: 4.1.9.0

Boot from SAN
When booting from SAN, first identify the symlinks at /bootbank and /altbootbank. (see VMware ESXi storage links docs).

To obtain the host bootbank and altbootbank NAA identifiers, SSH into the ESXi host and execute:

##Get /bootbank and /altbootbank symlinks:
# 1s -1/

##0btain the VMware disk ID for a path:
# vmkfstools -P <path_of_LUN>

—


https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-esxi-upgrade/GUID-474D003B-C6FB-465D-BC1B-5FD30F8E2209.html
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Then from the esxc 11 run the following to get storage device properties:

# esxcli storage nmp device list -d <«naa.ID>

# esxcli storage core device list -d <naa.IlD>

Appendix B — vSphere Storage APIs for Array Integration (VAAI)

VAAIlintegration

The vSphere Storage APIs are a set of fechnologies and interfaces that enable vSphere to leverage storage resources to deliver improved
efficiency, control, and ease of use. The vSphere Storage APIs for Array Integration (VAALD is one of these technologies. The VAAI initiative
infroduces APIs fo improve performance, resource usage, and scalability by leveraging more efficient storage array-based operations.

Primitives are specific functions used with VAAI that serve as integration points to storage arrays. When supported by the array, primitives in
VAAI allow the hypervisor to communicate directly with storage arrays to offload storage functionality fraditionally handled by the
hypervisor. The VAAI commands are automatically sent to the storage array, bypassing the ESXi host.

Storage arrays can handle these functions more intelligently and efficiently because they are purpose-built to perform storage tasks and can
complete the request much faster than the host could complete it.

HPE MSA Genb Storage systems natively support the following VAAI primitives:

» Hardware-Assisted Locking: Also known as “Atomic Test & Set (ATS).” This primitive protects metadata for VMFS cluster file systems at
the block level rather than at the volume level, reducing SCSI reservation contention between vSphere hosts by allowing simultaneous
access fo different parts of the vSphere datastore.

* Copy Offload: Also known as “XCOPY.” This primitive copies VMDKs, enabling full copies of data fo be made within the storage array,
reducing data reads/writes required by both the vSphere host and neftwork infrastructure.

« Block Zeroing: This primitive allows the array to handle the process of zeroing disk blocks. Instead of requiring the host to wait for the
operation to complete, the array signals that the operation has completed immediately, handling the process on its own without involving
the vSphere host.

* Space Reclamation: Also known as “SCSI UNMAP.” This primitive originates from a VMFS datastore or a VM guest operating system. The
command assists thin-provisioned storage arrays such as HPE MSA Gené arrays to reclaim unused space from VMFS datastores and VMs
that might have been deleted or migrated. See VMware documentation “Space Reclamation on vSphere VMFS Datastores” for additional
detail.

Note

ESXiissues the UNMAP command at 1 MB granularity, but the HPE MSA array operates with a 4 MB page size. As a result, pages do not
free automatically, but can be released when the UNMAP command is manually invoked using the following ESXi CLI command:

# esxcli storage vmfs unmap -1 <MyDatastore>

To confirm the support of the four VAAI primitives on an HPE MSA Gené array, issue the following command:

# esxcli storage core device vaal status get -d <naalD»>
naalD
VAAT Plugin Name:
ATS Status: supported
Clone Status: supported
Zero Status: supported
Delete Status: supported

XCOPY is conveyed as Clone and SCSI UNMAP as Delete when running the command.

—


https://docs.vmware.com/en/VMware-vSphere/8.0/vsphere-storage/GUID-BC1A172C-E649-4812-B8B2-A9E45AC97051.html
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Remember to verify the version of the HPE MSA firmware installed on the array. Consult the VMware Compatibility Guide for detailed
compatibility information regarding path failover and VAAI plug-in support.

VAAI benefits and use cases

VAAI helps reduce the storage bandwidth consumed by a vSphere host and improves data center scalability. Storage operations such as
virtual machine provisioning, VMware vSphere® Storage vMotion®, virtual disks creation, and so on consume less CPU, memory, and network
bandwidth when using a VAAI-compliant HPE MSA Storage system.

The following use cases address the four VAAI primitives:

* VM migration — Using VMware vCenter Server® a VMware administrator wants to migrate VMs between datastores using Storage
vMotion. The vSphere host can take advantage of the VAAI XCOPY (Copy Offload) command to migrate VMs much faster by offloading
the data transfer to the array, greatly decreasing the amount of server and network resources consumed. Using the VAAI feature set
results in reduced VM deployment time and faster migration of VMs between clustered hosts.

VM migration also uses SCSI UNMAP to reclaim space on the source datastore. Because the page size of the HPE MSA Gené array is
4 MB, the manual space reclamation command needs to be used periodically to reclaim and free the space.

« Rapid VM deployment — An administrator needing to provide 20 VMs for a training class can use vCenter to deploy the VMs from
a template. With a VAAI-enabled array, VMs deployed from template use both XCOPY and Block Zero primitives to accelerate VMs
creation.

* Increased VM density — The Hardware-Assisted Locking functionality mitigates the potential for SCSI reservation contention between
vSphere clustered hosts, reducing 1/0 performance impact to those hosts. Reduced contention allows for greater VM density.

Appendix C — Storage 1/0 Control

Storage 1/0 Control

Storage 1/0 Control (SIOQ) is a VMware feature that enables the attenuation of 1/O for each virtual disk you choose. SIOC enables you to
define shares and IOPS limits at the level of each VMDK to ensure that critical VMs are treated as high priority, better performing, and
configured individually. To enable SIOC with the vSphere Client, as shown if Figure 19:

1. Navigate to Storage

2. Select the datastore on which you want to enable SIOC.
3. Click Configure - Settings = 1/0 Control.

4. Toggle the Storage 1/0 Control switch to Enabled.

wvm vSphere Client

=] 5 MSA-Datastore-1 | acrions v

Summary  Monitor  Configure  Permissions  Files  Hosts  WMs

o Properties
3 Iocal-16 144199 4! : = Tasks = S
T
ASA-Datastare-2 e King > File system
Co Multipathi =
e (i e

Total Capacity
Provisioned Space
Free Space

Datastore Capabilities

Thin Provisioning Supported

v storage /0 Control Eor

Status Disabled

Clustered VMDK

Space Reclamation

Space reclamation Enabled at fixed rate

Figure 19. VMware vSphere Client Storage 1/0O Control

—


https://www.vmware.com/resources/compatibility/search.php
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SIOC provides I/O prioritization of virtual machines running on a cluster of vSphere hosts that access shared storage. It extends the familiar
constructs of shares and limits, which have existed for CPU and memory, to address storage use through a dynamic allocation of I/O queue
slots across a cluster of vSphere hosts. When a certain latency threshold is exceeded for a given block-based storage device, SIOC balances
the available queue slots across a collection of vSphere hosts; this aligns the importance of certain workloads with the distribution of
available throughput. This balancing can reduce the I/O queue slots given to virtual machines that have a low number of shares to provide
more 1/O queue slofs to a virtual machine with a higher number of shares. SIOC reduces 1/O activity for certain virtual machines so that other
virfual machines receive better I/O throughput and an improved service level.

SIOC and the HPE MSA array could be combined to provide a more performance-optimized storage solution. Enabling SIOC is a simple
process. More important is an understanding of the virtual machine environment in context of /O demand being placed on the array.
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Resources
HPE MSA Gené Virtual Storage Technical Reference Guide
hpe.com/psnow/doc/a00103247enw

HPE MSA 1060/2060/2062 Best Practices
hpe.com/psnow/doc/a00105260enw

Migrating to HPE MSA Gené Storage
hpe.com/psnow/doc/a00119967enw

HPE MSA1060/2060/2062 CLI Reference Guide
hpe.com/psnow/doc/a00105313en_us

HPE MSA 1060/2060/2062 Storage Replication Adapter User Guide
hpe.com/psnow/doc/a00105310en_us

HPE MSA 1060 Storage QuickSpecs
hpe.com/support/MSA1060QuickSpecs

HPE MSA 2060 Storage QuickSpecs
hpe.com/support/MSA2060QuickSpecs

HPE MSA 2062 Storage QuickSpecs
hpe.com/support/MSA2062QuickSpecs

VMware Compatibility Guide for HPE MSA 2060 Series
vmware.com/resources/compatibility/search.php

VMware vSphere Storage 8.0 U3
docs.vmware.com/en/VMware-vSphere/8.0/vsphere-esxi-vcenter-803-storage-guide.pdf

Zerto ZVM Appliance Requirements, Supported Features and Configurations
help.zerto.com/bundle/Linux.ZVM.HTML.10.0_U4/page/Book_in_Portal - Prerequisite_for ZVM_Linux.htm

Learn more at
HPE.com/us/en/storage/msa-

shared-storage.html [~ Chat now (sales)
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